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Abstract

The research reflected in this dissertation is a study of (computational) pseudo-randomness.
More specifically, the main objective of this research is the efficient and simple construction
of pseudo-random functions and permutations 62, 90], where efficiency refers both to the
sequential and parallel time complexity of the computation. Pseudo-random functions and
permutations are fundamental cryptographic primitives with many applications in cryptog-
raphy and more generally in computational complexity.

Constructions of Pseudo-Random Functions

For our constructions of pseudo-random functions, we introduce and study a new crypto-
graphic primitive which we call a pseudo-random synthesizer and a generalization of this
primitive which we call a k-dimensional pseudo-random synthesizer. These primitives are of
independent interest as well. In addition, we consider various applications of our construc-
tions and study some of the underlying cryptographic assumptions used in these construc-
tions. The main results obtained by this research are:

e Introducing new cryptographic primitives called pseudo-random synthesizer and k-
dimensional pseudo-random synthesizer.

e Using pseudo-random synthesizers for a parallel construction of a pseudo-random func-
tion (the depth of the functions is larger by a logarithmic factor than the depth of the
synthesizers).

e Showing several NC! implementations of synthesizers based on concrete intractability
assumptions such as factoring and the computational Diffie-Hellman assumption.

e Showing a very simple, parallel construction of synthesizers based on what we call weak
pseudo-random functions which implies simple constructions of synthesizers based on
trapdoor one-way permutations and based on any hard-to-learn problem (under the
definition of [23]).

These results yield the first parallel pseudo-random functions (based on computational in-
tractability assumptions) and the first alternative to the original construction of Goldre-
ich, Goldwasser and Micali [62]. In addition, we show two new constructions of pseudo-
random functions (that are related to the construction based on synthesizers). The pseudo-
randomness of one construction is proven under the assumption that factoring is hard while
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the other construction is pseudo-random if the decisional version of the Diffie-Hellman as-
sumption holds. These functions have the following properties:

e They are much more efficient than previous proposals: Computing the value of our
functions at any given point involves two subset products.

e They are in TC? (the class of functions computable by constant depth circuits con-
sisting of a polynomial number of threshold gates). This fact has several interesting
applications.

e They have a simple algebraic structure that implies additional features. In particular,
we show a zero-knowledge proof for statements of the form “y = f;(x)” and “y # fs(z)”
given a commitment to a key s of a pseudo-random function f.

We discuss some applications of our constructions in cryptography (including applications
in public-key cryptography) as well as their consequences in computational complexity and
in computational learning-theory.

Constructions of Pseudo-Random Permutations

Luby and Rackoff [90] showed a method for constructing a pseudo-random permutation from
a pseudo-random function. The method is based on composing four (or three for weakened
security) so called Feistel permutations, each of which requires the evaluation of a pseudo-
random function. We reduce somewhat the complexity of the construction and simplify its
proof of security by showing that two Feistel permutations are sufficient together with initial
and final pair-wise independent permutations. The revised construction and proof provide a
framework in which similar constructions may be designed and their security can be easily
proved. We demonstrate this by presenting some additional adjustments of the construction
that achieve the following:

e Reduce the success probability of the adversary.

e Provide a construction of pseudo-random permutations with large input-length using
pseudo-random functions with small input length.

A Study of Some Number-Theoretical Assumptions

Our research includes a study of two number-theoretical assumptions that are related to
the Diffie-Hellman key-exchange protocol and that are used in our constructions of pseudo-
random functions. The first is the decisional version of the Diffie-Hellman assumption (DDH-
Assumption). This assumption is relatively new, or more accurately, was ezplicitly considered
only recently. We therefore survey some of the different applications of the assumption and
the current knowledge on its security. Furthermore, we show a randomized reduction of the
worst-case DDH-Assumption to its average case (based on the random-self-reducibility of the
DDH-Problem that was previously used by Stadler [143]). We consider our research of the
DDH-Assumption to be of independent importance given that the assumption was recently
used in quite a few interesting applications (e.g., [45]).
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The second assumption we study is the generalized Diffie-Hellman assumption (GDH-
Assumption). This assumption was originally considered in the context of a generalization
of the Diffie-Hellman key-exchange protocol to k > 2 parties. We prove that breaking
this assumption modulo a so called Blum-integer would imply an efficient algorithm for
factoring Blum-integers. Therefore, both the generalized key-exchange protocol and our
pseudo-random function (that is based on the GDH-Assumption) are secure as long as fac-
toring Blum-integers is hard. Our reduction strengthens a previous “worst-case” reduction
of Shmuely [139].
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Chapter 1

Introduction

The research reflected in this dissertation is a study of (computational) pseudo-randomness.
More specifically, the main objective of this research is the efficient and simple construction
of pseudo-random functions and permutations [62, 90], where efficiency refers both to the
sequential and parallel time complexity of the computation. Pseudo-random functions and
permutations are fundamental cryptographic primitives with many applications in cryptog-
raphy and more generally in computational complexity.

1.1 Pseudo-Randomness and Computational Indistin-
guishability

Since pseudo-randomness is the main notion considered in this work, we start by reviewing
some of the central ideas of this area. We also discuss the definitions, applications and con-
structions of the relevant pseudo-random objects, with a focus on pseudo-random functions
and permutations. Good references for additional reading are Goldreich [60, 61] and Luby
[89].

To understand the notion of computational pseudo-randomness we must first consider
the role of randomness in computations. A randomized algorithm is an algorithm that is
allowed to “flip coins”. A coin flip is modeled as a random (i.e., uniformly distributed)
bit. Therefore, at each step of its computation, a randomized algorithm can obtain a bit
which is 0 with probability half and 1 with probability half (and is independent of previous
coin-flips). An important question, though less relevant to our discussion, is to determine
the applicability of this model: What kind of random sources are available to computers?
We note that this question is non-trivial even to those who believe that God (or Nature)
does indeed flip coins.

Many algorithms and protocols use randomness to perform computational tasks. These
algorithms are often faster and simpler than the corresponding, currently known, determin-
istic algorithms. For some tasks, as those of achieving cryptographic security or simulating
probabilistic events, randomness is essential. Thus, it is natural to view randomness as a
computational resource and to study its relations with other computational resources like
time and space. More specifically, a natural question is that of derandomization: study-



2 CHAPTER 1. INTRODUCTION

ing ways of reducing or eliminating the amount of randomness used by algorithms without
significantly enlarging their usage of other resources.

An important tool for derandomization is pseudo-randomness (though, as we argue below,
the role of pseudo-randomness is not limited to derandomization). Consider an algorithm
A that uses a random string of length ¢ (i.e., A uses ¢ random bits). One way to reduce
the amount of randomness used by A, (without extensively changing its internal structure),
is to replace its uniformly distributed random string with a string sampled from a different
distribution D. That is, to use an algorithm A’ that samples a string 7 from D and invokes
A with 7" as its random string. For this technique to be useful, D must have the following
properties:

1. Sampling a string from D should require significantly less than ¢ random bits (to
achieve our original goal of derandomizing A).

2. D is efficiently samplable: For the derandomization of A (using D) not to be too
costly, the resources required to sample a string from D should be comparable with
those needed to execute A (otherwise running A’ is substantially more expensive than
running A).

3. The “behavior” of A should be practically the same when using a uniformly distributed
string and when using a string sampled from D. For example, if A solves some compu-
tational problem its probability to answer correctly (on every input or on most inputs)
should be almost the same for both distributions of its random string. In this sense
A does not distinguish D from the uniform distribution (put differently, A cannot be
used to distinguish the two distributions).

By Property 1, D has much less entropy than the uniform distribution and is therefore
statistically very different from it. However, Property 3, means that for the specific com-
putational task at hand D is almost as good as the uniform distribution. This contrast
between a large statistical difference and computational indistinguishability is in the essence
of pseudo-randomness (see also [59, 64] for additional insight on the role of Properties 1-3).
To better understand the definition of computational indistinguishability (due to Goldwasser
and Micali [68] and to Yao [150]) we can think of the algorithm A not as trying to perform
just any computational task but rather as trying to distinguish between two distributions D
and D'": with probability half A gets an input sampled from D and with probability half an
input sampled from D’. The algorithm A tries to guess from which distribution its input was
sampled. D and D’ are indistinguishable to A if its success probability is at most negligibly
larger than half (which is the success probability A can easily achieve for every D and D’).

Usually however we would be interested in derandomizing a class of algorithms (or proto-
cols) instead of a single algorithm A as in the discussion above. In such a case, we want the
pseudo-random distribution to “fool” every algorithm from the class that we are trying to
derandomize. That is, to be indistinguishable from random for this class. In cryptography,
the class of algorithms we want to fool is that of “all efficient algorithms” (which should cap-
ture all possible adversaries). For convenience, “efficient algorithms” are usually modeled as
probabilistic polynomial-time algorithms. However, the results presented in cryptographic
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literature are usually more concrete (i.e., they imply statements such as “If there is an algo-
rithm that distinguishes these functions from random in time ¢ and advantage « then there
is and algorithm that inverts that function in time ¢’ and success probability o/.”) as is the
case for the work presented here.

1.1.1 Pseudo-Random (Bit) Generators

Pseudo-random (bit) generators were introduced by Blum and Micali [27] and Yao [150]. A
pseudo-random generator is an efficiently computable (deterministic) function such that: (1)
Its output is longer than its input and (2) For a uniformly distributed input its output is
indistinguishable from uniform to any efficient algorithm. In other words, pseudo-random
generators define a pseudo-random distribution of bit-sequences (their output distribution)
which is efficiently samplable using a relatively small truly random bit-sequence (usually
referred to as the seed).

Unfortunately, the existence of pseudo-random generators is unproven in itself (such a
proof would be a tremendous breakthrough in computational complexity, since in particular
it implies that P # NP). However, the existence of pseudo-random generators can be
reduced to other computational assumptions. Most notably, Hastad, Impagliazzo, Levin and
Luby [71] showed how to construct a pseudo-random generator from any one-way function
(informally, a function is one-way if it is easy to compute its value on any input but hard to
invert it on a random input). In fact, pseudo-random generators as well as pseudo-random
functions and permutations exist iff one-way functions exist [62, 71, 73, 86, 90].

As suggested above, a pseudo-random generator can be used for derandomization: A
trivial way of derandomizing an algorithm is going over all possible random strings (looking
for a “good point” or taking majority over all possible outputs). By using a pseudo-random
generator, the number of strings we have to go through can be substantially reduced. Thus, it
was shown by Yao [150] that if pseudo-random generators (that fool non-uniform polynomial-
size circuits) exist then

RP,BPP C (| DTIME(2"),
e>0
where RP (resp. BPP) is the class of languages that can be accepted by a probabilistic
polynomial-time algorithm with one-sided (resp. two-sided) error. Stronger results in this
direction were given by [76, 77, 109]. A different line of work [2, 9, 10, 75, 107, 108, 109,
110, 125], deals with the construction of bit-generators that fool an observer of restricted
computational power (e.g. generators against polynomial-size constant-depth circuits) or
with bounded space and read-once access to the random tape. Most of these constructions
need no unproven assumptions.

In our discussion we are mostly interested in the role of pseudo-randomness in cryptog-
raphy. A representative scenario is the following: Assume that two parties A and B share
a secret n-bit long random string r and that A wants to communicate to B an n-bit long
message m in a way that prevents an eavesdropper from learning anything about m. In this
case A can use 7 as a one time pad and send m @ r (bit-wise XOR of m and r) to B. From
Shannon’s work [138] it is known that this solution is optimal in the number of random bits
shared by A and B. Thus, in order to obtain perfect security in the information theoretical
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sense, every two parties in a distributed network need to share in advance a random string of
length proportional to the total length of the messages that will be communicated between
them ever. This is rarely practical, hence A and B should consider trading the requirement
“impossible to learn (anything about m)” with the weaker requirement “computationally
infeasible to learn (anything about m)”. This can be achieved using a pseudo-random gen-
erator G with output-length ¢ = ¢(n) as follows: the encryption of an ¢-bit message m (that
is the value A sends to B) can be defined to be F,.(m) = m & G(r). For every message m,
the encryption E,(m) is indistinguishable from random. It follows that for any two messages
m and m' the encryptions E,.(m) and E,.(m') are indistinguishable from each other. We
therefore have a way to encrypt an /-bit message m such that the content of m is concealed
while using less than ¢ bits. In fact, for any constant ¢ > 1, if there exists any pseudo-random
generator then there also exists one that outputs n® bits on an n-bit input. Thus, in the
scenario discussed above if A and B communicate n° bits (where n is the security parameter)
it is enough for them to share an n-bit truly random secret.

The examples we saw show that pseudo-random generators can save random bits and
can reduce the length of keys used in cryptographic settings. We note that there are many
other (perhaps more striking) examples where tasks that are impossible in the information
theoretical sense have a computational analogue that can be performed using pseudo-random
generators. One such example are bit-commitment schemes. Loosely speaking, these are two-
phase protocols between A and B. At the first phase A commits itself to a bit b and at the
second phase A reveals its commitment. The requirements are that at the end of the first
phase (a polynomial-time bounded) B would not be able to distinguish a commitment to
1 from a commitment to 0 and at the second stage (even an all powerful) A would not
be able to reveal its commitment both as a commitment to 1 and as a commitment to 0.
Naor [98] showed how to use the fact that the output of a pseudo-random generator and the
uniform distribution are simultaneously computationally indistinguishable and statistically
very different in order to obtain a bit commitment scheme.

1.1.2 Pseudo-Random Function Ensembles

As mentioned above, the research presented herein is focused on the construction of pseudo-
random functions and permutations. These are efficient pseudo-random distributions of
functions (resp. permutations) that can replace uniformly-chosen functions (resp. permuta-
tions) in many applications. They are the key component of private-key cryptography and
have many additional applications in cryptography and in computational complexity in gen-
eral. In this section, we discuss the definitions and original constructions of these powerful
cryptographic primitives as well as some of their applications.

Definition

Pseudo-random functions were introduced by Goldreich, Goldwasser and Micali [62]. These
are efficient distributions of functions that are indistinguishable from the uniform distribu-
tion to an efficient (i.e., polynomial-time bounded) observer. There are two subtleties in the
definition of a pseudo-random distribution of functions, F' = {f;}, compared with the defi-
nition of a pseudo-random distribution of bit sequences. The first issue is the exact meaning
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of an “efficient distribution” in this context. Here the answer is rather straightforward: It
should be easy to sample a key s from the distribution and given such a key it should be
easy to evaluate the corresponding function f; on any input. The second issue is what kind
of access does the distinguisher have to the function. This is a more delicate question:

Assume that F' = {f;} is a distribution of functions in B,,, where B, is the set of all
{0,1}™ + {0, 1} functions (i.e., the set of Binary functions with domain {0,1}"). Consider
an algorithm A that tries to distinguish F' from the uniform distribution over B,. The
algorithm A has “some access” to a function g € B,, which with probability half is sampled
from F' and with probability half is uniformly distributed. A distinguishes F' from random
if it has a non-negligible advantage over half in guessing from which of the distributions g
was sampled. The question is what kind of access should A have? In the actual definition
of pseudo-random functions (given in [62]) the distinguisher A has a black-box access to g.
This means that at each step A can specify an input z to g and obtain the value g(z). One
may be tempted to strengthen the definition by giving the distinguisher additional access
to the functions. A first idea might be to give the 2"-long bit-sequence of all the outputs
of g as an input to A. However, this is an exponentially long input which makes A (which
is polynomial in its input length) too powerful (for example this might allow A to verify
whether g € F by going over all possible keys in F'). Another idea is to give A a key s
whenever ¢ = f, € F. However, given a short description, g can no longer be confused to
be random.! We stress that pseudo-random functions are only guaranteed to look random
when the distinguisher does not get the key of the function. This means that usually pseudo-
random functions cannot be used in a scenario where all the parties (including the “bad”
ones) should be able to compute the functions on their own.

It still remains to determine how much freedom the distinguisher A should have in select-
ing the values it asks to see. In [62], the distinguisher is has a adaptive (black-box) access to
g. The meaning of “adaptive” here is that each input x that A specifies may depend on the
value of ¢ on previous queries. This adaptiveness is part of what makes pseudo-random func-
tions so strong. In some cases it makes sense to consider weaker notions. For examples, one
might consider a static attack where the distinguisher has to specify all its queries in advance.
Another interesting example, is a random attack where the distinguisher gets the value of
g on uniformly distributed inputs. We call such functions weak pseudo-random functions
and further consider them in Section 4.1.7. In particular we show a relatively efficient way
of constructing full fledged pseudo-random functions from weak pseudo-random functions.
We note that pseudo-random functions as well as the weaker notions mentioned above exist
iff one-way functions exist [62, 71, 73]. However, weaker notions are still interesting since
they may be easier to construct efficiently (more on definitions of function families that are
weaker than pseudo-random functions can be found in [104]).

1Still it is a worthwhile goal to to come up with interesting definitions for functions that look random to an
algorithm that gets their key and with distributions of functions that satisfy such definitions (see [34, 36, 37]
for some of the recent relevant work).
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Applications

An equivalent formulation of pseudo-random functions is as a distribution of exponentially
long bit-sequences that is indistinguishable from random to an efficient observer that has
direct access to the sequence. This formulation stresses some of the properties that make
pseudo-random functions so strong and so easy to work with compared to pseudo-random
generators: Sharing or fixing a key of a pseudo-random function is equivalent in many
scenarios to sharing or fixing a huge amount of randomness. What makes pseudo-random
functions so powerful is that we do not need to know in advance how many bits will be used
or the location of these bits. Indeed pseudo-random functions have numerous applications
(a few examples appear in [17, 25, 31, 40, 57, 58, 60, 63, 89, 90, 102]).

Probably, the most notable applications of pseudo-random functions are in private-key
cryptography. They provide parties who share a common key straightforward protocols
for sending secret messages to each other, for identifying themselves and for authenticating
messages [63]. We now describe the basic schemes for performing these three most common
tasks of private-key cryptography (more elaborated schemes that achieve better security
also exist). Consider a group of parties that share a pseudo-random function f;. They may
perform:

Authentication To authenticate a message m, append the authentication tag fs(m) to the
message.

From the definition of pseudo-random functions we have that this authentication
scheme is existentially unforgeable against a chosen message attack: No efficient ad-
versary that adaptively queries for the tags of chosen messages m,mg,...my_; can
produce the tag of any new message m.

Identification A member of the group, V, determines if A is also a member by issuing a
random challenge r and verifying that the response of A is f(r).

No efficient adversary (that is even allowed to participate in executions of the protocol
as the verifier) can impersonate a member of the group.

Encryption The encryption of a message m is defined to be (r, fs(r) @ m), where r is a
uniformly chosen input.

This scheme is semantically secure against an efficient adversary that performs a chosen
ciphertext attack in the preprocessing mode. See [13, 51] for the relevant terminology
on attacks (chosen plaintext, chosen ciphertext in the preprocessing and postprocessing
modes) and notions of security (semantic and non-malleability). Intuitively it means
that an adversary that is allowed to ask for encryptions or descriptions and later gets
an encryption of a new message m, cannot learn anything about m.>

2For any implementation of f this scheme is malleable (i.e. a ciphertext of related message can be generated
by an adversary) and hence not secure against a chosen ciphertext attack in the postprocessing mode (i.e.
when the adversary queries for decryptions after getting the challenge). A way to amend this problem was
proposed in the full version of [51].
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Note that it may be possible to use pseudo-random (bit) generators directly to enable private-
key cryptography between two parties A and B. The idea is that at each interaction A and
B they can use a different part of a pseudo-random sequence they share for their private-key
operations (such as authentication, identification and encryption). However, for such an idea
to work, care should be taken to synchronize the pointers A and B have to the sequence
(which might be non-trivial in the presence of an adversary). Even if such synchroniza-
tion can be achieved for two parties it is impossible in the case of multi-party private-key
cryptography. In this case pseudo-random functions are indeed essential.

We stress that pseudo-random functions have many additional applications including
in public-key cryptography. For example, Bellare and Goldwasser [17] showed how to use
pseudo-random functions and a non-interactive zero-knowledge of their values to construct
digital-signatures. Another interesting example was given by Goldreich [57] who showed
how to eliminate the state in the Goldwasser-Micali-Rivest signature scheme (the technique
of [57] is very general). In addition, the existence of pseudo-random functions computable
in some complexity class has profound consequences to computational complexity and to
computational learning-theory:

e As was observed by Valiant [146], if a concept class contains pseudo-random functions
then it cannot be learned: There exists a distribution of concepts, computable in
this class, that is hard for every efficient learning algorithms, for every “non-trivial”
distribution on the instances even when membership-queries are allowed. Note that
such an unlearnability result is very strong (see Section 4.1.9 for more details).

e As shown by Razborov and Rudich [122] if a circuit-class contains pseudo-random
functions (that are secure against a subexponential-time adversary), then there are no,
what they called, Natural Proofs (which include all known lower bound techniques) for
separating this class from P/poly.

As we discuss in Section 1.2.1, these results imply interesting consequences of our more
efficient constructions of pseudo-random functions.

The GGM-Construction

In addition to introducing pseudo-random functions, Goldreich, Goldwasser and Micali [62]
have suggested a construction of such functions from pseudo-random generators: Let G be
a pseudo-random generator that expands the input by a factor of two (e.g. [24, 70, 74]).
Define G° and G' such that for any n-bit string x, both G°(x) and G'(z) are n-bit strings
and G(z) = (G%x),G'(z)). Under the GGM-Construction, the key of a pseudo-random
function f, : {0,1}"* — {0,1}" is a uniformly chosen n-bit string, s. For any n-bit input,
T = 1%y - T,, the function f, is defined by:

folw) S G (- (GG (5) ).

For roughly a decade, this was the only known construction of pseudo-random functions
based on standard computational assumptions (including concrete assumptions such as “fac-
toring is hard” as well as general assumptions such as the existence of one-way functions).
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Their construction is sequential in nature since computing f, consists of n successive in-
vocations of G. The goal of the research described in Chapter 4 is to present alternative
constructions for pseudo-random functions that are more efficient either in the parallel-time
complexity or the sequential-time complexity of evaluating f (and preferably in both).

1.1.3 Pseudo-Random Permutation Ensembles

Pseudo-random permutations were introduced by Luby and Rackoff [90]. The main moti-
vation to consider pseudo-random permutations is that they formalize the well established
cryptographic notion of block ciphers. These are length-preserving private-key encryption
schemes: the private key of a block-cipher determines a permutation E such that the en-
cryption of a message m is E(m) and the decryption of a ciphertext ¢ is E~'(c).> A highly
influential example of a block cipher is the Data Encryption Standard (DES) [106].

When a block cipher E is indistinguishable from a random permutation then the only
information that is leaked from a sequence of ciphertexts {E(my), E(ms),...,E(m,)} on
the corresponding plaintexts is whether or not m; = m; for pairs ¢ # j. Still, when us-
ing pseudo-random functions for private-key encryption even this information is concealed.
However, using a length-preserving encryption scheme has the advantage that the plaintext
and ciphertext are of the same length. This property saves memory and prevents waste of
communication bandwidth. Furthermore, it enables the easy incorporation of the encryption
scheme into existing protocols or hardware components.

The definition Luby and Rackoff gave to pseudo-random permutation ensembles is closely
related to the definition of pseudo-random functions described above: Pseudo-random per-
mutation ensembles are efficient distributions of permutations that are indistinguishable
from the uniform distribution to an efficient observer that has adaptive black-box access to
the permutations (i.e. the distinguisher can only access the permutation by specifying inputs
and obtaining the value of the permutation on these inputs). In addition, Luby and Rackoff
considered a stronger notion of pseudo-randomness which they call super pseudo-random per-
mutation generators. Here the distinguisher also has adaptive black-box access to the inverse
permutation. Following [60] we use the term strong pseudo-random permutation ensembles
instead. The two notions of security are analogous to the different attacks considered in the
context of block ciphers:

e Pseudo-random permutations can be interpreted as block ciphers that are secure against
an adaptive chosen-plaintext attack. Informally, this means that an (efficient) adver-
sary, with access to the encryptions of messages of its choice, cannot tell apart those
encryptions from the values of a truly random permutation.

e Strong pseudo-random permutations can be interpreted as block ciphers that are secure

3Block-ciphers cannot always be directly used to encrypt the entire message since often they have fixed
(and relatively small) input length. In such a case, the block-cipher is used in some mode of operation that
enables the encryption of longer messages. The standard modes of operation (proposed in the context of
DES) are ECB, CBC, CFB and OFB. Unfortunately, all these modes reveal information on the message or
on relations between different messages. In Section 5.6, we propose a different way to use block-ciphers that
does not have this problem.
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against an adaptive chosen plaintext and ciphertext attack. Here, the adversary has
the additional power to ask for the decryption of ciphertexts of its choice.

The LR-Construction

Luby and Rackoff [90] provided a construction of strong pseudo-random permutations (the
LR-Construction) which was motivated by the structure of DES. The basic building block is

the so called Feistel permutation based on a pseudo-random function. A Feistel permutation

for a function f : {0,1}" — {0,1}" is a permutation on {0,1}*" defined by D;(L, R) o

(R,L & f(R)), where |L| = |R| = n. Each of the 16 rounds of DES involves a Feistel
permutation of a function determined by the 56 key bits. The Luby-Rackoff design of
pseudo-random permutations (resp. strong pseudo-random permutations) is Dy, oDy, oDy,
(resp. Dy, 0o Dy, 0 Dy, 0 Dy, ) where all f;s are independent pseudo-random functions (see
Figure 5.1.a for an illustration). This elegant construction inspired a considerable amount
of research. The work described in Chapter 5 provides a study of the LR-Construction.

1.2 Overview of Research Objectives and Results

The research included here is composed of two main parts: (1) Several constructions of
pseudo-random functions. (2) A study of the LR-Construction and resultant constructions
of pseudo-random permutations. In Section 1.1, we have described the importance of pseudo-
random functions and permutations in cryptography and part of their applications. We also
described the original constructions of these primitives that were given in [62, 90]. The
many applications of pseudo-random functions and permutations motivated our search for
more efficient and simpler constructions, where efficiency refers both to the sequential and
parallel time complexity of the computation. In this section we describe some of our results
in that direction as well as some of the consequences of our constructions. In addition, we
briefly describe our research of some of the underlying cryptographic assumptions used in
our constructions.

1.2.1 Constructions of Pseudo-Random Functions

For our constructions of pseudo-random functions described in Chapter 4, we introduce and
study a new cryptographic primitive which we call a pseudo-random synthesizer and a gener-
alization of this primitive which we call a k-dimensional pseudo-random synthesizer. These
primitives are of independent interest as well. In addition, we consider various applications of
our constructions and study some of the underlying cryptographic assumptions used in these
constructions. Motivated by the inherent sequentiality of the GGM-Construction, we show
(in Section 4.1) a parallel construction of pseudo-random functions from a pseudo-random
synthesizer and parallel constructions of pseudo-random synthesizers based on several con-
crete and general intractability assumptions. In Section 4.2, we show even more parallel
constructions of pseudo-random functions based on concrete intractability assumptions (such
as the assumption that factoring Blum-integers is hard). In addition, these constructions are
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more efficient and have a simple algebraic structure. The constructions of Section 4.2 are mo-
tivated by the constructions of Section 4.1 (and in particular by the notion of k-dimensional
synthesizers). We now describe the main results of Chapter 4.

Pseudo-Random Synthesizers and Functions

We introduce (in Section 4.1.3) a new cryptographic primitive which we call a pseudo-
random synthesizer. A pseudo-random synthesizer is a two variable function, S(-,-), so that
if many (but polynomially bounded) random assignments, (1, ..., z,,) and (y1, ..., ym), are
chosen to both variables, then the output of S on all the combinations of these assignments,
(f(x;, yj)):?j:l, is indistinguishable from random to a polynomial-time observer. Our main
results are:

1. A construction of pseudo-random functions based on pseudo-random synthesizers (de-
scribed in Sections 4.1.4-4.1.6). Evaluating such a function involves log n phases, where
each phase consists of several parallel invocations of a synthesizer (with a total of n
invocations altogether).

2. Constructions of parallel (NC") synthesizers based on standard number-theoretic as-
sumptions such as “factoring is hard”, RSA (it is hard to extract roots modulo a
composite) and Diffie-Hellman (described in Section 4.1.8). In addition, a very sim-
ple construction based on a problem from learning (described in Section 4.1.9). The
key-generating algorithm of these constructions is sequential for RSA and factoring,
non-uniformly parallel for Diffie-Hellman and parallel for the learning problem.

3. An extremely simple, parallel construction of synthesizers based on what we call a weak
pseudo-random function (described in Section 4.1.7). A weak pseudo-random function
is indistinguishable from a truly random function to a (polynomial-time bounded) ob-
server who gets to see the value of the function on uniformly distributed inputs (instead
of inputs of its choice). This construction almost immediately implies constructions of
synthesizers based on trapdoor one-way permutations and based on any hard-to-learn
problem (under the definition of [23]).

Taking (1) and (2) together we get a pseudo-random function that can be evaluated in NC?.

Our constructions of pseudo-random functions have additional attractive properties.
First, it is possible to obtain from the constructions a sharp time-space tradeoff. Loosely
speaking, by keeping m strings as the key we can reduce the amount of work for com-
puting the functions from n invocations of the synthesizer to about logm invocations in
logn — loglogm phases (thus, also reducing the parallel-time complexity). In addition, the
construction obtains a nice incremental property. For any y of Hamming distance one from
x, given the computation of f(x) we can compute f(y) with only logn invocations of the
synthesizer (we can also make this property hold for y = x + 1). We discuss both properties
in Section 4.1.6.




1.2. OVERVIEW OF RESEARCH OBJECTIVES AND RESULTS 11

Concrete Constructions of Pseudo-Random Functions

This part of the work (described in Section 4.2) studies the efficient construction of several
fundamental cryptographic primitives. Our major result are two related constructions of
pseudo-random functions based on number-theoretic assumptions. The first construction
gives pseudo-random functions iff the decisional version of the Diffie-Hellman assumption
(DDH-Assumption) holds. The second construction is at least as secure as the assump-
tion that factoring the so called Blum-integers is hard.* Having efficient pseudo-random
functions based on factoring is very desirable since this is one of the most established con-
crete intractability assumption used in cryptography. The construction based on the DDH-
Assumption is also attractive since these pseudo-random functions are even more efficient (in
that they have a larger output size) and since the construction is more security-preserving
as described below. We study the DDH-Assumption in Section 3.1. The properties of our
new pseudo-random functions are:

Efficiency: Computing the value of the function at a given point is comparable with two
modular exponentiations and is more efficient by an Q(n) factor than any previous
proposal (that is proven to be as secure as some computational intractability assump-
tion). This is essential for the efficiency of the many applications of pseudo-random
functions.

Depth: Given appropriate preprocessing of the key, the value of the functions at any given
point can be computed in TC?, compared with TC'! for the concrete constructions in
Section 4.1. Therefore this construction:

1. Achieves reduced latency for computing the functions in parallel and in hardware
implementations.

2. Has profound consequences to computational complexity (i.e., Natural Proofs
[122]) and to computational learning-theory.

Simplicity: The simple algebraic structure of the functions implies additional desirable
features. To demonstrate this, we show (in Section 4.2.3) a simple zero-knowledge proof
for the value of the function and other protocols. We suggest the task of designing
additional protocols and improving the current ones as an interesting line for further
research.

We note that our constructions (both in Section 4.1 and Section 4.2) do not weaken
the security of the underlying assumptions. Take for instance the constructions that are
based on factoring. If there is an algorithm for breaking this construction in time ¢ and
success « (success o means that the observer has advantage of at least « in distinguishing
the pseudo-random function from the random one), then there is an algorithm that works
in time poly(t/«) and factors Blum-integers with probability poly(a/t). See [72, 89] for a
discussion of security preserving reductions. In their terminology, such a reduction is called

4In fact we prove the security of the second construction based on a generalized version of the computa-
tional DH-Assumption (GDH-Assumption). However, breaking the GDH-Assumption modulo a composite
would imply an efficient algorithm for factorization.
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poly-preserving. In fact, most of our reductions are even more secure than that. In particular,
the construction of pseudo-random functions based on the DDH-Assumption (described in
Section 4.2.1) is linear-preserving: If there is an algorithm for breaking this construction in
time ¢ and success «, then there is an algorithm that works in time ¢ - poly(n) (where n is
the security parameter) and breaks the DDH-Assumption with probability «. This better
security is partly due to the fact that this construction does not rely on the hard-core bits
of [4, 65] (that are not known to be linear-preserving).

Some Consequences of the Functions

As mentioned above, the original motivation of our constructions was to overcome the inher-
ent sequentiality of the GGM-Construction and to come up with pseudo-random functions
that have shallow depth. In Section 4.1 we show parallel constructions of pseudo-random
functions based on several (general and concrete) intractability assumptions. The functions
constructed under concrete intractability assumptions are computable in NC? (or actually in
TC"') given appropriate preprocessing of their key. The functions constructed in Section 4.2
are in TC? which is the class of functions computable by constant depth circuits consisting
of a polynomial number of threshold gates (and therefore also in NC'). These functions
have the additional advantage of being efficient and of having a simple algebraic structure.
We first discuss the motivation for having parallel pseudo-random functions and then the
motivation for the additional properties of our functions:

e For some applications of pseudo-random functions minimizing the latency of computing
the functions is essential. Such an application is the encryption of messages on a
network, where the latency of computing the function is added to the latency of the
network. Having shallow-depth pseudo-random functions implies reduced latency in
computing those functions in hardware and parallel implementations (note that pseudo-
random functions are likely to be implemented in hardware as is the case for DES).

e Many of the applications of pseudo-random functions preserve the parallel-time com-
plexity of the functions. An important example is the LR-Construction of pseudo-
random permutations from pseudo-random functions that is further discussed in Chap-
ter 5. Therefore, our constructions yield parallel strong pseudo-random permutations
as well.

e There is a deep connection between pseudo-random functions and hardness results
for learning. Since a random function cannot be learned, if a concept class is strong
enough to contain pseudo-random functions we cannot hope to learn it efficiently [146]:
There exists a distribution of concepts, computable in this class, that is hard for every
efficient learning algorithm, for every “non-trivial” distribution on the instances even
when membership-queries are allowed. Therefore, a typical result that can be obtained
from our constructions is that if factoring is hard then TC® cannot be learned. Notice
that the unlearnability result implied by the existence of pseudo-random functions is
very strong. Since no construction of pseudo-random functions in NC' was known,
weaker unlearnability results for NC! and T'C°, based on cryptographic assumptions,
were obtained in [8, 81, 80] (see Section 4.1.9 for more details). It is also interesting
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to compare with the result of Linial, Mansour and Nisan [87] who showed that AC?
can be learned in time slightly super-polynomial under the uniform distribution on the
examples.

e Another application of pseudo-random functions in complexity was suggested by Razborov
and Rudich [122]. They showed that if a circuit-class contains pseudo-random func-
tions (that are secure against a subexponential-time adversary), then there are no,
what they called, Natural Proofs (which include all known lower bound techniques)
for separating this class from P/poly. Therefore, a typical result that can be obtained
from our construction is that if factoring cannot be carried out in subexponential-time,
then there are no Natural Proofs for separating TC® from P/poly.

We note that one can extract a similar result (assuming the hardness of factoring) from

the work of Kharitonov [81], which is based on the pseudo-random generator of Blum,
Blum and Shub [24].

Except of being more parallelizable, the constructions of pseudo-random functions that
are described in Section 4.2 have two additional advantages over previous ones:

1. Tt is efficient: computing the value of the function at any given point is comparable
with two exponentiations. This is the first construction that seems efficient enough
to be implemented and indeed these functions were implemented by Langberg in [85].
Given the many applications of pseudo-random functions it is clear that having efficient
pseudo-random functions is an important goal.

2. It has a simple algebraic structure. To see our main motivation here, consider the
Bellare-Goldwasser signature scheme. The public key in this scheme contains a com-
mitment for a key, s, of a pseudo-random function. The signature for a message m
is composed of a value y and a non-interactive zero-knowledge proof that y = f,(m).
In order for this scheme to be attractive, we must have a simple non-interactive zero-
knowledge proof for claims of the form y = f,(m). In this and other scenarios we might
wish to have additional properties for the functions such as a simple function-sharing
scheme in the sense of [47]. It seems that for such properties to be possible we need a
simple construction of pseudo-random functions.

In Section 4.2.3, we consider some desirable features of pseudo-random functions. We
also present preliminary results in obtaining these features for our construction of
pseudo-random functions: (1) A rather simple zero-knowledge proof for claims of the
form y = fs(m) and y # fs(m). (2) A way to distribute a pseudo-random function
among a set of parties such that only an authorized subset can compute the value of
the function at any given point. (3) A protocol for “oblivious evaluation” of the value
of the function: Assume that a party, A, knows a key, s, of a pseudo-random function.
Then A and a second party, B, can perform a protocol during which B learns exactly
one value fs(x) of its choice whereas A does not learn a thing (and, in particular,
does not learn x). We consider the task of improving these protocols and designing
additional ones to be an interesting line for further research.
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Related Work

In addition to introducing pseudo-random functions, Goldreich, Goldwasser and Micali [62]
have suggested a construction of such functions from pseudo-random generators that expand
the input by a factor of two (like the one in [74]). As mentioned above, the GGM construction
is sequential in nature. An idea of Levin [86] is to select some secret hash function h and
apply the GGM construction to h(z) instead of . If |h(x)| = log®n, then the depth of
the GGM-tree is only log® n and presumably we get a pseudo-random function in NC. The
problem with this idea is that we have decreased the security significantly: with probability
1/n'#" the function can be broken, irrespective of the security guaranteed by the pseudo-
random generator. To put this construction in the “correct” light, suppose that for security
parameter k& we have some problem whose solution requires time 2* (on instance of length
polynomial in k). If we would like to have security 1/2* for our pseudo-random function,
then the Levin construction requires depth k whereas our construction requires depth log k.

Impagliazzo and Naor [74] have provided parallel constructions for several other cryp-
tographic primitives based on the hardness of subset sum (and factoring). The primitives
include pseudo-random generators that expand the input by a constant factor®, universal
one-way hash functions and strong bit-commitments.

Blum et. al. [23] proposed a way of constructing in parallel several cryptographic prim-
itives based on problems that are hard to learn. We extend their result by showing that
hard-to-learn problems can be used to obtain synthesizers and thus pseudo-random func-
tions.

A different line of work [2, 9, 10, 75, 107, 108, 109, 110, 125], more relevant to deran-
domization and saving random bits, is to construct bif-generators such that their output
is indistinguishable from a truly random source to an observer of restricted computational
power (e.g. generators against polynomial-size constant-depth circuits). Most of these con-
structions need no unproven assumptions.

It turns out that there are a number of researchers who observed that the average-
case DDH-Assumption yields pseudo-random generators with good expansion. One such
construction was proposed by Rackoff (unpublished). A different construction is suggested
by Gertner and Malkin [56]. This construction is similar to the pseudo-random generator
one gets by scaling down our pseudo-random functions.

1.2.2 A Study of Some Number-Theoretical Assumptions

The constructions of pseudo-random functions (described in Section 4.2) are based on two
number-theoretical assumptions that are related to the Diffie-Hellman key-exchange proto-
col. The first is the decisional version of the Diffie-Hellman assumption (DDH-Assumption)
and the second is the generalized version of the (computational) Diffie-Hellman assumption
(GDH-Assumption). To better understand the security of our constructions we include (in
Chapter 3) a study of these assumptions:

e The DDH-Assumption assumption is relatively new, or more accurately, was ezplicitly
considered only recently. In Section 3.1 we survey some of the different applications

5They also provided a construction of AC? pseudo-random generators with small expansion.
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of the assumption and the current knowledge on its security. Furthermore, we show a
randomized reduction of the worst-case DDH-Assumption to its average case (based on
the random-self-reducibility of the DDH-Problem that was previously used by Stadler
[143]). We consider our research of the DDH-Assumption to be of independent impor-
tance given that the assumption was recently used in quite a few interesting applications

(e.g., [45]).

e The GDH-Assumption was originally considered in the context of a generalization of
the Diffie-Hellman key-exchange protocol to k > 2 parties. In Section 3.2 we prove
that breaking this assumption modulo a so called Blum-integer would imply an efficient
algorithm for factoring Blum-integers. Therefore, both the generalized key-exchange
protocol and our pseudo-random functions (that are based on the GDH-Assumption)
are secure as long as factoring Blum-integers is hard. Owur reduction strengthen a
previous “worst-case” reduction of Shmuely [139].

1.2.3 A Study of the LR-Construction

As described above, in addition to defining strong pseudo-random permutations, Luby and
Rackoff [90] have provided a construction of such permutations, (LR-Construction) which
was motivated by the structure of DES. The basic building block is the so called Feistel
permutation® based on a pseudo-random function defined by the key. Their construction
consists of four rounds of Feistel permutations (or three rounds, for pseudo-random per-
mutations) each round involves an application of a (different) pseudo-random function (see
Figure 5.1.a for an illustration).

The part of our research described in Chapter 5 is a study of the LR-Construction. We
reduce somewhat the complexity of the construction and simplify its proof of security by
showing that two Feistel permutations are sufficient together with initial and final pair-
wise independent permutations. Minimizing the number of invocations of pseudo-random
functions makes sense since all known constructions of pseudo-random functions involve
non-trivial (though of course polynomial-time) computations. The revised construction and
proof provide a framework (described in Section 5.3) in which similar constructions may be
designed and their security can be easily proved. We demonstrate this by presenting some
additional adjustments of the construction.

Alongside cryptographic pseudo-randomness the last two decades saw the development
of the notion of limited independence in various setting and formulations [5, 6, 38, 42, 88,
97, 149]. For a family of functions F to have some sort of (limited) independence means that
if we consider the value of a function f, chosen uniformly at random from F, at each point
as a random variable (in the probability space defined by choosing f) then these random
variables possess the promised independence property. Thus, a family of permutations on
{0,1}™ is pair-wise independent if for all x # y the values of f(x) and f(y) are uniformly
distributed over strings (a,b) € {0,1}*" such that a # b. Functions of limited independence

6A Feistel permutation for a function f : {0,1}™ +— {0,1}" is a permutation on {0,1}?" defined by

Ds(L,R) o (R,L®f(R)), where |L| = |R| = n. Each of the 16 rounds of DES involves a Feistel permutation

of a function determined by the 56 key bits.
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are typically much simpler to construct and easier to compute than (cryptographic) pseudo-
random functions.

New Results

The goal of this research is to provide a better understanding of the LR-Construction and
as a result improve the construction in several respects. Our main observation is that the
different rounds of the LR-Construction serve significantly different roles. We show that the
first and last rounds can be replaced by pair-wise independent permutations and use this in
order to:

1. Simplify the proof of security of the construction (especially in the case of strong
pseudo-random permutations) and provide a framework for proving the security of
similar constructions.

2. Derive generalizations of the construction that are of practical and theoretical interest.
The proof of security for each one of the constructions is practically “free of charge”
given the framework.

3. Achieve an improvement in the computational complexity of the pseudo-random per-
mutations — two applications of a pseudo-random function on n bits suffice for com-
puting the value of a pseudo-random permutation on 2n bits at a given point (vs.
four applications in the original LR-Construction). This implies that the reduction is
“optimal”.

As discussed in Section 5.4.2, the new construction is in fact a generalization of the original
LR-Construction. Thus, the proof of security we give (Theorem 5.2.2) also applies to the
original construction. We also show how the main construction can be relaxed by: (1) Using
a single pseudo-random function (instead of two) and (2) Using weaker and more efficient
permutations (or functions) instead of the pair-wise independent permutations. The main
generalizations of our construction (described in Sections 5.5-5.6) can briefly be describe as
follows:

1. Using ¢ rounds of (generalized) Feistel permutations (instead of two) the success
probability of the distinguisher is reduced from approximately ;77 to approximately

L 2(1’,”%, where the permutation is on ¢ bits and the distinguisher makes at most m
queries (see Figure 5.3 for an illustration).

2. Instead of applying Feistel permutations on the entire outputs of the first and second
rounds, Feistel permutations can be separately applied on each one of their sub-blocks.
This is a construction of a strong pseudo-random permutation on many blocks using
pseudo-random functions on a single block (see Figure 5.4 for an illustration).

Finally, we analyzes in Section 5.7 the different constructions of this work as constructions
of k-wise 6-dependent permutations.
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Related Work

The LR-Construction inspired a considerable amount of research. We try to refer to the
more relevant (to this work) part of these directions.

Several alternative proofs of the LR-Construction were presented over the years. Maurer
[92] gives a proof of the three-round construction. His proof concentrates on the non-adaptive
case, i.e., when the distinguisher has to specify all its queries in advance. A point worth
noticing is that indistinguishability under non-adaptive attacks does not necessarily imply
indistinguishability under adaptive attacks. For example, a random involution (an involution
is a permutation which is the inverse of itself) and a random permutation are indistinguish-
able under non-adaptive attacks and can be distinguished using a very simple adaptive
attack.” A different approach toward the proof was described by Patarin [114] (this is the
only published proof, we are aware of, for the LR-Construction of strong pseudo-random
permutations; another proof was given by Koren [83]).

Other papers consider the security of possible variants of the construction. A significant
portion of this research deals with the construction of pseudo-random permutations and
strong pseudo-random permutations from a single pseudo-random function. This line of
work is described in Section 5.4.1.

Lucks [91] shows that a hash function can replace the pseudo-random function in the first
round of the three-round LR-Construction. His proof is based on [92] and is motivated by
his suggestion to use the LR-Construction when the input is divided into two unequal parts.
Lucks left open the question of the construction of strong pseudo-random permutations.

Somewhat different questions were considered by Even and Mansour [53] and by Kilian
and Rogaway [82]. Loosely speaking, the former construct several pseudo-random permu-
tations from a single one, while the latter show how to make exhaustive key-search attacks
more difficult. The construction itself amounts, in both cases, to XORing the input of the
pseudo-random permutation with a random key and XORing the output of the permutation
with a second random key. This construction is essentially DESX which was invented by
Ron Rivest (see details and references in [82]).

The background and related work concerning other relevant issues are discussed in the
appropriate sections herein: Definitions and constructions of efficient hash functions in Sec-
tion 5.4.2, reducing the distinguishing probability in Section 5.5 and the construction of
pseudo-random permutations (or functions) with large input-length from pseudo-random
permutations (or functions) with small input-length in Section 5.6.

"An even more striking example is obtained by comparing a random permutation P that satisfies
P(P(0)) = 0 with a truly random permutation.
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Chapter 2

Preliminaries

2.1 Notation

We start by describing the notation used in the subsequent chapters. Additional notation
will be described in the relevant chapters.

e N denotes the set of all natural numbers.

e For any integer N € N the multiplicative group modulo N is denoted by Z% and the
additive group modulo N is denoted by Zy.

e For any integer k, denote by [k] the set of integers — {1,2,...,k}. For any two integers
k < m, denote by [k..m] the set of integers — {k,k+1,...,m}.

e [" denotes the set of all n-bit strings, {0, 1}".
e U, denotes the random variable uniformly distributed over I™.

e Let = be any bit-string, we denote by |z| its length (i.e. the number of bits in z). This
should not be confused with the usage of |- | to denote absolute values.

e Let x and y be two bit strings of equal length, then x & y denotes their bit-by-bit
exclusive-or and = ® y denotes their inner product mod 2.

e Let x and y be any two bit strings then x oy denotes the string = concatenated with .

e For any two functions f and ¢ such that the range of g is the domain of f denote by
f o g their composition (i.e., f o g(z) = f(g(x))).
2.2 Pseudo-Randomness: Definitions

Pseudo-randomness is the main notion studied by this work. In Section 1.1, we have de-
scribed the importance of pseudo-random functions and permutations in cryptography, part
of their applications and their original constructions. In this section we give the definitions
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of pseudo-random functions and permutations. A motivating discussion of these definitions
also appears in Section 1.1.

We give all definitions in this sections for some sequence of domains {A,, B, },en. Let
F,, be the set of all A, — B, functions. Let P, be the set of all permutations over P,. We
will often take A, = B,, = I" (in particular, we will often concentrate on length-preserving
functions). In some places in this work we make the the domains explicit. For example, in
some places we use a phrase of the form “an A, — B, function ensemble”.

A function ensemble is a sequence H = {H,,},cn such that H, is a distribution over
F,. H is the uniform function ensemble if H, is uniformly distributed over F,,. A
permutation ensemble is a sequence H = {H,, },cn such that H, is a distribution over
P,. H is the uniform permutation ensemble if H, is uniformly distributed over P,.

A function ensemble (or a permutation ensemble), H = {H,},cn, is efficiently com-
putable if the distribution H, can be sampled efficiently and the functions in H,, can be
computed efficiently. That is, there exist probabilistic polynomial-time Turing-machines,
7 and V, and a mapping from strings to functions, ¢, such that (1) ¢(1(1")) and H,, are
identically distributed and (2) V(i,z) = (¢(i))(x) (so, in fact, H,, = V(Z(1"),-)). We denote
by f; the function assigned to i (i.e. f; def ¢(i)). We refer to i as the key of f; and to Z as
the key-generating algorithm of F'.

We would like to consider efficiently computable function (or permutation) ensembles
that cannot be efficiently distinguished from the uniform ensemble. In our setting, the
distinguisher is an oracle machine that on input 1™ can make queries to a function in £,
or a permutation (or permutations) in P, and outputs a single bit. We assume that on
input 1™ the oracle machine makes only queries in A,. Therefore, n serves as the security
parameter. An oracle machine has an interpretation both under the uniform complexity
model and under the non-uniform model. In the former it is interpreted as a Turing-machine
with a special oracle-tape (in this case efficient means probabilistic polynomial-time) and in
the latter as a circuit-family with special oracle-gates (in this case efficient means polynomial-
size). The discussion of this work is independent of the chosen interpretation.

Let M be an oracle machine, let f be a function in F,, and H,, a distribution over F,,.
Denote by M7/ (1") the distribution of M’s output when its queries are answered by f and
denote by M=(1") the distribution M/ (1"), where f is distributed according to H,. We
would also like to consider oracle machines with access both to a permutation and to its
inverse. Let M be such a machine, let f be a permutation in P, and H, a distribution over
P,. Denote by M7/ " (1™) the distribution of M’s output when its queries are answered by
f and f~! and denote by M*=H=" (1) the distribution M/ ' (1"), where f is distributed
according to H,.

Definition 2.2.1 (advantage) Let M be an oracle machine and let H = {H,}n,en and
H = {H,}nex be two function (or permutation) ensembles. We call the function

[Pr(ar" (1) = 1] = Pr[M " (1) = 1]|

the advantage M achieves in distinguishing between H and H.
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Let M be an oracle machine and let H = {H, }pen and H= {Hn}nEN be two permutation
ensembles. We call the function

[Pr{M 17 (17) = 1] - Pr{M ™ (17) = 1
the advantage M achieves in distinguishing between (H, H™) and (H, H ).

Definition 2.2.2 (e-distinguish) We say that M e-distinguishes between H and H (resp.
(H,H™') and (H,H")) for e = e(n) if for infinitely many n, the advantage M achicves in
distinguishing between H and H (resp. (H,H™') and (H,H 1)) is at least £(n).

Definition 2.2.3 (negligible functions) A function h : N — N is negligible if for every
constant ¢ > 0 and all sufficiently large n,

hn) <+

ne’

Definition 2.2.4 (PFE) Let H = {H, },ex be an efficiently computable function ensemble
and let R = {R,}nen be the uniform function ensemble. H is a pseudo-random function
ensemble if for every efficient oracle-machine M, the advantage M has in distinguishing
between H and R is negligible.

Definition 2.2.5 (PPE) Let H = {H,},ex be an efficiently computable permutation en-
semble and let R = { R, }nen be the uniform permutation ensemble. H is a pseudo-random
permutation ensemble if for every efficient oracle-machine M, the advantage M has in dis-
tinguishing between H and R is negligible.

Definition 2.2.6 (SPPE) Let H = {H,},en be an efficiently computable permutation en-
semble and let R = {R,}nen be the uniform permutation ensemble. H is a strong pseudo-
random permutation ensemble if for every efficient oracle-machine M, the advantage M has
in distinguishing between (H, H™') and (R, R™') is negligible.

Remark 2.2.1 We use the phrase “f is a pseudo-random function” as an abbreviation for
“f 4s distributed according to a pseudo-random function ensemble” and similarly for “f is a
pseudo-random permutation” and “f is a strong pseudo-random permutation”.

Remark 2.2.2 In the definitions above and in the rest of this work, we interpret “efficient
computation” as “probabilistic polynomial-time” and “negligible” as “smaller than 1/poly”.
This 1s a rather standard choice and it significantly simplifies the presentation. Howewver,
all the proofs in this work easily imply more quantitative results (see e.g. Remark 4.2.1).
Moreover, all the reductions of this work are security-preserving in the sense of [72, 89] (as
is also discussed in the introduction).
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2.3 k-Wise Independent Functions and Permutations

The notions of k-wise independent functions and k-wise “almost” independent functions [5, 6,
38, 42, 88,97, 149| (under several different formulations) play a major role in contemporary
computer science. These are distributions of functions such that their value on any given &
inputs is uniformly or “almost” uniformly distributed. Several constructions of such functions
and a large variety of applications have been suggested over the years.

We briefly review the definitions of k-wise independence (and k-wise -dependence). The
definitions of pair-wise independence (and pair-wise 6-dependence) can be derived by taking
k= 2.

Definition 2.3.1 Let Dy and Dy be two distributions defined over §2, the variation distance
(or statistical distance) between Dy and Dy is

1
|Dy — Dyf| = = > |Di(w) — Dy(w)] .
2w€Q

Definition 2.3.2 Let A and B be two sets, 0 < 6 < 1, k an integer (2 <k < |A|) and F a
distribution of A — B functions.
Let x1,x9,...,x be k distinct members of A, consider the following two distributions:

1. {f(x1), f(x2), ..., f(x)) where f is distributed according to F.

2. The uniform distribution over B*.

F is k-unse independent if for all x1,xs, ..., 21 the two distributions are identical. F' is
k-wise 6-dependent if for all x1,xs, ..., 2. the two distributions are of variation distance at
most 9.

These definitions are naturally extended to permutations:

Definition 2.3.3 Let A be a set, 0 < 6 < 1, k an integer (2 < k < |A|) and F a distribution
of permutations over A.
Let x1,x9,...,x be k distinct members of A, consider the following two distributions:

1. (f(x1), f(x2), ..., f(xr)) where f is distributed according to F.

2. The uniform distribution over sequences of k distinct elements of A.

F is k-wise independent if for all x1,xa, ..., 2 the two distributions are identical. F' is
k-wise 6-dependent if for all x1,xs, ..., 2. the two distributions are of variation distance at
most 9.

The connection of this work to k-wise independence is bidirectional as described in the
following two paragraphs.

Pair-wise independent permutations are used in several places in this work (e.g., in Sec-
tion 4.2.1). Pair-wise independent permutations are used in an especially substantial way
in Chapter 5. As shown in Section 5.2, pair-wise independent permutations can replace the



2.3. K-WISE INDEPENDENT FUNCTIONS AND PERMUTATIONS 23

first and fourth rounds of the LR-Construction. Let A be a finite field. The permutation
fap(2) Ca+ b, where a # 0,b € A are uniformly distributed, is pair-wise independent.
Thus, there are pair-wise independent permutations over I™ (the permutations f,; with op-
erations over GF(2")). In Section 5.4.2, it is shown that we can use even more efficient
functions and permutations in our construction. In particular, we define and consider the
concept of e-AXU, functions [38, 128].

In contrast with the case of pair-wise independent permutations, we are not aware of
any “good” constructions of k-wise d-dependent permutations for general £ and 6. The
LR-Construction offers a partial solution to this problem (“partial” because of the bounded
value of ¢ that can be achieved). Using k-wise 6’-dependent functions on n bits instead of
pseudo-random functions in the LR-Construction yields a k-wise 6-dependent permutation
on 2n bits (for § = O(k*/2" + ¢')). In Section 5.7 we analyze the different constructions of
Chapter 5 as constructions of k-wise 6-dependent permutations.
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Chapter 3

A Study of Some Number-Theoretical
Assumptions

The constructions of pseudo-random functions in Section 4.2 are based on two number-
theoretical assumptions that are related to the Diffie-Hellman key-exchange protocol. The
first is the decisional version of the Diffie-Hellman assumption (DDH-Assumption) and the
second is the generalized version of the (computational) Diffie-Hellman assumption (GDH-
Assumption). To better understand the security of our constructions we include in this
section a study of these assumptions.

3.1 The Decisional Diffie-Hellman Assumption

The construction of pseudo-random functions that is described in Section 4.2.1 is based
on the DDH-Assumption. This assumption is relatively new, or more accurately, was ez-
plicitly considered only recently. We therefore devote this section to a discussion of the
DDH-Assumption: we describe and define the assumption, consider some of its different ap-
plications and the current knowledge on its security. Furthermore, we show in Section 3.1.3
a randomized reduction of the worst-case DDH-Assumption to its average case.

3.1.1 Background

The DH-Assumption was introduced in the context of the Diffie and Hellman [50] key-
exchange protocol. Informally, a key-exchange protocol is a way for two parties, A and B,
to agree on a common key, K 4 5, while communicating over an insecure (but authenticated)
channel. Such a protocol is secure if any efficient third party, C, with access to the com-
munication between A and B (but not to their private random strings) cannot tell apart
K 45 from a random value (i.e., K 45 is pseudo-random to C). This guarantees that it is
computationally infeasible for an eavesdropper to gain “any” partial information on K 4 .
Let P be a large prime publicly known. All exponentiations in the rest of this section
(Section 3.1) are in Z%. To simplify the exposition, we omit the expression “mod P” from
now on. Given a generator g of Z}, the Diffie-Hellman key-exchange protocol goes as follows:
A chooses an integer a uniformly at random in [P — 2] and sends ¢* to B. In return B chooses
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an integer b uniformly at random in [P—2] and sends ¢° to A. Both A and B can now compute
g*? and their common key, K 45, is defined by ¢g*® in some publicly known manner. For
this protocol to be secure we must have, at the minimum, that the standard computational

version of the Diffie-Hellman assumption (DH-Assumption) holds:
Given (g, g%, ¢°), it is hard to compute g*®.

The reason is that if this assumption does not hold, then C (as above) can also compute
Kyp.

One method to produce the key, K4 p, is to apply the Goldreich-Levin [65] hard-core
function! to ¢g*® (an important improvement on the security of such an application was
made by Shoup [140]). If the DH-Assumption holds, then this method indeed gives a pseudo-
random key. However, the proof in [65] only implies the pseudo-randomness of the key in
case its length is at most logarithmic in the security parameter. A much more ambitious
method is to take g itself as the key. For instance, in the ElGamal cryptosystem, given the
public key g* the encryption of a message m is (g°, g%*-m). The security of the key-exchange
protocol now relies on the DDH-Assumption:

Given (g, g% ¢°, 2), it is hard to decide whether or not z = g*?.

However, when ¢ is a generator of Z%, we have that g% and ¢° do give some information
on ¢**. For example, if either g° or ¢° is a quadratic residue, then so is ¢*’. A standard
solution for this problem is to take g to be a generator of the subgroup of Z} of order @,
where @ is a large prime divisor of P — 1. In fact, for most applications, using g of order @)
is an advantage since (Q may be much smaller than P (say, 160 bits long) which results in a
substantial improvement in efficiency. The reason that ¢ may be as small is that all known
subexponential algorithms for computing the discrete log are suberponential in the length of
P (aslong as P—1 is not too smooth) even when applied to the subgroup of size ) generated
by g (see, [96, 111] for surveys on algorithms for the discrete log; the best known algorithm

for general groups has time square root of the size of the group).

How Much Confidence Can we Have in the DDH-Assumption?

It is clear that the computational DH-Problem is at most as hard as computing the discrete
log (given (g, g*) find a). Recent works by Maurer and Wolf [93] and Boneh and Lipton [2§]
show that in several settings these two problems are in fact equivalent. For example, Maurer
and Wolf showed that given some information which only depends on P and an efficient
algorithm for computing the DH-Problem in Z7}, one can efficiently compute the discrete
log in Z% (so in some nonuniform sense these problems are equivalent). Shoup [140] showed
that there are no efficient “generic”-algorithms for computing the discrete log or the DH-
Problem, where a “generic”-algorithm is one that does not “exploit” any special properties
of the encoding of group elements. A bit more formally, a generic algorithm is one that
works for a “black-box” group (where each element has a random encoding and given the
encodings of a and b the algorithm can query for the encodings of a + b and —a).

'For example, to get a key of one bit, we can define K 4 55 to be the inner product mod 2 of ¢g* and a
random string r (chosen by one of the parties and sent to the other over the insecure channel).
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Perhaps, the best evidence for the validity of the DH-Assumption is the fact that it
endured extensive research over the last two decades. This research does not seem to un-
dermine the (stronger) decisional version of the DH-Assumption as well. In addition, the
DDH-Assumption did appear both explicitly and implicitly in several previous works. How-
ever, it seems that, given the many applications of the DDH-Assumption, a more extensive
study of its security is in place.

To some extent, the DDH-Assumption is supported by the work of Shoup [140] and
the work of Boneh and Venkatesan [29]. Shoup showed that the DDH-Problem is hard for
any “generic”-algorithm (as above). Boneh and Venkatesan showed that computing the &
(=~ v/log P) most significant bits of g (given (g, g%, ¢°}) is as hard as computing g*® itself.
A recent result with applications to the DDH-Assumption was shown by Canetti, Friedlander
and Shparlinski [35].

In Section 3.1.3 we prove an attractive feature of the DDH-Assumption: There is quite
a simple randomized reduction between its worst-case and its average-case for fixed P and
Q. More specifically:

For any primes P and Q (such that Q divides P — 1), the following statements
are equivalent:

e Given (P,Q, g, 9% g°), it is easy to distinguish with non-negligible advantage
between ¢** and ¢¢, where g is a uniformly chosen element of order Q in
Z'p, and a,b and c are uniformly chosen from Zg.

e [tis easy to decide with overwhelming success probability for (P, Q, g, 9%, ¢°, g°)
whether or not ¢ = a - b mod ), where a,b and c are any three elements in
Zg and g is any element of order Q in Zp.

This reduction is based on the random-self-reducibility of the DDH-Problem that was pre-
viously used by Stadler [143]. The reduction may strengthen our confidence in the DDH-
Assumption and in the security of its applications.

For most applications of the DDH-Assumption (including ours) there is no reason to
insist on working in a subgroup of Z% (where P is a prime). Therefore, a natural question
is how valid is this assumption for other groups. Specific groups that were considered in the
context of the DH-Assumption are: (1) Z% where N is a composite. McCurley and Shmuely
(95, 139] showed that for many of those groups breaking the DH-Assumption is at least as
hard as factoring N. (2) Elliptic-curve groups, for which (in some cases) no subexponential
algorithms for the discrete log are currently known. We stress that the randomized reduction
mentioned above relies on the primality of the order of g.

The Decisional DH-Assumption is Very Attractive

It turns out that the DDH-Assumption was assumed in several previous works (both explic-
itly and implicitly). In the following, we briefly refer to some of those works and describe
some additional applications.

The most obvious application of the DDH-Assumption is to the Diffie-Hellman key-
exchange protocol and to the related public-key cryptosystem, namely the ElGamal cryp-
tosystem — given the public key g* the encryption of a message m is (¢g°, g*® - m). Assume
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that the message space is restricted to the subgroup generated by g. In this case, it is easy
to see that the semantic security (see [68]) of the cryptosystem is equivalent to the DDH-
Assumption. In the general case (without the restriction on the message space), we can use
the following related cryptosystem: given the public key (g, h) the encryption of a message
m is (g% h(g*®) @ m), where h is a pair-wise independent hash function from n-bit strings to
strings of approximately the length of @ (see Lemma 4.2.2 for more details on the role of h).
Therefore, given the DDH-Assumption, we get a probabilistic encryption of many bits for
the price of a single (or two) exponentiation. This is comparable with the Blum-Goldwasser
cryptosystem [26].
Other applications that previously appeared are:

e Bellare and Micali [19] showed an efficient non-interactive oblivious transfer of many
bits that relies on the DDH-Assumption.

e Brands [30] pointed out that several suggestions for undeniable signatures (as the one
in [39] where this concept was introduced) implicitly rely on the DDH-Assumption. If
this assumption does not hold then such schemes are in fact digital signatures.

e Canetti [34] gave a simple construction based on the DDH-Assumption for a new
cryptographic primitive called “Oracle Hashing” (later renamed “perfectly one-way
probabilistic hash functions”). Loosely, these are hash functions that “hide all partial
information” on their input.

e Franklin and Haber [55] showed a construction of a joint encryption scheme based on
the the DDH-Assumption modulo a composite. Using this scheme they showed how to
get an efficient protocol for secure circuit computation.

e Stadler [143] presents verifiable secret sharing based on the DDH-Assumption.

e Steiner, Tsudik and Waidner [144] showed how to extend the Diffie-Hellman protocol
to a key-exchange protocol for a group of parties. They reduced the security of the
extended protocol to the DDH-Assumption (by showing that the DDH-Assumption
implies the decisional GDH-Assumption).

A very attractive application of the DDH-Assumption was recently proposed by Cramer
and Shoup [45]. They have presented a new public-key cryptosystem that is secure against
adaptive chosen ciphertext attacks. Both encryption and decryption in this cryptosystem
only require a few exponentiations (in addition to universal one-way hashing).

To all these applications we can add:

e A pseudo-random generator that practically doubles the input length. Essentially, the
generator is defined by Gpg44(b) = (g% ¢**).? As mentioned in the introduction,
several unpublished constructions of pseudo-random generators based on the DDH-
Assumption were previously suggested.

2In fact, the output of Gp,g 4,4« is a pseudo-random pair of values in the subgroup generated by g. In
order to get a pseudo-random value in {0,1}*, for £ of approximately twice the length of @, one needs to
hash the output of the generator (see Lemma 4.2.2). A similar observation holds for the constructions of
pseudo-random synthesizers and pseudo-random functions.
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e A pseudo-random synthesizer (see definition in Section 4.1.3) whose output length is
similar to its arguments length, essentially defined by Sp g ,(a,b) = g*°.

Both these constructions are overshadowed by the construction of pseudo-random functions
introduced in Section 4.2.1.

3.1.2 Formal Definition

To formalize the DDH-Assumption, we first need to specify an efficiently samplable distri-
bution for P, @ and g (where g is an element of order @Q in Z%).

Let n be the security parameter, for some function £ : N — N we want to choose an n-bit
prime P with an ¢(n)-bit prime @ that divides P—1. A natural way to do this is to choose P
and ) uniformly at random subject to those constraints. However, it is possible to consider
different distributions. For example, it is not inconceivable that the assumption holds when
for every n we have a single possible choice of P, @) and g. Another common example is
letting P and @ satisfy P = 2-@Q + 1 (although choosing a smaller () may increase the
efficiency of most applications). In order to keep our results general, we let P, @ and g be
generated by some polynomial-time algorithm /G (where IG stands for instance generator).

Definition 3.1.1 (IG) The Diffie-Hellman instance generator, IG, is a probabilistic polynomial-
time algorithm such that on input 1™ the output of IG is distributed over triplets (P, Q, g},
where P is an n-bit prime, Q a (large) prime divisor of P — 1 and g an element of order Q

n Lp.

For the various applications of the DDH-Assumption we need its average-case version.
Namely, when a and b are uniformly chosen and c¢ is either a - b or uniformly chosen. In
Section 3.1.3 it is shown that a worst-case choice of a,b and ¢ can be reduced to a uniform
choice. Similarly, the assumption is not strengthened if g (generated by IG) is taken to be
a uniformly chosen element of order ) in Z7.

Assumption 3.1.1 (Decisional Diffie-Hellman) For every probabilistic polynomial-time
algorithm A, every constant o > 0 and all sufficiently large n,

‘ PI‘[A(P, Qa 9, ga, gba ga-b) = 1] - PI‘[A(P, Qa 9, ga, gba gc) = 1]‘ < Fa
where the probabilities are taken over the random bits of A, the choice of (P, Q, g) according
to the distribution IG(1™) and the choice of a,b and ¢ uniformly at random in Zg,.

3.1.3 A Randomized Reduction

In this subsection we use a simple randomized reduction to show that for every P, and g
the DDH-Problem is either very hard on the average or very easy in the worst-case. Given
the current knowledge of the DDH-Problem, such a result strengthens our belief in the DDH-
Assumption. The main part of the reduction (Lemma 3.1.2) was previously used by Stadler
[143].
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Definition 3.1.2 For any (P, Q, g) such that P is a prime, Q a prime divisor of P —1 and
g an element of order Q in Zp the function DDHpq 4 1s defined by

. . 1 ifc=a-bmodQ
DDHP,Q,Q(g 7gbag ) = { 0 otherwise

for any three elements a,b,c in Zg.

Theorem 3.1.1 Let A be any probabilistic algorithm with running time t = t(n) and ¢ =
e(n) any positive function such that 1 /< is efficiently constructible. There exists a polynomial
p = p(n) and a probabilistic algorithm A’ with running time (t(n) - p(n))/(e(n))?* such that
for any choice of (P,Q, g) as in Definition 3.1.2 if:

[PrlA(P, Q9,9 ¢" g"") = 1] = PrlA(P,Q,9,9% ¢",¢°) = 1]| > e(n),

where the probabilities are taken over the random bits of A and the choice of a,b and c
uniformly at random in Zg, then for any a,b and c in Zg:

PI‘[AI(P, Qa 9, gaa gba gc) 7é DDHP,Q,g(ga, gb, gc)]| < 2_n,

where the probability is only over the random bits of A’.
In particular, if A is probabilistic polynomial-time and €(n) > 1/poly(n), then A’ is also
probabilistic polynomial-time.

Blum and Micali [27] introduced the concept of random-self-reducibility (and randomized
reductions). Informally, a problem is random-self-reducible if solving the problem on any
instance z can be efficiently reduced to solving the problem on a random instance y (or on
polynomial number of random instances). Le., for any instance z, a random instance y can
be efficiently sampled using a random string r such that given r and the solution of the
problem on y it is easy to compute the solution of the problem on z. A problem that is
random-self-reducible can either be efficiently solved for every instance with overwhelming
success probability or it cannot be solved for a random instance with non-negligible success
probability.

Our randomized reduction is closely related to other known reductions. Blum and Micali
[27] showed that for any specific prime P and generator g, the discrete log problem is
random-self-reducible: given (P, g, ¢%) for any a it is easy to generate a random instance
(P,g,g“"" = g*- ¢") (where r is uniform in [P — 1]). Given the solution for the random
instance (i.e., a + r) it is easy to compute the solution for the original instance (i.e., a).
A similar property was shown for the DH-Problem (e.g. [93]): given (P, g, g% ¢°) for any a
and b it is easy to generate a random instance (P, g, g*", ¢***) (where r and s are uniform
in [P — 1]). Given the solution for the random instance (i.e., z = glet7)(t+5)) it is easy to
compute the solution for the original instance (i.e., g*® =z - (¢%)*- (¢*) " - g *7).

However, in order to prove Theorem 3.1.1, we need a somewhat different reduction. In
particular, we need to use the fact that g is an element of prime order (Theorem 3.1.1 is not
true when g is a generator of Z},).
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Lemma 3.1.2 There exists a probabilistic polynomial-time algorithm, R such that on any
mnput

(P,Q,9,9% 9" 9%,
where P is a prime, () a prime divisor of P — 1, g an element of order Q) in Z} and a,b,c
are three elements in Zg the output of R 1is:

(P,Q,9,9%,9",9°),
where if ¢ = a - bmod @, then o' and V' are uniform in Zg and ¢ = o' - ¥ mod Q and if
c# a-bmod Q, then a',b" and ¢ are all uniform in Zg.

Proof. R chooses si, s and r uniformly in Z¢, computes

!

ga — (ga)r . gsl,
b’ — gb . gsz,
gc — (gc)r . (ga)r-sz . (gb)51 951'32

and outputs
(P,Q, 9,9, 9",9°).
Let c =a-b+emod @ for e in Z¢ then:

d=r-a+s;modQ, ¥ =b+s,modQ, ¢ =d't/ +e-rmodQ.

If e = 0 we get that ' and b are uniformly distributed in Zg and ¢ =a’ -V mod Q. If e # 0
we get that a’, b’ and ¢ are all uniformly distributed in Z¢ (this is the place we use the fact
that @ is a prime which implies that e - r mod @ is uniformly distributed in Zg). Therefore,
the output of R has the desired distribution. O

Proof. (of Theorem 3.1.1) Let A be any probabilistic algorithm with running time ¢ = ¢(n),
let e = £(n) be any positive function such that 1/¢ is efficiently constructible and let (P, @, g)
be as in Definition 3.1.2. Assume that:

| Pr[A(P,Q, g, 9% ¢" 9"") = 1] = Pr[A(P,Q, 9,9" ¢, ¢°) = 1]| > £(n),

where the probabilities are taken over the random bits of A and the choice of a,b and ¢
uniformly at random in Zy,.

Let R be the probabilistic polynomial-time algorithm that is guaranteed to exist by
Lemma 3.1.2. By the definition of R and our assumption, we get that for any a,b and
c#a-bmod @ in Zg:

| PHA(R(P,Q,9,9% g%, 9*") = 1] = PHLA(R(P, Q. 9,9", ¢",9°)) = 1]| > £(n).

Now the probabilities are only taken over the random bits of A and R. Therefore, by
standard methods of amplification we can define a probabilistic algorithm A" such that for
any a,b and ¢ # a-bmod @ in Z:

PI'[A,(P, Qa 9, ga, gba ga-b) = 1] - PI‘[AI(P, Qa 9, ga, gba gc) = 1] >1-2""
On any input (P, Q,g, 9% ¢° g¢), the output of A’ is essentially a threshold function of

O(n/(g(n))?) independent values — A(R(P,Q, g, 9% g°, g°)). Tt is clear that A’ satisfies the
conditions required in Theorem 3.1.1. O
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3.2 The GDH-Assumption Modulo a Composite

The Generalized Diffie-Hellman Assumption (GDH-Assumption) was originally considered
in the context of a key-exchange protocol for k > 2 parties (see e.g., [139, 144]). This
protocol is an extension of the (extremely influential) Diffie-Hellman key-exchange protocol
[50]. Given a group G and an element g € G, the high-level structure of the protocol is
as follows: Party i € [k] &
messages of the form gHiEI “ for several proper subsets, I ¢ [k]. Given these messages,

{1,2,...,k} chooses a secret value, a;. The parties exchange
each of the parties can compute gHiEIkJ “ and this value defines their common key (in some
publicly known way). Since the parties use an insecure (though authenticated) channel, it is
essential that the messages they exchange do not reveal gHiG[kl “_ The GDH-Assumption is
even stronger: informally, it states that it is hard to compute gHiEIkJ “ for an algorithm that
can query gHiEI “ for any proper subset, I ¢ [k] of its choice. The precise statement of the
assumption is given in Section 2.1.

In Section 4.2.2, we propose another application to the GDH-Assumption. We show
an attractive construction of pseudo-random functions that is secure as long as the GDH-
Assumption holds. Motivated by this application, we? provide in this section a proof that the
GDH-Assumption modulo a Blum-integer follows from the assumption that factoring Blum-
integers is hard. Similar reductions were previously described in the context of the standard
Diffie-Hellman assumption by McCurley [95] and Shmuely [139]. In fact, Shmuely [139]
also provided a related reduction for the GDH-Assumption (modulo a composite) itself. Her
reduction works when the algorithm that breaks the GDH-Assumption succeeds in computing

gHiE[k] “ for every choice of values {ai, as, ..., a) (which is not sufficient for the applications
of the GDH-Assumption). In contrast, our reduction works even when the algorithm breaking
the GDH-Assumption only succeeds for some non-negligible fraction of the (ay, ..., a).

3.2.1 The Assumptions

In this section we define the GDH-Assumption in Z% (the multiplicative group modulo
N), where N is a so called Blum-integer. We also define the assumption that factoring
Blum-integers is hard. The restriction to Blum-integers is quite standard and it makes the
reduction of factoring to the GDH-Problem much simpler. We therefore start by defining
Blum-integers and describing some of their properties

Blum-integers: An integer N is a Blum-integer if N = P - @ where P and @ are two
distinct primes of the same length, and both P and @ are congruent to 3 mod 4 (i.e. P =
Q@ = 3 mod 4). A very helpful property of a Blum-integer NV is that squaring is a permutation
over the subgroup of quadratic residues in Z% (an element x € Z% is a quadratic residue if
there exist a y € Z% such that y> = r mod N). An important application (along with a
proof) of this property was given by Blum, Blum and Shub [24]. One way to verify this
property is by considering the Chinese-remainder representation of a quadratic residue z. In
Zp (as well as Zg)),  has exactly two distinct square roots +y. Since —1 is not a quadratic

3The work described here is joint with Eli Biham and Dan Boneh.
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residue in Z7}, exactly one of the square roots +y is a quadratic residue in itself. Therefore,
x has exactly four our distinct square roots, +y, £y" in Z%, from which exactly one is a
quadratic residue in itself. Another property of a Blum-integer N that we use in our proof
is that the order of any quadratic-residue x in Z} is odd.

In order to keep our result general, we let NV (in both assumptions) be generated by some
polynomial-time algorithm FIG (where FIG stands for factoring-instance-generator):

Definition 3.2.1 (FIG) The factoring-instance-generator, FIG, is a probabilistic polynomial-
time algorithm such that on input 1™ its output, N = P - Q, is distributed over 2n — bit
integers, where P and Q are two n — bit primes and P = Q = 3 mod 4 (such N is known as

a Blum-integer).

A natural way to define FIG is to let FIG(1™) be uniformly distributed over 2n — bit Blum-
integers*. However, other choices were previously considered (e.g., letting P and @ obey
some “safety” conditions).

The GDH-Assumption

To formalize the GDH-Assumption (which is described in the introduction) we use the fol-
lowing two definitions:

Definition 3.2.2 Let N be any possible output of FIG(1™), let g be any quadratic-residue
in Zy and let @ = (ay,as,...,a;) be any sequence of k > 2 elements of [N]. Define the
function hy 4 with domain {0,1}* such that for any k-bit input, v = x 79 - - - T,

hyga(z) < gHei=1% mod N

Define hly , 2 to be the restriction of hy 4a to the set of all k-bit strings except 1% (i.e., the

a

restriction of hy ga to {0,1}%\ {1*}).

Definition 3.2.3 (e-solving the GDH,-Problem) Let A be a probabilistic oracle ma-
chine, k = k(n) an integer-valued function such that ¥n,k(n) > 2 and e = e(n) a real-valued
function. A e-solves the GDHy-Problem if for infinitely many n,

Pr[A"~aa(N, g) = hy 4a(1")] > £(n),

where the probability is taken over the random bits of A, the choice of N according to the
distribution FIG(1™), the choice of g uniformly at random in the set of quadratic-residues

in Zy and the choice of each of the values in @ = (a1, ag, . . ., arm)) uniformly at random in
[N].

Informally, the GDH-Assumption is that there is no “efficient” oracle machine A that
e-solves the GDHg-Problem for “non-negligible” e. We formalize this in the standard way
of interpreting “efficient” as “probabilistic polynomial-time” and “non-negligible” as “larger
than 1/poly”. However, our reduction (Theorem 3.2.1) is more quantitative.

4We note that 2n — bit Blum-integers are a non-negligible fraction of all 2n — bit integers and that it is
easy to sample a uniformly distributed 2n — bit Blum-integer.
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Assumption 3.2.1 (The GDH-Assumption Modulo a Blum-Integer) Let A be any
probabilistic polynomial-time oracle machine and k = k(n) > 2 any integer-valued function
that is bounded by a polynomial (and is efficiently-constructible). There is no positive con-
stant o such that A n%—solves the GDH-Problem.

The Factoring-Assumption
We formalize the assumption that factoring Blum-integers is hard in an analogous way:

Definition 3.2.4 (e-factoring) Let A be a probabilistic Turing-machine and ¢ = €(n) a
real-valued function. A e-factors if for infinitely many n,

PrA(P - Q) € {P,Q}] > £(n),
where the distribution of N = P -Q is FIG(1").

Assumption 3.2.2 (Factoring Blum-Integers) Let A be any probabilistic polynomial-
time oracle machine. There is no positive constant a such that A n%—factors.

Reducing Factoring to the GDH-Problem

Theorem 3.2.1 Assumption 3.2.1 (the GDH-Assumption) is implied by Assumption 3.2.2
(Factoring). Furthermore, assume that A is a probabilistic oracle machine with running-time
t = t(n) such that A e-solves the GDHy-Problem (where k = k(n) > 2, is an integer-valued
function that is efficiently-constructible and ¢ = e(n) a real-valued function). Then there
exists a probabilistic Turing-machine A" with running time t'(n) = poly(n, k(n)) - t(n) that
e'-factors, where e'(n) = e(n)/2 — O(k(n) - 27").

As an intuition to the proof, let us first describe it under the assumption that A computes
hn g,a(1%) for any sequence @ = (ay, as, ..., arm)). The algorithm A’ can use A to extract
square-roots in Z% and consequently A’ can factor N (as shown in [120]). This is done as
follows:

A’ first samples v uniformly at random in Z% and computes ¢ = v* mod N. Let ¢
be the order of ¢ in Z% (note that ¢ is not known to .A"). Since N is a Blum-integer and
g is a quadratic-residue we have that ¢ is odd. This implies that 2 € Zj and therefore
27! mod ¢ exists (and is simply HTI) For simplicity of exposition, denote by ¢> ' mod N

“tmed £ od N. Hence, 92_1 mod N is not just any square-root of ¢ in Z% but

the value ¢*
is rather precisely equal to ge# mod N. In the same way denote by gTi mod N the value
g2 'medl mod N. Under this notation we have for every 0 < i < k that g2~ = v~ mod N.

Let @ = {(ai1,...,a;) be the vector, where for all i, a; = 27! mod ¢. Tt follows that
algorithm A’ can easily compute hy,z(z) for any x # 1% (if exactly i < k bits of z are
1 we have that hy,z(z) = ¢° mod N = v " mod N). Hence, A’ can invoke A with
input (N, g) and answer every query, ¢, of A with kY , z(¢). Eventually, A outputs the value
u=hyya(1") = g> " mod N. We now have that u? = v2 mod N and that Pr[u = £v] = 1/2.
This implies that Pr[ged(u — v, N) € {P,Q}] = 1/2 which enables A’ to factor N. The
complete proof follows the same lines along with additional “randomization” of the a;’s
(achieved by taking a; = 27! + ;) which eliminates the assumption that A always succeeds.
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Proof. Assume that A is as in Theorem 3.2.1, we define the algorithm A’ that is guaranteed
to exist by the theorem. Let N = P - @ be any 2n-bit Blum-integer. Given N as its input,
A’ performs the following basic steps (we later describe how these steps can be carried out
in the required running time):

1. Sample v uniformly at random in z%. Compute k = k(n) and g = v** mod N. Denote
by ¢ the order of g in Z% (note that ¢ is not known to A’).

As mentioned above, since N is a Blum-integer and ¢ is a quadratic-residue we have
that ¢ is odd. This implies that 2 € Z} and therefore 27! mod ¢ exists (and is simply

‘
5.

2. Sample each one of the values in (ry,rs,..., ) uniformly at random in [N]. For
1 <4 < k, denote by a; the value r; + 27! mod ¢ (again, note that a; is not known to
A"). Denote by @ the sequence (ay,ay, ..., ax).

3. Invoke A with input (IV, g) and answer each query, ¢, of A with the value kY , 2(q).

4. Given that A outputs the correct value — hy ,z(1"), compute u = ng mod N. As
noted below, u? = v> mod N. If u # 4+v mod N, output ged(u — v, N) which is indeed
in {P,Q}. Otherwise, output ‘failed’.

The Running-Time of A’:
Steps (1) and (2) can easily be carried out in time poly(n, k(n)). For steps (3) and (4) to be
carried out in time #'(n) = poly(n, k(n)) - t(n) it is enough to show that:

a. For every query ¢ € {0,1}* \ {1*} the value hy,z(¢) can be computed in time
poly(n, k(n)).

b. Given hy ,z(1"), the value 92" mod N can be computed in time poly(n, k(n)).

Recall that whenever 2! appears in the exponent it denotes the value 27! mod ¢ = HTI.
Similarly, 2% in the exponent denotes the value 27/ mod ¢ = (”Tl)z mod /. Therefore, under

this notation, for every i the value gQﬂ' mod N is a quadratic-residue (since g is a quadratic-
residue). The key-observation for proving (a) and (b) is that for all 0 < ¢ < k, we have
that ¢> = v?" " mod N. For i = 1, this is implied by the fact that both g2 " and v* " are
square roots of g and they are both quadratic-residues. Since squaring is a permutation over
the set of quadratic-residues in z% (for any Blum-integer, N) we must have that ¢ and
v2"" are equal. By induction on 0 < i < k, we get that g2 = v mod N in the same
way. Therefore, for every ¢ = q1¢s . .. @ # 1*:

oo = gllamatrit2™) 5700002~ 5505002 g I,

hyga(q) =g =g

where the values {a;}¥Z] are the integers for which the two polynomials (in the variable )
[1,i=1(ri +x) and %2 a;27 are identical over Z. Since these values can easily be computed
in time poly(n, k(n)), we get that (a) holds. Similarly:

I ga(1F) = gl = gITnaGiv2™)) — g2 S5am2 _ amh | S5 8524 g
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where the values {3;}}=) can easily be computed in time poly(n, k(n)). We now get that (b)
holds since:

_ k=1 , —j -1
9’ b hN,g,d(lk) : <vzf=0 pi2* ) mod N.

The Success-Probability of A':

It remains to show that A’ &’-factors, where ¢'(n) = (n)/2 — O(k(n) - 27™). Recall that u
denotes the value ¢g> “ mod N. As shown above v? = ¢> (= u?) mod N. Therefore, it is
not hard to verify that:

Pr[A'(N) € {P,Q}] = Pr [(u # +v mod N) and (A"a(N,g) = hy,4a(1"))] -

Note that A"~¥s.2(N, g) does not depend on v itself but rather on v®. Therefore, A"¥.sa(N, g)
is equally distributed for any two assignments, w and w, of v as long as w? = w? mod N.
This follows from the fact that all the values of b}y , ; (including g = Rl , ;(0")) only depend
on v%: For every ¢ = qiqa . .. qx # 1* the value hy 4 2(q) was shown above to be

w02 od N = (UQ)Efl o mod N,
where the «;’s only depend on ¢ and the 7;’s. We therefore get that:
Pr[A(N) € {P,Q}] = 1/2 - Pr[A"¥93(N, g) = hy 44(1")].
Let N be chosen from FIG(1"). We need to show that for infinitely many n,
Pr[A'(N) € {P,Q}] > £'(n).
Which is equivalent to showing that for infinitely many n,
Pr[A"~ad(N, g) = hy g2(1")] > e(n) — O(k(n) - 27™).

To do so, we need a couple of simple facts on the distribution of g and of each a; mod /. Let
us first recall the definition of statistical distance:

Definition 3.2.5 Let X and Y be two random variables over D. The statistical difference
between X and Y is defined to be

1
— Z | Pr[X = a] — Pr]Y =d]|.
2 acD

We now have that:

Fact 1 g is a uniformly distributed quadratic-residue in Z%}.

Reason: v? is a uniformly distributed quadratic-residue in Z% and squaring is a per-
mutation over the set of quadratic-residues in Z%; (since N is a Blum-integer).
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Fact 2 Let 7 and a’ be uniformly distributed in [N] and denote by a the value r+2~! mod /.
Then a and ' mod ¢ are of statistical distance O(27").

Reason: ¢ divides (@@ — 1)(P — 1). Therefore the distribution of a conditioned on
the event that r € [(Q — 1)(P — 1)] is the same as the distribution of ¢’ mod ¢ con-
ditioned on the event that o' € [(Q — 1)(P — 1)] (and in both cases it is simply the
uniform distribution over Z,). It remains to notice that Pr[r € [(Q — 1)(P —1)]] =

Pria’ € [(Q—1)(P—1))) = @00 — 1 P40 L1 o™,

Let each value in @/ = (a},d),...,a}) be uniformly distributed in [N]. Since A e-solves
the GDH-Problem and given Fact 1, we have that:

Pr[A" o (N, g) = hy, 5(1")] > £(n).

Given Fact 2, it is easy to verify that the two random variables hy,; and hNg o are of
statistical distance O(k(n) - 2™). Therefore, we can conclude that:

Pr[A"¥.04(N, g) = hwg.a(1")] > e(n) — O(k(n) - 27"),

which completes the proof of the theorem. O

3.2.2 Conclusions

We showed that breaking the generalized Diffie-Hellman assumption modulo a Blum-integer
is at least as hard as factoring Blum-integers. This implies that the security of the generalized
Diffie-Hellman key-exchange protocol (which is mentioned in the introduction) can be based
on the assumption that factoring is hard. In addition, as shown in Section 4.2.2, it implies
the existence of efficient pseudo-random functions which are at least as secure as Factoring.

A possible line for further research is the study of the generalized Diffie-Hellman assump-
tion in other groups and the relation between the generalized Diffie-Hellman assumption and
the standard Diffie-Hellman assumption. It is interesting to note that the decisional version
of the generalized Diffie-Hellman assumption is equivalent to the decisional version of the
standard Diffie-Hellman assumption (as shown in [144] and in Section 4.2.1).
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Chapter 4

Constructions of Pseudo-Random
Functions

In this chapter we present several constructions of pseudo-random functions (see the intro-
duction for a discussion on the definitions, applications and original-construction of pseudo-
random functions and see Section 2.2 for their actual definitions). For our constructions,
we introduce and study a new cryptographic primitive which we call a pseudo-random syn-
thesizer and a generalization of this primitive which we call a k-dimensional pseudo-random
synthesizer. These primitives are of independent interest as well. In Section 4.1, we show
a parallel construction of pseudo-random functions from a pseudo-random synthesizer and
parallel constructions of pseudo-random synthesizers based on several concrete and general
intractability assumptions. In Section 4.2, we show even more parallel constructions of
pseudo-random functions based on concrete intractability assumptions (such as the assump-
tion that factoring Blum-integers is hard). In addition, these constructions are more efficient
and have a simple algebraic structure. The constructions of Section 4.2 are motivated by the
constructions of Section 4.1 (and in particular by the notion of k-dimensional synthesizers).
A more detailed description of the results obtained in the two stages of the research and of
their applications appears is the introduction (in Section 1.2).

4.1 Pseudo-Random Synthesizers and Functions

4.1.1 Organization

In Section 4.1.3 we define pseudo-random synthesizers and collections of pseudo-random syn-
thesizers and discuss their properties. In Section 4.1.4 we describe our parallel construction of
pseudo-random functions from pseudo-random synthesizers and in Section 4.1.5 we prove its
security. In Section 4.1.6 we describe a related construction of pseudo-random functions. In
addition, we discuss the time-space tradeoff and the incremental property of our construc-
tions. In Section 4.1.7 we discuss the relations between pseudo-random synthesizers and
other cryptographic primitives. In Section 4.1.8 we describe constructions of pseudo-random
synthesizers based on several number-theoretic assumptions. In Section 4.1.9 we show how to
construct pseudo-random synthesizers from hard-to-learn problems and consider a very sim-

39
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ple concrete example. We also discuss the application of parallel pseudo-random functions
to learning-theory.

4.1.2 Notation

The notation and definitions used in Section 4.1 are given in Chapter 2. Additional notation
that are used in this section include:

e Let X be any random variable, we denote by X*¢ the k x ¢ matrix whose entries are
independently identically distributed according to X. We denote by X* the vector
XIXk.

e We identify functions of two variables and functions of one variable in the natural way.
Le, by letting f : I" xI" + I* be equivalent to f : I*" + I* and letting f(z,y) be the
same value as f(z o y) (where z o y stands for = concatenated with y).

4.1.3 Pseudo-random Synthesizers

As mentioned above, we introduce in this work a new cryptographic primitive called a pseudo-
random synthesizer. In this section we define pseudo-random synthesizers and describe their
properties.

Motivation

Pseudo-random synthesizers are efficiently computable functions of two variables. The sig-
nificant feature of such a function, S, is that given polynomially-many uniformly distributed
assignments, (z1,...,%,,) and (y1,...,ym), for both variables, the output of S on all the
combinations of these assignments, (f(z;,y;));,_,, is pseudo-random (i.e, is indistinguish-
able from random to a polynomial-time observer). This is a strengthening of an important
property of pseudo-random generators — the indistinguishability of a polynomial sample:

A pseudo-random (bit) generator [27, 150], is a polynomial-time computable function,
G : {0,1}* — {0,1}*, such that Yz € I",|G(x)| = ¢(n) > n and G(U,) is pseudo-random
(i.e. {G(Un)}nen and {Uyn)}nen are computationally indistinguishable). It turns out that
this definition implies that: Given polynomially-many uniformly distributed assignments,
(21, .., 2m), the sequence {(G(z;)}.,, is pseudo-random.

The major idea behind the definition of pseudo-random synthesizers is to obtain a func-
tion, S, such that {(S(z;)};, remains pseudo-random even when the z;’s are not completely
independent. More specifically, pseudo-random synthesizers require that {(S(z;)}.-, remains
pseudo-random even when the z;’s are of the form {;0y;}7%_,. Our work shows that (under
some standard intractability assumptions) it is possible to obtain such a function S and that
this property is indeed very powerful. As a demonstration to their strength, we note below
that pseudo-random synthesizers are useful even when no restriction is made on their output
length (which is very different than what we have for pseudo-random generators).

Remark 4.1.1 [t is important to note that there exist pseudo-random generators that are
not pseudo-random synthesizers. An immediate example is the generator defined by G(x o



4.1. PSEUDO-RANDOM SYNTHESIZERS AND FUNCTIONS 41

) o G'(x) oy, where G' is also a pseudo-random generator. A more natural example is
the subset-sum generator [T}], G = Ga, ay,..a,, wWhich is defined by G(z) = X,.—; a;. This is
not a pseudo-random synthesizer (for fized values ay, as, ..., ay,) since for every four n/2-bit
strings, T1,xq,y1 and ya, we have that G(xy 0 y1) + G(z3 0 y2) = G(x1 0 y2) + G(x2 0 Y1).

Formal Definition
We first introduce an additional notation to formalize the phrase “all different combinations”:
Notation 4.1.1 Let f be an I*" — I* function and let X = {x1,..., 2} andY = {y1, ..., Ym}

be two sequences of n-bit strings. We define C;(X,Y") to be the kxm matriz (f(z;,y;))
(C stands for combinations).

(¥

We can now define what a pseudo-random synthesizer is:

Definition 4.1.1 (pseudo-random synthesizer) Let { be any N — N function and let
S {0,1}*x{0,1}* — {0,1}* be a polynomial-time computable function such that V,y €
I"|S(x,y)| = €(n). Then S is a pseudo-random synthesizer if for every probabilistic
polynomial-time algorithm, D, every two polynomials p() and m(), and all sufficiently large
n,

[Pt D(C5(X, V) = 1] = Pr [D((Uay)™ ) = 1]| < 1

p(n)

where X and Y are independently drawn from (U,)™™. That is, for random X and Y the
matriz Cg(X,Y') cannot be efficiently distinguished from a random matriz.

Expanding the Output Length

In Definition 4.1.1 no restriction was made on the output-length function, ¢, of the pseudo-
random synthesizer. However, our parallel construction of pseudo-random functions uses
(parallel) pseudo-random synthesizers with linear output length, ¢(n) = n. The following
lemma shows that any synthesizer, S, can be used to construct another synthesizer S’, with
large output-length, such that S and S’ have the same parallel time complexity. Therefore,
for the construction of pseudo-random functions in NC' it is enough to show the existence
of synthesizers with constant output length in NC.

Lemma 4.1.1 Let S be a pseudo-random synthesizer with arbitrary output-length function,
¢, in NC" (resp. AC"). Then for every constant 0 < e < 2, there exists a pseudo-random
synthesizer S" in NC' (resp. AC*) such that its output-length function, V', satisfies £'(n) =
Q(n?°).

Proof. For every constant ¢ > 0, define S as follows: Let k, & max{k € z: k"' <n}. On
input z,y € I", regard the first k™! bits of z and y as two length-k¢ sequences, X and Y, of
k,-bit strings. S¢(z,y) is defined to be Cg(X,Y") (viewed as a single bit-string rather than
a matrix). Notice that the following properties hold for S¢:
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1. S¢ is indeed a pseudo-random synthesizer: For any polynomial m(), let X’ and Y’ be
independently drawn from (U,)™™ and let X and Y be independently drawn from
(Uy, )™™)*5 By the definition of S¢, the distributions Cg.(X',Y”) and Cg(X,Y) are
identical. Taking into account the fact that n is polynomial in k,, we conclude that
every polynomial-time distinguisher for S¢ is also a polynomial-time distinguisher for
S. Since S is a pseudo-random synthesizer so is S°.

2. Let L. denote the output-length function of S¢, then £.(n) = Q(n%ﬁ)): Since ¢ is a
constant and n < (k, + 1)°*!, for every n it holds that

2c 2

le(n) = (ka)* - U(kn) = (kn)* = Qn=7) = Q0" =0).

3. 8¢ isin NC® (resp. AC"): Immediate from the definition of S°.

Thus, by taking S’ to be S°¢ for some ¢ > % — 1 we obtain the lemma. O

The construction of Lemma 4.1.1 has the advantage that it is very simple and that the
parallel time complexity of S and S’ is identical. Nevertheless, it has an obvious disadvantage:
The security of S’ is related to the security of S on a much smaller input length. For example,
if /(n) =1 and ¢'(n) = n then the security of S’ on k*-bit strings is related to the security
S on k-bit strings. This results in a substantial increase in the time and space complexity
of any construction that uses S’.

We now show an alternative construction to the one of Lemma 4.1.1 that is more security-
preserving. The alternative construction uses a pseudo-random generator GG that expands
the input by a factor of 2 and relies on the GGM-Construction:

Corollary 4.1.2 (of [62]) Let G be a pseudo-random generator in NC* (resp. AC") such
that Vs, |G(s)| = 2|s|. Then for every polynomial p() there ezists a pseudo-random generator
G in NC™* (resp. AC*™T') such that Vs, |G'(s)| = p(]s]) - |s].

G’ is defined as follows: On input s it computes G(s) = sq 0 s; and recursively generates
w bits from s, and w bits from s;. The number of levels required is [log p(]s|)] =

O(log|s|). Using Corollary 4.1.2 we get:

Lemma 4.1.3 Let S be a pseudo-random synthesizer with arbitrary output-length function,
¢, in NC* (resp. AC"). Let G be a pseudo-random generator in NC? (resp. ACY) such that
Vs, |G(s)| = 2|s|. Let k denote max{i,j+1}. Then for every positive constant c, there exists
a pseudo-random synthesizer S’ in NC* (resp. AC*) such that its output-length function, ',
satisfies '(n) = Q(n* - 1(n)).

Furthermore, the construction of S’ is linear-preserving in the sense of [72, 89] (the exact
meaning of this claim is described below).

Proof.(sketch) S’ is defined as follows: On input z,y € I", compute X = G'(z) = {z},..., 27,1}
andY = G'(y) = {v, ..., Y1}, where G' is the pseudo-random generator that is guaranteed
to exist by Corollary 4.1.2. S'(z,y) is defined to be Cg(X,Y).
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It is immediate that S’ is in NC* (resp. AC*) and that ¢'(n) = Q(n* - I(n)). It is also
not hard to verify that S’ is indeed a pseudo-random synthesizer and (from the proof of
Corollary 4.1.2) that the construction of S’ is linear-preserving in the following sense:

Assume that there exists an algorithm that works in time #(n) and distinguishes Cg/ (X', Y”)
from (Up(n))™ ™™ (™ with bias a(n), where X’ and Y’ are independently drawn from
(U,)™ ™. Let m(n) = m/(n) - [n]. Then one of the following holds:

1. The same algorithm distinguishes Cg(X,Y) from (Upn))™™ ™™ with bias a(n)/2,
where X and Y are independently drawn from (U, )™™.

2. There exists an algorithm that works in time ¢(n) + m?(n) - poly(n) and distinguishes
G(U,) from random with bias a(n)/O(m(n)).

O

The construction of Lemma 4.1.3 is indeed more security-preserving than the construction
of Lemma 4.1.1 (since the security of S’ relates to the security of S and G on the same
input length). However, the time complexity of S’ is still substantially larger than the time
complexity of S, and the parallel time complexity of S’ might also be larger. Given the
drawbacks of both construction, it seems that a direct construction of efficient and parallel
synthesizers with linear output length is very desirable.

Collection of Pseudo-Random Synthesizers

A natural way to relax the definition of a pseudo-random synthesizer is to allow a distribution
of functions for every input length rather than a single function. To formalize this we use
the concept of an efficiently computable function ensemble.

Definition 4.1.2 (collection of pseudo-random synthesizers) Let{ be any N — N func-
tion and let S = {Sy,}nen be an efficiently computable 1™ — I function ensemble. S is a
collection of I?™ + I* pseudo-random synthesizers if for every probabilistic polynomial-time
algorithm, D, every two polynomials p() and m(), and all sufficiently large n,

[Pr[D(Cs, (X, Y)) = 1] = Pr [D((Ugey)™™™) = 1] | < ot

m(n)

where X and Y are independently drawn from (U,)™™.

As shown below, a collection of pseudo-random synthesizers is sufficient for our construc-
tion of pseudo-random functions. Working with a collection of synthesizers (rather than a
single synthesizer) enables us to move some of the computation into a preprocessing stage
during the key-generation. This is especially useful if all other computations can be done in
parallel.

Note that Lemma 4.1.1 and Lemma 4.1.3 easily extend to collections of synthesizers.
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4.1.4 A Parallel Construction of Pseudo-Random Functions

This section describes the construction of pseudo-random functions, using pseudo-random
synthesizers as building blocks. The intuition of this construction is best explained through
the concept of a k-dimensional pseudo-random synthesizer. This is a natural generalization of
the “regular” (two-dimensional) synthesizer. Informally, an efficiently computable function
of k variables, S*, is a k-dimensional pseudo-random synthesizer if:

k

Given polynomially-many, uniformly-chosen, assignments for each variable, {{aj,i};il} ,

i=1
the output of S* on all the combinations M = (Sk(alyil, A2 ips - - s akyik)). _—
21,02y =

cannot be efficiently distinguished from uniform by an algorithm that can access

M at points of its choice

Note that this definition is somewhat different from the two-dimensional case. For any
constant k£ (and in particular for £ = 2) the matrix M is of polynomial size and we can give
it as an input to the distinguisher. In general, M might be too large and therefore we let
the distinguisher “access M at points of its choice”.

Using this concept, the construction of pseudo-random functions can be described in two
steps:

1. A parallel construction of an n-dimensional synthesizer, S™, from a two-dimensional
synthesizer, S, that has output length ¢(n) = n. This is a recursive construction, where
the 2k-dimensional synthesizer, S?*, is defined using a k-dimensional synthesizer, S*:

52’9(%,172; - ,$2k) o Sk(5($1,$2), 5(273,174), R S(ka—laka))-

2. An immediate construction of the pseudo-random function, f, from S™:

def
f(a1,0,G1,17112,0,62,17---%,0,%,1)(x) = Sn(al,mu A9+« s an,mn)'

In fact, pseudo-random functions can be constructed from a collection of synthesizers. In
this case, for each level of the recursion a different synthesizer is sampled from the collection.
As noted below, for some collections of synthesizers (as those constructed in this work) it is
enough to sample a single synthesizer for all levels.

Formal Definition

The following operation on sequences is used in the construction:

Definition 4.1.3 For every function S : I*™ — I" and every sequence, L = {{1,0q,... (1},
of n-bit strings define SQg(L) to be the sequence L' = {¢}, . .. ,é’(k]}, where 0 = S(ly;_1, la)

fori < |%| and if k is odd, then (', = {} (SQ stands for squeeze).
2 [51
2

We now turn to the construction itself:
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Figure 4.1: Computing the Value of the Pseudo-Random Function for n =5

Construction 4.1.1 (Pseudo-Random Functions) Let S = {S, },en be a collection of
I*™ — I™ pseudo-random synthesizers and let Is be a probabilistic polynomial-time key-
generating algorithm for S. For every possible value, k, of Zs(1™), denote by sy the corre-
sponding I*™ — I™ function. The function ensemble F = {F, },cx is defined as follows:

e (key-generation) On input 1", the probabilistic polynomial-time key-generating algo-
rithm Tp outputs a pair (@, IZ), where @ = {a10, 11,020,021, -, 0n0, A1} 1S Sampled
from (U,)* and k = {ky, ks, . . ., Krogn] } is generated by [log n| independent executions
of Is on input 1™ (i.e. is sampled from (Tg(1™))Menl),

e (evaluation) For every possible value, (d, l;), of Zr(1") the function f,p: I" — I" is
defined as follows: On an n-bit input, v = x 129 ...1x,, the function outputs the single

value in
({a1,3617 A2 95+ + an,wn}) .. ))

Finally, F, 1s defined to be the random variable that assumes as values the functions f.
with the probability space induced by Tp(1™).

5Q,, (SQ,, (-..SQ

kTlogn]

The evaluation of fd,,;(x) can be thought of as a recursive labeling process of a binary
tree with n leaves and depth [logn]. The i leaf has two possible labels, a;o and a;;. The
i" input bit, z; selects one of these labels a; 5. The label of each internal node at depth
d is the value of sy, , on the labels of its children. The value of f, ;(x) is simply the label
of the root. (Figure 4.1 illustrates the evaluation of f.; for n = 5.) We note that this
labeling process is very different than the one associated with the GGM-Construction [62].
First, the binary tree is of depth [logn| instead of depth n as in [62]. Secondly, the labeling
process is bottom-up instead of top-down as in [62] (i.e. starting at leaves instead of the
root). Moreover, here each input defines a different labeling of the tree whereas in [62] the
labeling of the tree is fully determined by the key (and the input only determines a leaf such
that its label is the value of the function on this input).

Efficiency of the Construction

It is clear that F is efficiently computable (given that S is efficiently computable). Further-
more, the parallel time complexity of functions in F, is larger by a factor of O(logn) than
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the parallel time complexity of functions in S,,. The parallel time complexity of Zg and Zp
is identical.

We note that, for simplicity, the parameter n serves a double role. n is both the length
of inputs to f.z € F, and the security parameter for such a function (the second role is
expressed by the fact that the strings in @ are m-bit long). In practice, however, these
roles would be separated. The security parameter would be determined by the quality of the
synthesizers and the length of inputs to the pseudo-random functions would be determined by
their application. In fact, one can usually use a pseudo-random function with a reasonably
small input-length (say 160-bit long to prevent a “birthday attack”). This is implied by
the suggestion of Levin [86] to pair-wise independently hash the input before applying the
pseudo-random function (this idea is described with more details in the introduction).

Reducing the Key-Length

An apparent disadvantage of Construction 4.1.1 is the large key-length of a function f; € F.
In particular, the sequence @ is defined by 2n? bits. However, this is not truly a problem
since: (a) In Section 4.1.6 a related construction is described (Construction 4.1.2) where @
consists of a constant number of strings (and is therefore defined by O(n) bits). (b) The
truly random sequence @ can be replaced by a pseudo-random sequence without increasing
the depth of the construction (by more than a constant factor). This is achieved as follows:
Let G be a pseudo-random generator that expands the input by a factor of 2. Let G’ be
the pseudo-random generator that can be constructed from G according to Corollary 4.1.2
for p(n) = 2n (i.e. by using [logn + 1] levels of the recursion). Then @ can be replaced by
G'(a), where @ is an n-bit seed.

In addition to @, the key of f.r € F, consists of [logn]| keys of functions in S,. It
turns out that for some collections of synthesizers (such as those described in this work) this
overhead can be eliminated as well. This is certainly true when using a single synthesizer
instead of a collection. Moreover, from the proof of security for Construction 4.1.1 one can
easily extract the following claim: If the collection of synthesizers remains secure even when
it uses a public key (i.e. if C,, (X,Y’) remains pseudo-random even when the distinguisher
sees k), then the [logn| keys can be replaced with a single one (i.e. the same key can be
used at all levels of the recursion).

4.1.5 Security of the Construction

Theorem 4.1.4 Let S and F be as in Construction 4.1.1 and let R = {R,}nen be the
uniform I™ — I™ function ensemble. Then F s an efficiently computable pseudo-random
function ensemble. Furthermore, any efficient distinguisher, M, between F' and R yields an
efficient distinguisher, D, for S such that the success probability of D is smaller by a factor
of at most [logn]| than the success probability of M.

To prove Theorem 4.1.4, we use of a hybrid argument (for details about this proof tech-
nique, see [60]): We first define a sequence of [logn]| + 1 function distributions such that
the two extreme distributions are R, and F,. We then show that any distinguisher for two
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neighboring distributions can be transformed into a distinguisher for the pseudo-random syn-
thesizers. For simplicity, we define those hybrid-distributions in case n = 2¢. The definition
easily extends to a general value of n such that Claim 4.1.1 still holds.

For any 0 < j < /, denote by HJ the j' hybrid-distribution. The computation of
functions in H? may be described as a labeling process of a binary tree with n leaves and
depth ¢ (an analogous description for F}, appears in Section 4.1.4). Here, the labeling process
starts with nodes at depth ¢ — j. The i*" such node has 2% possible labels, {a;; : s € I?}
(which are part of the key). The " 27/-bit substring of the input, z;, selects one of these
labels, a; ;. The rest of the labeling process is the same as it was for functions in F,;: The
label of each node at depth d < ¢ — j is the value of s;, , on the labels of its children. The
value of the function on this input is simply the label of the root.

Another way to think of HJ is via the concept of a k-dimensional synthesizer (see Sec-
tion 4.1.4). As was the case for F, the construction of functions in H7 can be described in
two steps: (1) A recursive construction of a 2¢=-dimensional synthesizer, S QH, from a two-
dimension%I synthesizer, S. (2) An immediate construction of the pseudo-random function,
f, from S?77:

def 92t
f{ar,szlgrge_jvsepj}(xl 0Ly...0%pe—5) = S (A1zy, 02,59 - - - 0,28—]‘@2[7]_).

We turn to the formal definition of the hybrid-distributions:

Definition 4.1.4 Let Zg be the key-generating algorithms of S. Let n,¢ and j be three
integers such thatn = 2° and 0 < j < (. For every sequence, k= {k1, ko, ..., ke_;} of possible
values of Ts(1") and for every length-22 247 sequence of n-bit strings, @ = {a,s:1<r<
277 s € TQj} the function fa,E : I — 1" 1s defined as follows: On input x = x10xy...0Tqe—j,

where V1 < i < 277, € 17 the function outputs the single value in
Sstl (SQSk2 (... SQSke_j (@121, 2,295 - - - a2e_j,w_j) o))

Hi is the random variable that assumes as values the functions f.; defined above, where
the k;’s are independently distributed according to Zs(1™) and @ is independently distributed

927 9t—j

according to (U,)

This definition immediately implies that:

Claim 4.1.1 H° and F, are identically distributed and H['*¢" and R, are identically dis-
tributed.

The proof below shows that for every 0 < j < ¢ the two neighboring ensembles H’ and
HJ*+! are computationally indistinguishable. As shown below, this implies Theorem 4.1.4 by
a standard hybrid argument.

Proof. (of Theorem 4.1.4) As mentioned in Section 4.1.4, it is obvious that F' is an efficiently
computable function ensemble. Assume that F'is not pseudo-random. By the definition of
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pseudo-random function ensembles, there exists a polynomial-time oracle machine, M, and
a polynomial p() so that for infinitely many n,

Fn/in\ __ Ryp(1n\ __ 1
[Pr M (1") =1] = Pr[MP(17) =1]| > oL
where R = {R, },.cx is the uniform I™ +— I" function ensemble. Let #() be a polynomial that
bounds the number queries that M makes on input 1".

Given M, we define the probabilistic polynomial-time algorithm D that distinguishes the
output of S, from random. Let m = m(n) be defined by m(n) & ¢(n) - n. For every n, the
input of D is an m(n)xm(n) matrix, B = (b; j), whose entries are n-bit strings. As part of its
algorithm, D invokes M on input 1*. The definition of m allows D to answer all the queries
of M (which are bounded by t(n)). It is shown below that D distinguishes between the
following two distributions of B: (a) Cg, (X,Y) where X and Y are independently drawn
from (U™, (b) (U, )mnym(n),

For simplicity of presentation, we only define the algorithm that D performs for n = 2¢. It
is easy to extend this definition to a general value of n such that Claim 4.1.2 and Claim 4.1.3
still hold. On input B = (bi,j);r;'(zla the algorithm is defined as follows:

1. Choose 0 < J < £ uniformly at random.
2. Generate k = {ki,ko,... ke_y_1} by £ — J — 1 independent executions of Zg on input
1",

3. Extract 2¢°/~! sub-matrices of B: For 1 <i < 2771 denote by B = (bi,v)t(nll the
t(n)xt(n) diagonal sub-matrix of B defined by 7

i def
Dy = Dut((=1)t(n)+1),0-+((i—1)-t(n)+1) -

4. Invoke M on input 1". Denote by ¢" = ¢joq;...0q5_; the r*" query M makes, where
¢ € I? for 1 <i <27 On each of these queries D answers as follows:

For every 1 < <2771 denote by ;g oq the entry b, of B* where
wu=min{l <j<r:q;  =¢_,} andv=min{l <j<r:q, =g}
Answer the query with the single value in
SQ,,, (...SQ

Ske—g—1 ({al’quqg’ co 2N, oy, P

5. Output whatever M outputs.

It is obvious that D is a polynomial-time algorithm. To show that D is also a distinguisher
for the pseudo-random synthesizers, we first state and prove the following two claims:

Claim 4.1.2 For every 0 < J < ¢,

Pr [D((U,)™"<") = 1] = j] = Pr [MT" (17) = 1] .
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Proof. As part of its algorithm, D denotes some of B’s entries by names of the form “a, ,”,
where 1 < r < 2671 and s € I*""". Note that D never denotes an entry of B by two
different names. Assume, for the sake of the proof, that any name a,, that was not used
by D is assigned an independently and uniformly distributed n-bit string. Denote by a@ the
sequence {a,,:1<r <2771 s¢e I*""'}. Tt is easy to verify that:

22‘]+12l—J—1

1. When B is uniformly distributed, the distribution of @ is identical to (U,)

2. D answers every query, ¢, of M with the value f, z(¢q), where f, 7 is as in the definition
of H/*.

The claim immediately follows from (1) and (2) and from the definition of k. O

Claim 4.1.3 Let X and Y be independently drawn from (U,)™™. Then for every 0 < J < £,
Pr[D(Cs, (X,Y)) = 1|J = j] = Pr [M™(1") = 1] .

Proof. Let X = {x1,%s,...,Tmm)} and Y = {y1,¥2, ..., Ym(n)} be independently drawn from
(U,)™™ and let s, be drawn from S,. Assume that the input of D is B = C,, (X,Y). For
the sake of the proof, define the vector a = {d;s:1<i<277 s¢ IZJ} as follows:

o If D dlenoted by Wi g, oqs, the entry bfw of B?, then deﬁrlle a,2i—1v95i71 to be T(i—1).4(n)+u
and a 2i,q3,; to be y(ifl)-t(n)+v- Note that aiﬂ;i—loq;i = sk(a 2i—1,q%,_,> a Qi,q;i).

e For all other values in o/ assign an independently and uniformly distributed n-bit string.

= J —
It is easy to verify that the distribution of @' is identical to (U,)?” 2. Let &' be the
sequence {kq, ks, ..., ke—y_1,k} and let f - be as in the definition of H;/. We now have that

the answer D gives to the 7" query, ¢", of M is:

Sstl ( .. Sste—J—l ({al,q{oq;‘, ey G/QZ—J—I,q;l_J_loq;l_J}) .. )
= Sstl ( s SstZ7]71 (Sst({a’ll,qi’ﬁ a,2,q57 ) a’IQZ*J,q;liJ})) e )
= faw(d).

From this fact and from the definition of a’ and &’ , we immediately get the claim. O

By Claims 4.1.1, 4.1.2 and 4.1.3, we can now conclude the following: Let X and Y be
independently drawn from (U,)™™, then for infinitely many n,

[Pr[D(Cs, (X, 1)) = 1] = Pr [D((U,)" ™) = 1]|
1 [logn]—1 [logn]—1

— oz ] . ;) Pr[D(Cs,(X,Y)) =1|J =j] — ;} Pr [D((Un)m(n)xm(n)) _ )= j]

- ﬂogf_lpr [MHf;(ln) =1] - Dogf_lpr [MHf;“(ﬂ) = 1]

[logn| =0 j=0
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= e
- [10;7%1 [P M) =1] = Pr[mP ) =1]|
1

> Y.
p(n) - [logn]

This contradicts the assumption that S is a collection of pseudo-random synthesizers and

completes the proof of Theorem 4.1.4. O

Corollary 4.1.5 For any collection of pseudo-random synthesizers, S, such that its func-
tions are computable in NC" there exists an efficiently computable pseudo-random function
ensemble, F, such that its functions are computable in NC*t'. Furthermore, the correspond-
g key-generating algorithms, Zs and g, have the same parallel time complexity.

Proof. By Lemma 4.1.1, we can construct from, S, a new collection of I?" — I™ pseudo-
random synthesizers, S’, such that its functions are computable in NC?. By Theorem 4.1.4,
we can construct from S’ an efficiently computable pseudo-random function ensemble, F',
such that its functions are computable in NC**'. Both constructions preserve the parallel
time complexity of the key-generating algorithms. O

4.1.6 A Related Construction and Additional Properties

Though designed to enable efficient computation in parallel, Construction 4.1.1 obtains some
additional useful properties. In this section we describe two such properties: a rather sharp
time-space tradeoff and an incremental property. We also show how to adjust the construc-
tion in order to improve upon these properties.

Time-Space Tradeoff

Construction 4.1.1 has the advantage of a sharp time-space tradeoff. In order to get an even
sharper tradeoff, we describe an alternative construction of pseudo-random functions. The
best way to understand the revised construction is by viewing the computation process back-
wards: Every function on n-bits is defined by the length-2" sequence of all its values. Assume
that we could sample and store two length-[v/2"] sequences, X and Y, of random strings as
the key of a pseudo-random function. In this case, given a pseudo-random synthesizer, S,
we can define the 2" values of the pseudo-random function to be the entries of the matrix
Cs(X,Y). In order to reduce the key size, we can replace the random sequences, X and
Y, with pseudo-random sequences. Such sequences X and Y can be obtained together from
Cs(X',Y"), where X’ and Y’ are two shorter random sequences (of length approximately
V2 -27/2). By continuing this process of reducing the key size log n times, we get a key with
constant number of strings (see Figure 4.2 for an illustration of the construction).

In order to understand where the original construction is “wasteful” in the size of the
key we can describe it in similar terms: The 2" values of the function are still the values
of Cg(X,Y) for two sequences X and Y (in the description of the computation as a tree
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Figure 4.2: Illustration of the Alternative Construction

labeling process these are all the possible labels of the root’s children) but then we get X and
Y separately as Cg(X',Y") and Cg(X",Y"). By the time the sequences have constant-length,
there are O(n) of those.

Returning to the new construction, note that if we allow a key of m strings we only
need t = logn —loglogm of the steps described above. Computing such functions requires ¢
phases and in each phase several parallel invocations of S. The total number of invocations
of Sis 2! — 1 = "m. This seems to be a relatively sharp time-space tradeoff and, to the
best of our knowledge one that cannot be obtained by the GGM-construction.

For some applications, like the protection of the data on a disk, we need pseudo-random
functions with reasonably small amount of entries. In this case, by storing relatively few
strings, we can achieve a very easy-to-compute function. For example, 512 random /¢-bit
strings define a pseudo-random I3° — I* function. Computing this function requires only 3
invocations of a pseudo-random synthesizer in 2 phases.

We formalize the definition of the alternative construction:

Construction 4.1.2 (Alternative Construction of Pseudo-Random Functions)

Let S = {Sp}nen be a collection of I*™ — I™ pseudo-random synthesizers and let s be
a probabilistic polynomial-time key-generating algorithm for S. For every possible value,
k, of Is(1"), denote by si the corresponding I*" +— I™ function. The function ensemble

F ={F,}nen is defined as follows:

e (key-generation) Let m; denote the value 27 + 2 and let t,, denote the smallest integer
t such that m; > n. On wnput 1", the probabilistic polynomial-time key-generating
algorithm T outputs a pair (a, E), where @ = {ag, ai, ..., asmqo_1} 18 generated according
to (U,)*"° and k= {ki,ko,... ki, } is generated by t, independent executions of s on
input 1" (i.e. is sampled from (Zs(1™))™ ).
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e (evaluation) For every possible value, (@, l;), of Ip(1™) and every j such that 0 < j < t,,
define the function f;E 2 I™i — I™ in recursion on j: For x € I'™°, define fé—’g(fﬂ) to be
ag. Foranyj >0 and x =z 0xy € I™ (11 and x5 are (27~ 4 1)-bit strings) define
17 () to be sy, (1210, 21), F21(1,2)).

For every x € I"™ the value of the function f.p: 1™ — I™ on x s defined to be f;"g(x’),

where x' is obtained by padding x with my, —n zeros.

Finally, F, is defined to be the random variable that assumes as values the functions f.
with the probability space induced by Tp(1™).

The proof of security for Construction 4.1.2 is omitted since it is almost identical to the
proof of security for Construction 4.1.1.

We can now state the exact form of the time-space tradeoff under the notation of Con-
struction 4.1.2. If @ contains 2™ strings instead of 2™, then we can define f(_ZiE(:U) to be a

distinct value in @ for every x € I™ and keep the recursive definition of f; 7 as before for

j > t. In this case, computing f, z(z) can be done in ¢, — ¢ phases with a total of 2=t _ 1
invocations of the synthesizers. The next lemma follows (for simplicity this lemma is stated
in terms of a synthesizer instead of a collection of synthesizers):

Lemma 4.1.6 Let S be a pseudo-random synthesizer with output-length function {(n) = n.
Assume that S can be computed in parallel-time D(n) and work W (n) (on n-bit inputs).
Then for every m = m(n) such that 2™ < m(n) < 2" there exists an efficiently computable
pseudo-random function ensemble F' = {F, },en such that the key of a function in F,, is a

sequence of at most m(n) random n-bit strings and this function can be computed in parallel-
time (logn —loglogm(n) + O(1))D(n) and using work of O(gms)W (n).

log m(n

Incremental Property

We now describe an observation of Mihir Bellare that gives rise to an interesting incremental
property of our construction. (For the formulation and treatment of incremental cryptogra-
phy, see the work of Bellare, Goldreich and Goldwasser [15, 16].)

Let f be any function in F,,, where F' = {F}, },¢n is the pseudo-random function ensemble
defined in Construction 4.1.1. Let z,y € I" be of Hamming distance one (z and y differ on
exactly one bit). Then given the computation of f(z) (including all intermediate values), we
only need additional logn invocations of the pseudo-random synthesizers (instead of n) in
order to evaluate f(y). The easiest way to see the correctness of this observation is to recall
the description of the computation of f(x) as a labeling process on a depth-log n binary tree.
The only labels that change as a result of flipping one bit of x are those of the nodes on a
path from one leaf to the root (i.e. logn + 1 labels).

If a Gray-code representation! of numbers is used, we get a similar observation for the
computation of f(x) and f(x+1): Given the computation of one of these values, computing

LA permutation, P, on I™ is called a Gray-code representation if for every 0 < z < 2" the Hamming dis-
tance between P(z) and P(z+ 1 mod 2™) is one. Such a P defines a Hamiltonian-cycle on the n-dimensional
cube. It is not hard to see that an easy-to-compute P can be defined.
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the other requires only additional logn invocations of the pseudo-random synthesizers. It is
not hard to imagine situations where one of these incremental properties is useful.

The observation regarding the computation of f(z) and f(y), for z and y of Hamming
distance one, also holds for the functions of Construction 4.1.2. The observation regarding
the computation of f(x) and f(x + 1) holds if we use a different representation of numbers
(this representation is similar to a Gray-code, though a bit more complicated).

4.1.7 Synthesizers Based on General Cryptographic Primitives

Sections 4.1.7-4.1.9 are mostly devoted to showing parallel constructions of pseudo-random
synthesizers. In this section we provide a simple construction of pseudo-random synthesizers
based on what we call weak pseudo-random functions. This construction immediately im-
plies a construction of pseudo-random synthesizers based on trapdoor one-way permutations
(and an additional construction, based on any hard-to-learn problem, which is considered in
Section 4.1.9). An interesting line for further research is the parallel construction of pseudo-
random synthesizers from other cryptographic primitives. In particular, we do not know of
such a construction from pseudo-random generators or directly from one-way functions.

Weak Pseudo-Random Functions

The reason pseudo-random functions are hard to construct is that they must endure a very
powerful kind of an attack. The adversary (the distinguisher) may query their values at
every point and may adapt its queries based on the answers it gets. We can weaken the
opponent by letting the only access it has to the function be a polynomial sample of random
points and the value of the function at these points (more on definitions of function families
that are weaker than pseudo-random functions can be found in [104]). We call functions that
look random to such an adversary weak pseudo-random functions. In this section it is shown
that weak pseudo-random functions yield pseudo-random synthesizers in a straightforward
manner. We therefore get a parallel construction of (standard) pseudo-random functions
from weak pseudo-random functions.

For simplicity, we define weak pseudo-random functions as length-preserving. In their
definition we use the following notation:

Notation 4.1.2 For every function f and every sequence X = {xy...x1} of values in the
domain of f, denote by V(X f) the sequence {1, f(x1), 2, f(x2) ... 2k, f(xk)} (Vstands for
values).

Definition 4.1.5 (collection of weak pseudo-random functions) An efficiently com-
putable

I" +— I" function ensemble F = {F,}nen, s a collection of weak pseudo-random func-
tions if for every probabilistic polynomial-time algorithm, D, every two polynomials p() and
m(), and all sufficiently large n,

e [D(V(@)", F) = 1] = Pr[p(@)) = 1]| < o
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Let F be a collection of weak pseudo-random functions and let Z be the polynomial-time
key-generating algorithm for F. Lemma 4.1.7 shows how to construct a pseudo-random
synthesizer from F and Z. Since the random bits of Z can be replaced by pseudo-random
bits, we can assume that Z only uses n truly random bits on input 1. In fact, this is only
a simplifying assumption which is not really required for the construction of pseudo-random
synthesizers. For every r € I"™, denote by Z,(1") the value of Z(1™) when Z uses r as its
random bits.

Lemma 4.1.7 Let F and T be as above and define S : {0,1}*x{0,1}* — {0,1}* such that
Va,y € I", S(z,y) = fr,a~)(x). Then S is a pseudo-random synthesizer.

Proof. 1t is obvious that S is efficiently computable. Assume, in contradiction to the lemma,
that S is not a pseudo-random synthesizer. Then there exists a probabilistic polynomial-time
algorithm, D, and polynomials p() and m(), such that for infinitely many n,

r g =1] — Pr ymnim(n)y — .
[Pt [D(Cs(X,Y)) = 1] = Pr [D((U) ) 1]\>p(n>,

where X and Y are independently drawn from (U, )™™.

For every n and every 0 < i < m(n), define the 7'* hybrid distribution H: over m(n)xm(n)
matrices as follows: The first ¢ columns are distributed according to Cg(X,Y"), where X is
drawn from (U,)™™ and Y is independently drawn from (U,,)’. The last m(n)—i columns are
independently distributed according to (U, )™M= 1t is immediate that for infinitely
many n,

r mn)) = 1| — Pr 0) = L
[Py [D(H™) = 1] — Pr [D(HY) 1”>p(n)

We now define a distinguisher D’ for F. Given {x1, 21, T2, 22, - - . , Tm(n)s Zm(n) } @S its input,
D’ performs the following algorithm:

1. Define X = {z,...,Zpm)} and Z = {z1,..., Zmm) }-
2. Uniformly choose 0 < J < m(n).

3. Sample Y from (U, )’ ! and generate an m(n)xm(n) matrix B whose first J—1 columns
are Cg(X,Y), its J column is Z' and the last m(n) — J columns are independently
distributed according to (U, )™mXmm)=7),

4. Output D(B).
It is obvious that D’ is efficiently computable. It is also easy to verify that
Pr [D'(V((U,)"™, F,)) = 1|J = j| = Pr [D(H]) = 1]

and that
Pr [D'((U,)*™) = 1]J = j| = Pr [D(H]") =1].
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Thus, by a standard hybrid argument, we get that for infinitely many n,

D m(n) —1] — pr [D'(U. )2 = -
[Pr [D(V((U,)™™, ) =1] = Pr [D'((U,)*") 1H>p(n)m(n),

in contradiction to the assumption that F'is a collection of weak pseudo-random functions.
We can therefore conclude the lemma. O

Notice that S (as in Lemma 4.1.7) obeys an even more powerful requirement than is
needed by the definition of a pseudo-random synthesizer: For random X and Y the matrix
Cs(X,Y) cannot be efficiently distinguished from a random matrix even if we allow the
distinguisher access to X.

Corollary 4.1.8 (of Lemma 4.1.7) If there exist weak pseudo-random functions that can be
sampled and evaluated in NC', then there also exist a pseudo-random synthesizer in NC' and
(standard) pseudo-random functions that can be sampled and evaluated in NC'.

Trapdoor One-Way Permutations

We now describe a rather simple construction of weak pseudo-random functions from a
collection of trapdoor permutations. Therefore, given Lemma 4.1.7, we get a construction
of a pseudo-random synthesizer out of a collection of trapdoor permutations. This pseudo-
random synthesizer is in NC' if the trapdoor permutations can be sampled and inverted in
NC (in fact, there is an additional requirement of a hard-core predicate in NC' but this is
already satisfied by [65]). Since we have no concrete example of this sort, we only give a
brief and informal description of the construction (for formal definitions of trapdoor one-way
permutations and hard-core bits, see e.g. [60, 89]).

Let F' = {F,},.en be a permutation ensemble such that every f; € F,, is a permutation
over a domain D,,. Informally, F"is a collection of trapdoor one-way permutations if the key
generating algorithm Zr of F' outputs both a public-key, i, and a trapdoor-key, ¢(i), and we
have that:

e Given i, the function f; is easy to compute everywhere but hard to invert on the
average.

e Given (i) the function f; is easy to compute and to invert everywhere.

Let F ={F, : D, + D, },ex be a collection of trapdoor one-way permutations. Assume
that the collection is one-way for the uniform distribution over the inputs (i.e. it is hard
to compute x given F,(z), where z is uniformly distributed in D,). Let the sequence of
functions {b, : D,, — I'},cx be a hard-core predicate for F. Informally, this means that
given F,(z) for a uniformly distributed z, it is hard to guess b, (z) with probability which
is non-negligibly better than half. We can now define a collection of weak pseudo-random
functions G = {G,, }en in the following way:
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For every x € I™, denote by D,(x) the element in D, sampled using x as the
random bits. For every key i of f; € F,, define g; : I" s I' as follows:

Vo € 1", gi(z) © b, (£, (Da(2)))

(Note that computing g;(x) requires knowledge of the trapdoor-key t(i).) Let G,
be the random variable that assumes as values the functions g; with the probability
space induced by the distribution over the keys in F,.

Claim 4.1.4 (without proof) If F is a collection of trapdoor one-way permutations and
{bn}nen is a hard-core predicate for F, then the function ensemble G which is defined above
18 a collection of weak pseudo-random functions.

4.1.8 Number-Theoretic Constructions of Pseudo-Random Syn-
thesizers

In this section we present several NC! (or actually, TC?) constructions of pseudo-random
synthesizers based on concrete, frequently-used, intractability assumptions. The first con-
struction is at least as secure as the computational Diffie-Hellman [50] assumption. Since
the Diffie-Hellman assumption modulo a composite is not stronger than factoring [95, 139
(see also Section 3.2) this implies a construction that is at least as secure as Factoring. Fi-
nally, we show two constructions that are at least as secure as the RSA assumption [126].
Although the RSA assumption is not weaker than factoring, the constructions based on RSA
might have other advantages. For example, under the assumption that Q(n) least-significant
bits are simultaneously hard for RSA, we get pseudo-random synthesizers with linear output
length. In addition, the constructions based on RSA and their proof of security use several
interesting ideas that might be useful elsewhere.

The constructions of NC! pseudo-random synthesizers imply constructions of NC? pseudo-
random functions (in fact we get TC! functions). In Section 4.2 we present more efficient
direct constructions of pseudo-random functions (that are in particular in TC?). These
constructions are either based on the decisional Diffie-Hellman assumption or on factoring.
Some of the ideas and tools used in Section 4.2 are similar to those used here.

We first address some issues that are common to all constructions presented here.

The evaluation of our pseudo-random synthesizers in NC' relies on a preprocessing stage.
This stage can be performed as part of the (sequential) key-generating algorithm. In this
idea we follow the work of Kearns and Valiant, [80]. In their context, the additional data is
“forced” into the input whereas in our context it is added to the key.

The analysis of the parallel-time complexity of the synthesizers uses previous results on
the parallel-time complexity of arithmetic operations (see Karp and Ramachandran [79] for a
survey). In particular, we use the result of Beame, Cook and Hoover, [12]. They showed that
iterated multiplication (multiplying n numbers of length n) and additional related operations
can be performed by log-depth circuits (these circuits can be constructed efficiently, though
sequentially). The results of [12] enable the computation of modular exponentiation in
NC! given preprocessing that only depends on the base. This follows from the fact that
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computing b* mod N is reduced to an iterated multiplication (and an additional modular
reduction) given the values b* mod N (for 0 < i < the length of e).

The pseudo-random synthesizers constructed in this section are Boolean functions®. Sec-
tion 4.1.3 showed two methods for expanding the output-length of pseudo-random synthe-
sizers. The method of Lemma 4.1.1 requires a pseudo-random generator that expands the
input by a factor of two. A natural choice for this purpose (in the case of the synthesizers
which are described in this section) is the pseudo-random generators of Blum, Blum and
Shub [24] or the one of Hastad, Schrift and Shamir [70]. Given appropriate preprocessing,
both generators can be computed in NC! and their security is based on the assumption that
factoring integers (Blum-integers in [70]) is hard.

We note that all the constructions of this section give collections of pseudo-random syn-
thesizers. However, the security of theses synthesizers does not rely on keeping their key
private. As discussed in Section 4.1.4, this allows us to use a single synthesizer at all the
levels of Construction 4.1.1 (and of Construction 4.1.2).

Common Tools

In our constructions, we use the result of Goldreich and Levin [65] which gives a hard-core
predicate for “any” one-way function:

Theorem 4.1.9 ([65]) Let f be any one-way function. For every probabilistic polynomial-
time algorithm, A, for every polynomial, p() and all sufficiently large n,

1 1
Pr[A(f(z),r)=r0x] < =+ —,
AG@).r) =r o < 5+ o
where x and r are independently drawn from U, (recall that r ® x denotes the inner product
mod 2 of r and x).

In fact, we use their result in a slightly different context. Loosely speaking, if given f(z)
it is hard to compute g(z) with non-negligible probability, then given f(x) it is also hard to
guess g(x) ® r with non-negligible advantage over 1/2. To verify that the Goldreich-Levin
result applies in this context, let us state a main technical lemma regarding the Goldreich-
Levin-Rackoff reconstruction algorithm:?

Lemma 4.1.10 There ezists a probabilistic oracle machine M such that for any x € {0,1}",
any € > 0, and any probabilistic machine By, if

Eg B.(r)=rozx] >1/2+c¢,

then MB’”(I", £):

e runs in time (1/¢)* - poly(n),

2In fact, all these synthesizers can be made to output a logarithmic number of bits. Furthermore, given
stronger assumptions they may output an even larger number of bits. See Remark 4.1.3 for an example

3The Goldreich-Levin Theorem is a constructive one that enables reconstruction of = given an algorithm
for guessing z ® r. See [60] for details; the algorithm there is due to Rackoff.
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e makes O((n/€)?) queries to B,, and
e outputs a list L of O((1/¢)? - n) values such that

Priz € L] > 1/2.

Given this lemma, it is not hard to verify that if there exists an efficient machine that on
input f(z) guesses g(z) ® r with non-negligible advantage over 1/2, then there also exists
an efficient machine M that on input f(x) computes g(z) with non-negligible probability
(by first producing polynomial many candidates for ¢g(z) and then choosing among them
at random). In general, M may not be able to verify whether it got the right value g(z)
(unlike the case where g(x) = z, i.e. that f is a one-way function). However, in the contexts
of the Diffie-Hellman assumption, Shoup [140] has shown how to increase the certainty of a
machine such as M using the random-self reducibility of the problem.

In addition to the Goldreich-Levin result, the proof of security for all the constructions
uses the next-bit prediction tests of Blum and Micali [27]. The equivalence between pseudo-
random ensembles and ensembles that pass all polynomial-time next-bit tests was shown by
Yao [150].

The Diffie-Hellman Assumption

We now define a collection of pseudo-random synthesizers that are at least as secure as
the computational Diffie-Hellman assumption (DH-Assumption). This assumption was
introduced in the seminal paper of Diffie and Hellman [50] (as a requirement for the security
of their key-exchange protocol). The validity of the DH-Assumption was studied quite
extensively over the last two decades. A few notable representatives of this research are
(28, 93, 140]. Maurer and Wolf [93] and Boneh and Lipton [28] have shown that in several
settings the DH-Assumption is equivalent to the assumption that computing the discrete log
is hard. In particular, for any specific prime P there is an efficient reduction (given some
information that only depends on P) of the discrete log problem in Z% to the DH-Problem in
Z}. Shoup [140] has shown that the DH-Assumption holds against what he calls “generic”-
algorithms. See Section 3.1 for more details on these results and on the DH-Assumption in
general.

For concreteness, we state the DH-Assumption in the group 7z}, where P is a prime.
However, our construction works just as well given the DH-Assumption in other groups.
We use this fact in Section 4.1.8 to get pseudo-random synthesizers which are at least as
secure as Factoring. In order to formalize the DH-Assumption in Z%, we need to specify the
distribution of P. One possible choice is to let P be a uniformly distributed prime of a given
length. However, there are other possible choices. For example, it is not inconceivable that
P can be fixed for any given length. As in Chapter 3, we keep our results general by letting
P be generated by some polynomial-time algorithm IGppy (where IG stands for instance
generator):

Definition 4.1.6 (IGpy) The Diffie-Hellman instance generator, IGpy, is a probabilistic
polynomaal-time algorithm such that on input 1™ the output of IGpy s distributed over n-bit
Primes.
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In addition, we need to specify the distribution of a generator, g, of Z}. It can be shown
that if the DH-Assumption holds for some distribution of g, then it also holds if we let g be
a uniformly distributed generator of Z% (since there exists a simple randomized-reduction of
the DH-Problem for any ¢ to the DH-Problem with a uniformly distributed g).

All exponentiations in the rest of this subsection are in Z} (the definition of P will be
clear by the context). To simplify the notation, we omit the expression “mod P” from now
on. We can now formally state the DH-Assumption (for the instance generator given IGpy):

Assumption 4.1.1 (Diffie-Hellman [50]) For every probabilistic polynomial-time algorithm,
A, for every polynomial, q() and all sufficiently large n,

1
PI‘AP,g,ga,gb :gab <=

A ) ] q(n)
where the distribution of P is IGpy(1™), the distribution of g is uniform over the set of
generators of 7% and the distribution of {a,b) is (U,)*.

Based on this assumption we define a collection of I?® — I' pseudo-random synthesizers,
S DH-

Definition 4.1.7 For every n-bit prime, P, every generator, g, of Z}p and every r € I",
define spg, : I*™ — I by:

def
=g or.

VZU, Yy € [n, SP,g,r(xa y)
Let S,, to be the random wvariable that assumes as values the functions spg,, where the
distribution of P is IGpy(1™), the distribution of g is uniform over the set of generators of
73 and the distribution of r is U,. The function ensemble Spy is defined to be {S, }nen-

Note that in Section 4.2.1 we show a direct and efficient construction of n-dimensional
pseudo-random synthesizers based on the (stronger) decisional version of the DH-Assumption
(which gives very efficient pseudo-random functions).

Theorem 4.1.11 If the DH-Assumption (Assumption 4.1.1) holds, then Spy is a collection
of I*™ — I' pseudo-random synthesizers.

Proof. 1t is obvious that Spg = {S,, }nen is efficiently computable. Assume that Spy is not
a collection of pseudo-random synthesizers. Then there exists a polynomial m() such that
the ensemble E = {E,} is not pseudo-random, where F,, = Cg, (X,Y) for X and Y that are
independently drawn from (U,)™™. Therefore, there exists an efficient next-bit prediction
test, 7, and a polynomial ¢() such that for infinitely many n it holds that:

Given a prefiz of E, of uniformly chosen length, T succeeds to predict the next

bit with probability greater than % + ﬁ.
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We now show how to use 7 in order to define an efficient algorithm A such that for
infinitely many n, . .
a b ab
Pr [A(P,g,g .G, T) =g @T] >3 + )
where the distribution of P, g,a and b is as in the DH-Assumption and r is drawn from U,,.
By Theorem 4.1.9, this means that ¢ can also be efficiently computed which contradicts
the DH-Assumption and completes the proof of the lemma.

In the definition of A we use the fact that in order to compute ¢*¢ = (¢*)” = (¢¥)" it is
enough to either know ¢” and y or ¢¥ and z (i.e. it is not required to know both x and y).
This enables A to define a matrix which is distributed according to F,, such that one of its
entries is g® ® r (the value A tries to guess) and all other entries can be computed by A. It
is now possible for A to guess ¢* ® r by invoking 7 on the appropriate prefix of this matrix.

In more details, on input (P, g, g%, g°,r) the algorithm A is defined as follows:
1. Uniformly choose 1 <i,j < m(n).

2. Define X = {z1,...,%mm} and Y = {y1,...,Ymw)} by setting z; = a, y; = b and
independently drawing all other values from U,,.

3. Define B = (b,,)""") to be C

u,v=1

(X,Y).

Note that A4 knows all the values of X and Y except z; and y;. Therefore, A can
compute all the entries of B except b; ; = g o r.

SP,g,r

4. Invoke 7 and feed it with all the entries of B up to b;; (i.e. the first i — 1 rows and
the first j — 1 entries of the i row).

5. Output 7’s prediction of b ;.

It is obvious that A is efficient. Furthermore, since the distribution of B is exactly E,, it

is immediate that for infinitely many n, Pr [A(P, g,9%¢"1r)=9g*® 7"] > % + ﬁ, where the
distribution of P, g, a,b and r is as above. This contradicts the DH-Assumption and proves

the lemma. O

Corollary 4.1.12 If the DH assumption (Assumption 4.1.1) holds, then there exist pseudo-
random functions that are computable in NC? (given a sequential precomputation which is
part of the key-generating algorithm).

Proof. By Theorem 4.1.11, given that the DH-Assumption holds, Spy is a collection of
pseudo-random synthesizers. If the key-generating algorithm precomputes ¢g* mod P for
1 < i < n, then the functions of Spy can be evaluated in NC!. This precomputation
reduces any modular exponentiation (with g as the base) to an iterated multiplication and
an additional modular reduction (see also the discussion at the beginning of this section). By
Corollary 4.1.5, there exist pseudo-random functions in NC? (the key-generating algorithm
in both cases is sequential). O

Remark 4.1.2 Assume that IGpy(1™) has a single possible value, P, for every n. Then
Spr can be transformed into a synthesizer rather than a collection of synthesizers. In this

case, the key-generating algorithm of the pseudo-random functions we get is in “non-uniform”
NC.
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Composite Diffie-Hellman Assumption and Factoring

The collection of pseudo-random synthesizers, Spy, is at least as secure as the DH-Assumption
modulo a prime. As mentioned above, the DH-Assumption in any other group gives a cor-
responding construction of pseudo-random synthesizers with practically the same proof of
security. We now consider the DH-Assumption modulo a Blum-integer (composite DH-
Assumption). McCurley [95] and Shmuely [139] have shown that the composite DH-
Assumption is implied by the assumption that factoring Blum-integers is hard. See also
Section 3.2, for definitions and proof that are more consistent with our setting. We therefore
get a simple construction of pseudo-random synthesizers which is at least as secure as Fac-
toring. In the subsequent, we give the relevant definitions and claims (for better readability
we repeat some of the definitions from Section 3.2). We omit the proofs (since they are
practically the same as in Section 4.1.8).

To formalize the composite DH-Assumption we let this composite be generated by some
polynomial-time algorithm F'IG. We restrict the output of F'IG to the set of Blum-integers.
This restriction is quite standard and it is meant to simplify the reduction of the composite
DH-Assumption to factoring.

Definition 4.1.8 (FIG) The factoring instance generator, FIG, is a probabilistic polynomial-
time algorithm such that on input 1" its output, N, s distributed over 2n-bit integers, where
N = P -Q for two n-bit primes, P and Q, such that P = Q = 3 mod 4 (such an integer is
known as a Blum-integer).

We note that it is essential for FIG(1") to have super-polynomial number of possible val-
ues since otherwise factoring would be non-uniformly easy (in this respect it is very different
from the case of the Diffie-Hellman instance generator, IG py). One natural distribution of
FIG(1™) that has this property is the uniform distribution over 2n-bit Blum-integers.

All exponentiations in the rest of this subsection are in 7% (the definition of N will be
clear by the context). To simplify the notation, we omit the expression “mod N” from
now on. We can now define both the composite DH-Assumption and the assumption that
factoring Blum-integers is hard (for the instance generator FIG):

Assumption 4.1.2 (Composite Diffie-Hellman) For every probabilistic polynomial-time al-
gorithm, A, for every polynomial, q() and all sufficiently large n,

b
q(n)’

where the distribution of N is FIG(1"™), the distribution of g is uniform over the set of
quadratic-residues in Z% and the distribution of {a,b) is (Usn)?.

Pr[A(N,g,9%¢") = g”] <

Assumption 4.1.3 (Factoring) For every probabilistic polynomial-time algorithm, A, for
every polynomial, q() and all sufficiently large n,

1
PrlA(P-Q) € {P,Q}] < OL

where the distribution of N = P - Q is FIG(1™).
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We define a collection of I*" +— I' pseudo-random synthesizers, Sy (in analogy to the
definition of Spg):

Definition 4.1.9 For every 2n-bit Blum-integer, N, every quadratic-residue, g, in Z% and
every v € I*™, define sy 4, : I*" — I' by:

def

Yo,y € I, sy g (7,y) = g™ O

Let S,, to be the random variable that assumes as values the functions sy 4., where the
distribution of N is FIG(1"™), the distribution of g is uniform over the set of quadratic-
residues in Zy and the distribution of r is Us,. The function ensemble Spy is defined to be

{Sn}neN-

In the same way Theorem 4.1.11 was proven we get that:

Theorem 4.1.13 If the composite DH-Assumption (Assumption 4.1.2) holds, then Sp is a
collection of I*" — I' pseudo-random synthesizers.

As shown in [95, 139] and in Theorem 3.2.1, the composite DH-Assumption (Assump-
tion 4.1.2) is implied by the factoring assumption (Assumption 4.1.3). We therefore get
that:

Corollary 4.1.14 (of Theorem 4.1.13) If factoring Blum-integers is hard (Assumption 4.1.3),
then Sg is a collection of I'™ — I' pseudo-random synthesizers.

Finally, we can conclude that:

Corollary 4.1.15 If factoring Blum-integers is hard (Assumption 4.1.3), then there exist
pseudo-random functions that are computable in NC? (given a sequential precomputation
which is part of the key-generating algorithm,).

The RSA Assumption

We now define two collections of pseudo-random synthesizers under the assumption that
the RSA-permutations of Rivest, Shamir and Adleman [126] are indeed one-way (i.e. under
the assumption that it is hard to extract roots modulo a composite). This assumption is
not weaker than the factoring assumption. However, the constructions based on RSA might
have other advantages. For example, the second RSA-construction gives pseudo-random
synthesizers with linear output length under the assumption that Q(n) least-significant bits
are simultaneously hard for RSA. Another reason to include these constructions is that they
use several interesting techniques that might be useful elsewhere.

As was the case with the previous assumptions, we keep the definition of the RSA-
Assumption general by using some polynomial-time instance generator, IGprsa (our con-
structions of synthesizers however will impose further conditions on IG pg4):

Definition 4.1.10 (IGgrsa) The RSA instance generator, IGrsa, is a probabilistic polynomial-
time algorithm such that on input 1™ its output is distributed over pairs (N,e). Where
N = P -Q 1is a 2n-bit integer, P and Q) are two n-bit primes and e € Z’;(N) (i.e. e is
relatively prime to the order of 7% which is denoted by p(N)).
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All exponentiations in the rest of this subsection are in Z} (the definition of N will be
clear by the context). To simplify the notation, we omit the expression “mod N” from now
on. We can now define the RSA-Assumption (for the instance generator given IGrga):

Assumption 4.1.4 (RSA [126]) For every probabilistic polynomial-time algorithm, A, for
every polynomial, q() and all sufficiently large n,

&Y —m L
Pr[A(N,e,m®) =m] < )

where the distribution of (N,e) is IGrsa(1™) and m is uniformly distributed in 7.

The RSA-Assumption gives a collection of trapdoor one-way permutations: the public
key is (IV, e), the function fy . is defined by fy.(m) = m* and the trapdoor-key is (N, e, d),
where d = e~' mod z}, v, (which enables efficient inversion by the formula m = (m)?).
In Section 4.1.7 we showed a general construction of pseudo-random synthesizers out of
trapdoor one-way permutations. However, a straightforward application of this construction
to the RSA collection gives very inefficient synthesizers. In the following few paragraphs we
describe this construction, the reasons it is inefficient and some of the ideas and tools that
allow us to get more efficient synthesizers (which are also computable in NC').

Applying the construction of Section 4.1.7 to the RSA collection (using the Goldreich-
Levin [65] hard-core predicate) gives the following collection of synthesizers: The key of each

synthesizer is a uniformly distributed string r and for every x,y € I", s.(x,y) ol o,
where x samples the trapdoor-key (NN, e, d) and y samples a uniformly chosen element m €
Z%. The most obvious drawback of this definition is that computing the value s,(z,y)
consists of sampling an RSA trapdoor-key. In particular, computing s,(z,y) consists of
sampling a Blum-integer, N. This (rather heavy) operation might be acceptable as part
of the key-generating algorithm of the pseudo-random synthesizers (or functions) but is
extremely undesirable as part of their evaluation.

In the direct constructions of pseudo-random synthesizers based on RSA, we manage to
“push” the composite N into the key of the synthesizers (thus overcoming the drawback
described in the previous paragraph). Nevertheless, we are still left with the following
problem: Computing m? in NC' requires precomputation that depends on m. To enable
this precomputation, it seems that m needs to be part of the key as well. However, in the
construction which is described above, m depends on the input and is uniformly distributed
for a random input. In order to overcome this problem, we show a method of sampling
m almost uniformly at random in a way that facilitates the necessary preprocessing. This
method uses the subset product functions. We first define these functions and then describe
the way they are used in our context.

Definition 4.1.11 Let G be a finite group and let i = {y1, ..., yn} be an n-tuple of elements
in G. For any n-bit string, © = x; ... x,, define the subset product SPg 3(x) to be the product
i G of the elements y; such that x; = 1.

The following lemma was shown by Impagliazzo and Naor [74] and is based on the leftover
hash lemma of [71, 78]:
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Lemma 4.1.16 ([74]) Let G be a finite group, n > clog |G| and ¢ > 1. Then for all but an
exponentially small (in n) fraction of the choices of i € (G)", the distribution SPg U,) is
statistically indistinguishable within an exponentially small amount from the uniform distri-
bution over G.

Let N be a 2n-bit integer, Lemma 4.1.16 gives a way of defining a collection of functions
{fx : ™ — Z%}, which solves the problem of sampling an almost uniformly distributed
element m € 77 for which m? can be computed in NC*. This collection is { f3}5 = {SPzx 5} 4,
where § = {g1,..., 93} is a sequence of 3n elements in Z%. The functions {f;}; have the
following properties:

1. For almost all choices of the key § we have that f3(Us,) is almost uniformly distributed
in Z.

2. Following preprocessing that depends only on the key, g, each value (fz(x))? can be
computed in NC'. The values that need to be precomputed are g?j, where 1 <1 < 3n
and 0 < j < the length of y. With these values, the computation of (fz(x))¥ is reduced
to a single iterated multiplication (and an additional modular reduction).

The First RSA Construction

For our first RSA construction we need to assume that it is hard to extract the e root
modulo a composite when e is a large prime. To formalize this, we assume that for every
possible value (N, e) of IGrsa(1™) we have that e is a 2n-bit prime (which in particular
means that e € Z7, ). Based on this version of the RSA-Assumption we define a collection
of I°" +— I' pseudo-random synthesizers, Sgga::

Definition 4.1.12 Let N be a 2n-bit integer, let § = {g1,...,93.} be a sequence of 3n
elements in Z% and let r be a 2n-bit string. Define the function sy g, : 1% +— I' by:

Vo, y € I sy g, (1,y) < (SPZ;V@(x))y or.

Let S,, to be the random wvariable that assumes as values the functions sy g,, where the
distribution of N is induced by IGrsa(1") and § and r are uniformly distributed in their
range. The function ensemble Srsa1 is defined to be {S,}nen-

Note that the only reason we let y be a 3n-bit number (instead of a 2n-bit number)
is to make both inputs of sy, be of the same length (which not really necessary for our
constructions).

Theorem 4.1.17 If the RSA-Assumption (Assumption 4.1.4) holds when for every possible
value (N,e) of IGrsa(1™) we have that e is a 2n-bit prime. Then Sgrsai s a collection of
I — I' pseudo-random synthesizers.

Proof. 1t is obvious that Sgsa; = {Sy }nen is efficiently computable. Assume that Sgga; is
not a collection of pseudo-random synthesizers. Then there exists a polynomial m() such
that the ensemble E = {E,} is not pseudo-random, where E, = Cg, (X,Y) for X and Y
that are independently drawn from (Us,)™™. Therefore, there exists an efficient next-bit
prediction test, 7, and a polynomial ¢() such that for infinitely many n it holds that:
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Given a prefiz of E, of uniformly chosen length, T succeeds to predict the next
bit with probability greater than % + ﬁ.

We now show how to use 7 in order to define an efficient algorithm A such that for

infinitely many n,
. . 1 1
Pr[A(N,e,m® z,r) =m* ©r] > 5 + 2q(n)’

where the distribution of N, e and m is as in the RSA-Assumption (with the restriction that
e is a 2n-bit prime), r is drawn from Uy, and z is uniformly distributed over the set of 3n-bit
integers that are relatively prime to e. By Theorem 4.1.9, this means that m* can also be
efficiently computed with non-negligible probability. Following Shamir [137], we note that
given any z such that ged(e,z) = 1 and given m? it is easy to compute m. The reason is
that if ged(e, z) = 1 then m can be computed by the formula m = (m®)*(m?)® where a,b € 7
satisfy that ae+bz = 1 (and can be efficiently computed as well). Thus, the existence of such
an algorithm A contradicts the RSA-Assumption and completes the proof of the lemma.

The algorithm A defines a matrix B which is almost identically distributed as E,,. One of
the entries of B is m* ® r (the value A tries to guess) and all other entries can be computed
by A. It is now possible for A to guess m* @ r by invoking 7 on the appropriate prefix of
this matrix. In more details, on input (N, e, m¢, z,r) the algorithm A is defined as follows:

1. Uniformly choose 1 <i,j < m(n).

2. Define the values {hi,..., hpm} and {di, ..., dmm)} by setting h; = m, uniformly
drawing all other h,’s from Z}, setting d; = z - e~" mod () and drawing all other
d,’s from Us;,.

3. Define B = (bu,v)um,gz by setting by, = (((hu)e)dv) Or.

Note that A can compute any entry b,, except b;; = m* © r. The reason is that
if v # j then A knows both d, and (h,)¢ and if v # ¢ then A can compute b, ; =

(((hu)e)z'e_l) ® 1 = (hy)* ® r since it knows both h, and z.

4. Invoke 7 and feed it with all the entries of B up to b;; (i.e. the first i — 1 rows and
the first j — 1 entries of the i row).

5. Output 7’s prediction of b; ;.

It is obvious that A is efficient. In order to complete the proof, we need to show that if
(N,e,m, z,r) are distributed as above, then B and F,, are of exponentially small statistical
distance. This would imply that (for infinitely many n) if we feed 7 with the bits of B up
to b; ; it predicts b; ; = m* ©r with probability greater than, say, %+ m. As argued above,
this would contradict the RSA-Assumption and would complete the proof.

To see that B and F,, are indeed statistically close notice that:

e Since e € Zjyy and V1 < u < m(n) the value m, is uniformly distributed in Z};, we
have that V1 < u < m(n) the value (m,) is also uniformly distributed in Z%.
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By Lemma 4.1.16, we therefore have that the distribution of {(17,)°}1<u<m(n) is sta-
tistically close to the distribution of {szyv,g(fvu)hgugm(n) for uniformly distributed

values {1, ..., Zmm)} € ([3n)m(n) and G = {g1,..., g3} € (ZY)*".

e For z that is chosen from Us, the distribution of z - e~ mod ¢(N) and Us, mod p(N)
are statistically close. Since e is a large prime, even given the restriction that z is
relatively prime to e these distributions are statistically close.

Given these two observations it is easy to verify that B and FE,, are indeed of exponentially
small statistical distance. O

Claim 4.1.5 The functions in Sgsa1 can be evaluated in NC (given a sequential precom-
putation which is part of the key-generating algorithm).

Proof. Given that the key-generating algorithm precomputes (gi)Qj for 1 < 4,57 < 3n, the
evaluation of functions in Sgg4; is reduced to an iterated multiplication and an additional
modular reduction. O

The Second RSA Construction

The security of Spga1 depends on the assumption that it is hard to extract the e root mod-
ulo a composite, where e is a large prime. Here, we define another collection of synthesizers
under the assumption that it is hard to extract the e’* root modulo a composite, N, without
any restriction on the distribution of e € LNy However, we introduce a new restriction on
the possible values of the composite N:

Definition 4.1.13 Let GG, be the set of 2n-bit integers N = P - Q) such that P and Q are

two n-bit primes and o(N) has no odd factor smaller than n?.

It is easy to verify that if N € GG, then a sequence of 3n uniformly-chosen odd-values, d=
{di,...,ds,} € Zy, have a constant probability to be in (Z’;( N)) . (indeed this probability
is 1 —o(1)). By Lemma 4.1.16, given such a sequence, it is easy to almost uniformly sample
any polynomial number of values in Ly (ny €ven without knowledge of p(N).* This can be
done by using the subset product function SP,. ; Notice that here the subset product

N b
function serves an additional role to the one already described above.

Sieve theory shows that G,, is not too sparse. For example, denote by B(x) the number
of primes p smaller than z such that (p — 1)/2 is the product of two primes each of which
is larger than p'/*. Then there exists a positive constant ¢ such that B(x) >

CT

. See
log?
[121] for several results of this sort (which are more than sufficient for our purpose). As a
result we get that: (a) If the RSA-assumption holds for a uniformly distributed value of N,
then it also holds under the restriction N € G,,. (b) The uniform distribution over G,, can

4Provided that we allow the representation of values in Z:;(N) as large integers. That is, we let any integer

v represent v = v mod p(IN). We note that such a value v is just as good as u for our proof as long as v

is bounded by poly(N). In particular, using such a representation it is possible to compute SP,.  » even
pvy®

without knowledge of o(N).
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be efficiently sampled (using Bach’s algorithm [11]). Given (a) and (b) it seems that this
restriction is rather reasonable.

Based on the RSA-Assumption with the restriction that N € G,,, we define a collection
of I°" — I' pseudo-random synthesizers, Sggao. In the definition of Skg42, we use the least-
significant bit (LSB) instead of the Goldreich-Levin hard-core bit. Alexi et. al. [4] showed
that LSB is a hard-core bit for RSA. Fischlin and Schnorr [54] have recently provided a
stronger reduction for this bit.

Definition 4.1.14 Let N be a 2n-bit integer, let § = {g1,..., 93} be a sequence of 3n
elements in Z% and let d = {dy, ... ,ds,} be a sequence of 3n elements in LNy Define the
function s - 7 I TY by:

e SPZ* ,"(y)>
o,y € I sy 2 i2,y) = LSB | (SPey 4()) < by

Let S,, to be the random wvariable that assumes as values the functions SN g.d> where the

distribution of N is induced by IGrsa(1™) and § and d are uniformly distributed in their
range. The function ensemble Sgsas is defined to be {S,}nen.

Theorem 4.1.18 If the RSA-Assumption (Assumption 4.1.4) holds when for every possible
value (N, e) of IGrsa(1") we have that N € G,,. Then Sgrsaa is a collection of I%" +— I'
pseudo-random synthesizers.

Proof. Tt is obvious that Sggas = {S, }nen is efficiently computable. Assume that Sgpgao is
not a collection of pseudo-random synthesizers. Then there exists a polynomial m() such
that the ensemble £ = {F,} is not pseudo-random, where E, = Cg (X,Y) for X and Y
that are independently drawn from (Us,)™™. Therefore, there exists an efficient next-bit
prediction test, 7, and a polynomial ¢() such that for infinitely many n it holds that:

Given a prefiz of E, of uniformly chosen length, T succeeds to predict the next
bit with probability greater than % + ﬁ.

We now show how to use 7 in order to define an efficient algorithm A such that for

infinitely many n, . .

Pr[A(N,e,m?) = LSB(m)| > 5+ Sq(n)’
where the distribution of N, e and m is as in the RSA-Assumption (with the restriction that
N € G,). By [4], this contradicts the RSA-Assumption and completes the proof of the
lemma.

The basic idea in the definition of the algorithm A is similar to the proof of Theo-
rem 4.1.17: the algorithm A defines a matrix B which is almost identically distributed as
E,,. One of the entries of B is LSB(m) (the value A tries to guess) and all other entries can
be computed by A. It is now possible for A to guess LSB(m) by invoking 7 on the appro-
priate prefix of this matrix. In more details, on input (N, e, m®) as above, the algorithm 4
is defined as follows:
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1. Uniformly choose 1 <i,j < m(n).

2. Define € to be e - d, where d is almost uniformly distributed in Z7, y, (such a value d
can be sampled because N € G,,).

Note that ¢ is almost uniformly distributed in Z7,y,

3. Define the values {hi,..., hpm} and {di,... dmm)} by setting h; = m, uniformly
drawing all other h,’s from Z%, setting d; = ¢ ! mod p(N) and sampling all other d,’s
almost uniformly from 27 y.

A\ dy
4. Define B = (by,,)"", by setting by, = LSB (((hu)e) )

Note that A can compute any entry b, , ezxcept b;; = LSB(m). The reason is that
if v # j then A knows both d, and (h,)? and if u # ¢ then A can compute b, ; =

LSB <((hu)é)é_1> — LSB((hy)) since it knows hy.

5. Invoke 7 and feed it with all the entries of B up to b;; (i.e. the first i — 1 rows and
the first j — 1 entries of the i row).

6. Output 7’s prediction of b ;.

It is obvious that A is efficient. It is also easy to verify that if (N, e, m¢) is distributed as
above, then B and F,, are of exponentially small statistical distance. Therefore, for infinitely
many n, if we feed 7" with the bits of B up to b; ; it predicts b; ; = LSB(m) with probability
greater than, say, % + m. As argued above, this contradicts the RSA-Assumption and
completes the proof of the lemma. O

Claim 4.1.6 The functions in Sgsas can be evaluated in NC' (given a sequential precom-
putation which is part of the key-generating algorithm).

Proof. Given that the key-generating algorithm precomputes (gi)Qj for 1 < 4,5 < 3n, the
evaluation of functions in Sgg42 is reduced to two iterated multiplication and two modular
reductions. O

Remark 4.1.3 Since Alexi et. al. [4] showed that the logn least-significant bits are simul-
taneously hard for RSA we can adjust the functions in Srsas to output logn bits. If we
make a stronger assumption, that Q(n) bits are simultaneously hard for RSA, we get a direct
construction of pseudo-random synthesizers with linear output size. Although the stronger
assumption is not known to be equivalent to the RSA-Assumption it is still quite standard.

4.1.9 Pseudo-Randomness and Learning-Theory
Synthesizers Based on Hard-to-Learn Problems

The “traditional” connection between cryptography and learning theory is using crypto-
graphic assumptions to deduce computational non-learnability results. Blum, Furst, Kearns
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and Lipton [23] have suggested that the other direction is interesting as well. They have
shown how to construct several cryptographic primitives out of hard-to-learn functions, in a
way that preserves the degree of parallelism of the functions. A major motivation for pre-
senting such constructions is the simplicity of function classes that are believed to be hard
for efficient learning.

We show that, under the definitions of [23], pseudo-random synthesizers can easily be con-
structed from distributions of functions that are hard to learn. Thus, by our constructions,
two additional cryptographic primitives can be constructed in parallel out of hard-to-learn
functions: (1) pseudo-random generators with large expansion ratio (without assuming, as in
(23], that the functions are hard to learn with membership queries) and (2) pseudo-random
functions.

There is a difference between standard learning-theory definitions and standard crypto-
graphic definitions. Loosely speaking, a collection of concepts is hard to learn if for every
efficient algorithm there exists a distribution over the concepts that is hard to learn for this
specific algorithm. In cryptographic settings the order of quantifiers is reversed: the hard
distribution should be hard for every efficient algorithm. In order for hard-to-learn problems
to be useful in cryptographic settings an average-case learning model is introduced in [23].

Informally describing one of the definitions in [23], we can say that a distribution en-
semble of functions, F = {F,, }ey, is not weakly predictable on the average with respect to a
distribution D on the inputs, if the following holds: There is no efficient algorithm that can
predict f(z) with probability % + m, given & and a polynomial sequence {(x;, f(x;))},
where f is distributed according to %‘n and all the inputs are independently distributed
according to D.

It is easy to verify that a distribution ensemble of functions, F', is not weakly predictable
on the average with respect to the uniform distribution if and only if it is a collection
of weak pseudo-random functions. Thus, by Lemma 4.1.7, such a distribution defines a
pseudo-random synthesizer S, where S(z,y) is simply fz,1n)(z) (recall that fz, =) denotes
the function that is sampled from F), using y as random bits). Using S we can construct
pseudo-random generators and pseudo-random functions. Moreover, by Lemma 4.1.1. the
pseudo-random generator we construct may have a large expansion ratio (n'~¢ for every
e > 0). The pseudo-random generator constructed in [23] under the same assumption has
expansion ratio bounded above by 1+ 1/n.

A Concrete Hard-to-Learn Problem

Consider the following distribution on functions with parameters & and n. Each function
is defined by a uniformly distributed pair of disjoint sets A, B C {1,...,n}, each of size
k. Given an m-bit input, the output of the function is the exclusive-or of two values: the
parity of the bits indexed by A and the majority of the bits indexed by B. In [23], it is
estimated that these functions (for & = logn) cannot be weakly predictable without using
“profoundly” new ideas. If indeed this distribution of functions is not weakly predictable on
the average (for any k), then it defines an extremely efficient synthesizer. Therefore, using
our constructions, we get rather efficient parallel pseudo-random functions.
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The Application of Pseudo-Random Functions to Learning Theory

As observed by Valiant [146], if a concept class contains pseudo-random functions, then we
can deduce a very strong unlearnability result for this class. Informally, it means that there
exists a distribution of concepts in this class that is hard for every learning algorithm, for
every “non-trivial” distribution on inputs even when membership queries are allowed. Since
no parallel pseudo-random functions were known before the current work, this observation
could not have been applied to NC.

Nevertheless, other techniques based on cryptographic assumptions were used in [8, 80,
81] to show hardness results for NC* and TC°. For example, Kharitonov [81] used the follow-
ing fact: after preprocessing, a polynomial-length pseudo-random bit-string (based on [24])
can be produced in TC? (the length of the string can stay undetermined at the preprocessing
stage). The existence of pseudo-random functions in NC' (as shown in this chapter under
several assumptions) is still of interest to computational learning theory because the result
it implies is stronger than previous results. To briefly state the difference, we note that the
results of [8, 80] use a very specific distribution on the inputs that is hard-to-learn and the
results of [81] strongly rely on the order of quantifiers in learning-theory models which was
mentioned above (e.g. for any given learning algorithm [81] shows a different hard concept
which can still be easily learned by an algorithm which has a somewhat larger running-time).

4.2 Concrete Constructions of Pseudo-Random Func-
tions

In this section we describe two related constructions of pseudo-random functions based on
number-theoretic assumptions. The first construction gives pseudo-random functions iff the
decisional version of the Diffie-Hellman assumption (DDH-Assumption) holds. The second
construction is at least as secure as the assumption that factoring the so called Blum-integers
is hard.® Having efficient pseudo-random functions based on factoring is very desirable since
this is one of the most established concrete intractability assumption used in cryptography.
The construction based on the DDH-Assumption is also attractive since these pseudo-random
functions are even more efficient (in that they have a larger output size) and since the
construction is linear-preserving (see Remark 4.2.1). To better understand the security
of our constructions we include in Chapter 3 a study of the underlying assumptions. As
discussed in Section 4.2.2, the constructions of this section are motivated by the construction
of Section 4.1 (and in particular by the notion of k-dimensional synthesizers).

The pseudo-random functions that are constructed in this section are efficient (computing
the value of the function at a given point is comparable with two modular exponentiations
which is much more efficient than previous proposals), have shallow depth (given appropriate
preprocessing of the key, the value of the functions at any given point can be computed in
TC®) and have a simple algebraic structure. The properties of our pseudo-random functions

5In fact we prove the security of the second construction based on a generalized version of the computa-
tional DH-Assumption (GDH-Assumption). However, breaking the GDH-Assumption modulo a composite
would imply an efficient algorithm for factorization (as shown in Section 3.2 and [139]).
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and their consequences are discussed at length in the introduction.

The notation and definitions used in this section are given in Chapter 2 (in particular we
use definitions of pseudo-randomness from there). In addition, we rely on the definitions of
the relevant assumptions from Chapter 3 (mainly on the definition of the DDH-Assumption).

Organization

In Section 4.2.1 we describe a construction of pseudo-random functions based on the DDH-
Assumption, prove its security and consider its complexity. In Section 4.2.2 we define the
GDH-Assumption and show a related construction of pseudo-random functions based on this
assumption. In Section 4.2.3 we consider some of the possible features of our pseudo-random
functions.

4.2.1 Construction of Pseudo-Random Functions

In this section we describe a construction of pseudo-random functions based on the DDH-
Assumption, prove its security and consider its complexity. A related construction (based
on a weaker assumption) is described in Section 4.2.2.

Construction and Main Result

Construction 4.2.1 We define the function ensemble F = {F,},en. For every n, a key
of a function in F, is a tuple, (P,Q,g,ad), where P is an n-bit prime, Q a prime divisor of
P — 1, g an element of order Q in Z% and @ = (ag, a1, . ..a,) a sequence of n + 1 elements
of Zg. For any n-bit input, v = x129 -+ + Ty, the function fpg ga ts defined by:

fragalz) =

The distribution of functions in F,, is induced by the following distribution on their keys: @
is uniform in its range and the distribution of (P,Q, g) is IG(1™) (see Definition 3.1.1).

It is clear that F is efficiently computable (since IG is efficient). The pseudo-randomness
property of F'is the following:

Theorem 4.2.1 Let F = {F,},ex be as in Construction 4.2.1. If the DDH-Assumption
(Assumption 3.1.1) holds, then for every probabilistic polynomial-time oracle machine M,
every constant o > 0, and all sufficiently large n,

1
[PrMIPead(P,Q,g) = 1] — PrM™2(P,Q, g) = 1]| < o

where in the first probability fpo.ga 15 distributed according to F, and in the second prob-
ability, the distribution of (P,Q,g) is IG(1") and Rpg , is uniformly chosen in the set of
functions with domain {0,1}"™ and range (g) (the subgroup of 7% generated by g).
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Remark 4.2.1 It is easy to verify from the proof of Theorem 4.2.1 that the following, more
quantitative, version of the theorem also holds:

Assume that there ezists a probabilistic oracle machine with running time t = t(n) that
distinguishes fpgqa from Rpg, (as in Theorem 4.2.1) with advantage ¢ = e(n). Then
there exists a probabilistic algorithm with running time poly(n) - t(n) that breaks the DDH-
Assumption with advantage (n)/n. Therefore, the reduction is linear-preserving (see [89]).
This reduction 1s rather unique in that the security of the functions does not significantly
decrease when the number of queries the distinguisher makes increases.

Given Theorem 4.2.1, we have that F' is “almost” an efficiently computable pseudo-
random function ensemble. There is one difference: A function fpg,z in F,, has domain
{0,1}™ and range (g). Therefore, different functions in F,, have different ranges which de-
viates from the standard definition of pseudo-random functions. However, for many ap-
plications of pseudo-random functions this deviation does not present a problem (e.g., the
applications of pseudo-random functions to private-key authentication and identification and
their applications to digital signatures [17]). In addition, it is rather easy to construct from
F' pseudo-random functions under the standard definition. In order to show this, we need
the following lemma which is a simple corollary of the leftover hash lemma [71, 78]:

Lemma 4.2.2 Let n,? and e be three positive integers such that 3e < ¢ < n. Let X C {0,1}"
be a set of at least 2° elements and x uniformly distributed in X. Let H be a family of pair-
wise independent, {0,1}" — {0,1}73¢, hash functions. Then for all but a 27¢ fraction of
h € H the uniform distribution over {0,1}°73¢ and h(x) are of statistical distance of at most
27¢.

Lemma 4.2.2 suggests the following construction:

Construction 4.2.2 Let ¢ = {(n) be an integer-valued function such that for any output,
(P,Q,g), of IG(1") we have that Q > 2™, Let F = {F,},ex be as in Construction 4.2.1
and ¥n, let H, be a family of pair-wise independent, {0,1}" +— {0,1}/2 hash functions.
We define the function ensemble F = {Fn}neN. For every n, a key of a function in F, is a
pair, (k,h), where k is a key of a function in F, and h € H,. For any n-bit input, x, the

function fi is defined by:

Frn(@) = h(fiu(@)).
The distribution of functions in F, is induced by the following distribution on their keys: h
15 uniform wn H, and the distribution of k s the same as the distribution of keys in F,.

Note that choosing the range of the hash functions to be {0, 1}“™)/2 is arbitrary. One can
choose the range to be {0,1}4™=¢() for any function e(n) such that 27¢™/3 is negligible.
Using Theorem 4.2.1 and Lemma 4.2.2 we can easily conclude:

Theorem 4.2.3 If the DDH-Assumption (Assumption 3.1.1) holds, then F = {F,}nex (a5
in Construction 4.2.2) is an efficiently computable pseudo-random function ensemble.

Remark 4.2.2 From Theorem 4.2.1 and Lemma 4.2.2 it follows that F = {F,}nen remains
indistinguishable from the uniform function-ensemble even when the distinguisher has access
to (P,Q, g) and to h (as in the definition of functions in F,,).
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Proof of Security

There are a few possible approaches to proving Theorem 4.2.1. One approach is related
to Construction 4.1.1 (and in particular to the concept of an n-dimensional synthesizer).
Indeed, Construction 4.1.1 has motivated the constructions of Section 4.2 (the connection is
described in Section 4.2.2). However, the proof we give here for Theorem 4.2.1 follows an
analogous line to the proof of security for the GGM-Construction of pseudo-random functions
[62]. This may seem surprising since the two constructions look very different. Nevertheless,
in some sense, one may view our construction as a careful application (or a generalization)
of the GGM-Construction. In the following few paragraphs we describe the similarities and
differences between the two constructions.

Let G be a pseudo-random generator that doubles its input. Define G° and G such that
for any n-bit string x, both G°(x) and G'(x) are n-bit strings and G(x) = (G°(z), G'(x)).
Under the GGM-Construction, the key of a pseudo-random function f, : {0,1}" — {0,1}"
is a uniformly chosen n-bit string, s. For any n-bit input, x = xyx5 - - - x,,, the function f; is
defined by:

fol@) B G (- (GG (5) ).

The definition of f; can be thought of as a recursive labeling process of a depth-n binary
tree. The key s is the label of the root and it induces a labeling of all the nodes in the tree.
The labels of the 2™ leaves correspond to the 2™ different outputs of the function. In contrast,
in our construction no tree appears in the design and no particular order is attached to the
input bits. Nevertheless, we were able to relate the proof of security of the two constructions.

The DDH-Assumption implies a simple pseudo-random generator that practically dou-

bles its input: Gpg.g4e(b) = (g, g°?) (whose output is a pseudo-random pair of values in the

subgroup generated by g) . It is tempting to use this generator for the GGM-Construction.
However, a straightforward application of the GGM-Construction would give a rather inef-
ficient function. We therefore suggest a slight change to the definition of the generator:

~ ~ ~ def a-
GPvagvg“(gb) = <G(1)3,Q,g,g“(gb)7G}D,Q,g,g“(gb» = <gbag b)'

At a first look this seems absurd: G P.0.g.9¢ 18 Dot efficiently computable unless the DH-
Problem is easy. Therefore, if G P0.g.q¢ 15 efficiently computable, then it is not pseudo-
random. However, G P.Q.q.9¢ has the following property that allows us to use a generalization
of the GGM-Construction: G'pg.44:(g°) is efficiently computable if either a or b are known.
A more general way to state this is:

1. Gpggge is efficiently computable (on any input), given the random bits that were used
to sample it (in particular, given a).

2. For any G p g0, it is easy to generate the distribution of its output, Gpg.44(g°), on
a uniformly chosen input (this fact implies Lemma 4.2.4).

We now obtain the pseudo-random functions of Construction 4.2.1 using the GGM-Construction
where at each level of the construction we use a different value, g*, for the generator:

dif T

vaQvgva()valy"'va’n (ZU) — P,Q,g,9%" ( o ( JI;?Q,g,g‘I?( JI;I,Q,g,gal (gao)) o )



74 CHAPTER 4. CONSTRUCTIONS OF PSEUDO-RANDOM FUNCTIONS

We turn to the formal proof of Theorem 4.2.1. First we show (in Lemma 4.2.4) that
a polynomial sample, (Gpg.g4:(9"), ... Gpogq(9%)) is pseudo-random iff a single sample,
G P.0.g.9¢(9%), is pseudo-random. In preliminary versions of this work the proof of Lemma 4.2.4
used a hybrid-argument based on property (2) above (which is similar to the corresponding
argument in [62]). However, Victor Shoup has pointed out that one can use the randomized-
reduction of the DDH-Problem (see Section 3.1.3) for an alternative proof of the lemma.
The new proof is both simpler and more security-preserving. Given a distinguisher for
the polynomial-sample we get a distinguisher for the single sample that achieves the same
advantage. Based on this property, the security of the functions in our proof of Theorem 4.2.1
does not significantly decrease when the number of queries the distinguisher makes increases
(which is very different from the proofs of security for the functions in [62] and in Section 4.1).

Definition 4.2.1 Let n and t be any pair of positive integers. Define the two distributions
Iﬁt and If)tR as follows:

n,t def a c c
I§ S (P,Q,g,9% 9", 07, 6", g%)

and
def

Igp & (P,Q,9,9% 9" ¢"", ... g%, ¢""),
where (P, Q, g) is distributed according to IG(1™) and all the values in {a,by, ... by, c1,. .., ¢)
are uniform in Zg.

Lemma 4.2.4 (Indistinguishability of a Polynomial Sample) If the DDH-Assumption (As-
sumption 3.1.1) holds, then for every probabilistic polynomial-time algorithm D, every poly-
nomial t(+), every constant o > 0 and all sufficiently large n,

n,t(n n,t(n ]_
[PrD") = 1] = PDUR™) = 1] < —.

Proof. Let ¢ = £(n) be any positive real-valued function. Assume that there exists a
probabilistic polynomial-time algorithm D and a polynomial #(-) such that for infinitely
many n,

PD(IER)) = 1] = PrDIR™)) = 1] > 2(n).

We define a probabilistic polynomial-time algorithm A such that for infinitely many n,
PHA(P,Q,g,9% " g"") = 1] = Pr[A(P,Q, g, " ", ¢°) = 1]| > &(n),

where the probabilities are taken over the random bits of A, the choice of (P, @, g) according
to the distribution IG(1") and the choice of a,b and ¢ uniformly at random in Zg. For
e(n) = = this contradicts the DDH-Assumption and completes the proof of the lemma.

Let the input of A be (P,Q, g, g, ¢°, ¢°), where P is n-bit long and ¢ is either a-b mod @
or uniform in Zq. Using a randomized reduction similar to that in the proof of Lemma 3.1.2,
A generates t(n) random pairs ¢%, g% such that Vi,é; = a - b; mod Q iff ¢ =a-bmod Q. A
now invokes D on these values to distinguish between the two possible distributions of its
own input. More formally, A executes the following algorithm:
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1. Define t = t(n) and sample each one of the values in (dy,...,dy e€1,...,e;) uniformly
at random in Z.

2. Define the sequence I to be

<Pa Qa g, gll, ﬁd1,e1 (gaa gba gé)a v 77’édt,et(ga7 gba gé)>7

where
d.

Vi, Rae (9% 0" 9°) = (gb)di %, (o) (g
3. Output D(I)

Denote by g%, g% the value Ry, ..(g% ¢°, ¢°). By the same arguments used in the proof of
Lemma 3.1.2 we have that:

o If ¢ = a-bmodQ, then by,...,b are uniform in Zg (and independent of each other
and of a) and Vi, ¢; = a-b; mod Q.

o If ¢ # a-bmodQ, then by,...,b, ¢, ..., b, ¢ are all uniform in Z¢ (and independent
of each other and of a).

Therefore, by the definitions of A, IInDtR and Tﬁt it easily follows that:
PrlA(P,Q, 9.9 ¢, 9"") = 1] = Pr[D(IpR) = 1]

and Pr[A(P, Q. 9, 9% ¢" ¢°) = 1] = Pr[D(Ig') = 1].

It is now immediate that infinitely many n,

PA(P,Q, g, 9% ¢, g*") = 1] = PrLA(P, Q, 9, 9% ¢", 9°) = 1]| > £(n),
where the probabilities are as above. O

The proof of Theorem 4.2.1 given Lemma 4.2.4 uses a hybrid-arguments which is a proof-
technique for showing that two distributions are indistinguishable. See [60] for details on
hybrid-arguments. Loosely, the method for showing that D and D’ are indistinguishable
is to (1) Define a polynomial-length sequence of efficient distributions Dy, Dy, ..., D,, with
Dy = D and D,, = D'. (2) Show that any two neighboring distributions D, ; and D; are
indistinguishable. In fact, in the uniform version of this argument (e.g. in the proof of Theo-
rem 4.2.1) we usually show that it is hard to distinguish D;_; and D; where J is uniformly
chosen in [m]. Furthermore, in the proof of Theorem 4.2.1 (as well as in the corresponding
proofs in [62] and in Section 4.1) the n + 1 distributions that are (implicitly) defined are
of functions and they are not efficiently samplable. For example, one of the two extreme
distributions is the uniform distribution (which is certainly not efficiently samplable). Nev-
ertheless, a uniform function can be efficiently “simulated” by an algorithm that answers
each query at random (under the restriction of keeping consistency of its answers for repeat-
ing queries). Since all other intermediate function distributions can be “simulated” in the
same sense we can still apply the hybrid-argument. We now turn to the formal proof (where
the arguments described above are implicit).
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Proof. (of Theorem 4.2.1) Let ¢ = £(n) be any positive real-valued function. Assume that
there exists a probabilistic polynomial-time oracle machine M such that for infinitely many
n7

PrMIresd(P,Q,g) = 1] - PrIM™29(P,Q, g) = 1]| > £(n)

where the probabilities are as in Theorem 4.2.1. Let ¢(-) be a polynomial that bounds the
running time of M. We define a probabilistic polynomial-time algorithm D, such that for
infinitely many n,

PHDUE")) = 1] - PrDIR™)) :1]‘>%-5(n).

By Lemma 4.2.4, for (n) = n% this contradicts the DDH-Assumption and completes the
proof of the theorem.

On any input (P, Q, g, g% ¢°', ¢, g*2, g2, ..., g%, g®*), where P is n bits long (and either
each ¢ is a - b, mod @ or each ¢; is uniform in Zg), D executes the following algorithm:

1. Sample J uniformly at random in [n).

2. Sample each one of the values in (@41, as42,. .., ay,) uniformly at random in Z,.

3. Invoke M on input (P,Q,g) and answer its queries in the following way: Let the
queries asked by M be (z!,22,...2™). The i"* query 2° is an n-bit string. Denote
z' = Fahxh, ., - xl, where 7' is a (J — 1)-bit string and 2%, 2%, ,...,z, are single

bits. To answer the i query define £ = ¢(i) = min{4'|z" = 7'} and answer the query
by

(gﬁg)Hm;;:l,k>Jak if :U?] -1
(gbl)HzZ:l,k>Ju‘k if :L‘f] —0
These answers are well defined since m < t.

4. Output whatever M outputs.

From the definition of D we have that for fpg 4z and Rpg , as in Theorem 4.2.1,
Pr[D(Ipg) =1 | J = 1] = PrlMIresi(P,Q, g) = 1],

PrD(I) = 1] J = n] = PrlM™@a(P,Q, g) = 1]

and for any 0 < 7 <mn
Pr[D(I§) =1|J=jl=Pr[D(Ipg)=1|J=j+1].
By the assumption we get that for infinitely many n,

\Pr (IpRp) = 1] - Pr[DUR) = 1]|

X_:P (Ipr)=117=j1-= ZPr (Ig)=1]J=]]

7=1
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PrD(IR) =11 T =1] = PrD(I) =1 J =n]|

n,t
'BR R
[Pr{MIresd(P,Q, g) = 1] - PriM™2s(P,Q, g) = 1]|

-e(n).

S|I—3|=3I

This completes the proof of the theorem. O

Efficiency of the Pseudo-Random Functions

Consider a function fpg ,z € F,, (where @ = (ag, a1, ...a,)) as in Construction 4.2.1. Com-
puting the value of this function at any given point, z, involves one multiple product (a
product of polynomially many numbers), y = ag - [[,,—; a; (which can be performed modulo
@), and one modular exponentiation, ¢g¥. This gives a pseudo-random function which is
much more efficient than previous constructions. Furthermore, one can use preprocessing in
order to get improved efficiency. The most obvious preprocessing is computing the values g*
(for every positive integer ¢ up to the length of @)). Now computing the value of the function
requires two multiple products modulo a prime®. Additional preprocessing can reduce the
work by a factor of O(logn) (see Brickell et. al. [32]). Actually, to compute the value of
the pseudo-random function of Construction 4.2.2, we also need one application of a pair-
wise independent hash function but this operation is very cheap compared with a multiple
product or a modular exponentiation.

As described in the introduction (in Section 1.2.1), we are also interested in finding the
parallel-time complexity of the pseudo-random functions. In order to do so, let us first
recall the result of Beame, Cook and Hoover [12] who showed that devision and related
operations including multiple product are computable in NC'. Based on this result Reif
and Tate [123, 124] showed that these operations are also computable in TC?. The exact
depth required for these operations was considered in [141, 142] where it was shown that
multiple sum is in TCY, multiplication and division in TCY and multiple product in TC?
(recall that for every integer i the class of functions computable by depth 7 circuits consisting
of a polynomial number of threshold gates is denoted by TC?). _

By the results above, we get that after preprocessing (i.e., computing the values ¢2'), it
is possible to evaluate the function fpg ,ain TC? (since all the necessary operations can be
performed in TC?):

Theorem 4.2.5 Let F = {F,},ex be as in Construction 4.2.1. Then there exists a polyno-
mial, p(+), and an integer i such that for every n € N and every function f;, € F, there ezists
a depth i threshold circuit of size bounded by p(n) that computes fy.

The exact depth of the functions: Theorem 4.2.5 can be obtained by a naive application
of the results in [141, 142]. A more detailed analysis of the function fpg ,z reveals that
some further optimizations in the depth are possible. Using additional preprocessing, this

6Tn the case that @ is much smaller than P we have that the first multiple product is much cheaper than
the second
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function can in fact be evaluated in TC?. Since the exact depth of the construction is
peripheral to this work (and since a formal proof of this claim would repeat quite a lot
of the analysis in [141, 142]) we only comment on a few facts regarding fpg 4z that allow
us to reduce the depth. First, note that in both multiple products we can assume any
preprocessing of the values in the multiplication (since these values are taken from the
sequence (ag,ay,...a,) or from the set {¢g*}). Second, we don’t need the actual value
of the first multiple product, y = [I,,—; a;: Computing values r; (obtained by the CRT-
representation) for which y = Y- m;-r; (where the values m; are known in advance and can be
preprocessed) is just as good. Finally, the value P is also known in advance. Therefore, the
depth of the final modular reduction can be reduced by precomputing the values 2° mod P.

Remark 4.2.3 The same analysis hold for efficiency and depth of the pseudo-random func-
tions of Construction 4.2.3.

4.2.2 Construction Based on Factoring or the GDH-Assumption

In this section we show an additional construction of pseudo-random functions — Construc-
tion 4.2.3, that is very similar to Construction 4.2.2. The security of Construction 4.2.3
is reduced to the GDH-Assumption which is a generalization of the computational DH-
Assumption. This construction is interesting for two main reasons:

1. The GDH-Assumption is implied by the DDH-Assumption but they are not known
to be equivalent. Therefore, Construction 4.2.3 may still be valid even if the DDH-
Assumption does not hold. In addition, the GDH-Assumption modulo a so called
Blum-integer is not stronger than the assumption that factoring Blum-integers is hard.
This gives an attractive construction of pseudo-random functions that is at least as
secure as Factoring (which was recently improved in [105]).

2. Construction 4.2.3 is based on a somewhat different methodology than Construc-
tion 4.2.2. It may be easier to apply this methodology in order to construct pseudo-
random functions based on additional assumptions (in fact, Construction 4.2.2 was
obtained as a modification of Construction 4.2.3).

The GDH-Assumption

The GDH-Assumption was previously considered in the context of a key-exchange protocol
for a group of parties (see e.g., [139, 144]). In this protocol, party i € [n| chooses a secret
value, a;. After executing the protocol, each of these parties can compute gHiE[nJ “ and
this value defines their common key. While executing the protocol, an eavesdropper may
learn values of the form gHiEI “ for several proper subsets, I ¢ [n]. It is essential to assume
that even with this knowledge it is hard to compute gHie[nl “_ The GDH-Assumption is
even stronger: Informally, this assumption says that it is hard to compute gHiE[n] “ for an
algorithm that can query gHieI “ for any proper subset, I ¢ [n] of its choice.

To remain consistent with the DDH-Assumption, we state the GDH-Assumption (As-
sumption 4.2.1) in a subgroup of Z% of order @ (where P and @ are primes). In fact, the
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corresponding assumption in any other group implies a corresponding construction of pseudo-
random functions. For example, since breaking the GDH-Assumption modulo a composite
is at least as hard as factoring (as shown in Section 3.2 and [139]), we obtain in Section 4.2.2
a construction of pseudo-random functions which is at least as secure as Factoring. Further-
more, in contrast with the DDH-Assumption, one can consider the GDH-Assumption in Z}
itself (i.e., when g is a generator of Z},).

In order to formalize the GDH-Assumption, we use the following definition:

Definition 4.2.2 Let (P,Q, g) be any possible output of IG(1™) and let @ = (ay, as, . .. an)
be any sequence of n elements of Zg. Define the function hpg 44 with domain {0,1}" such
that for any n-bit input, * = r129 -+ - Ty,

hP,Q,g,a(l‘) déf gHmizl a; .

Define hp g 4.4 to be the restriction of hpgga to inputs {0, 13"\ {1"}.
Assumption 4.2.1 (Generalized Diffie-Hellman) For every probabilistic polynomial-time
oracle machine A, every constant o > 0 and all sufficiently large n,

. 1
Pr[AhP’Q’g’& (P7 Qa g) = hP,Q,gﬁ(ln)] <

na
where the probability is taken over the random bits of A, the choice of (P, Q, g) according to
the distribution IG(1™) and the choice of each of the values in @ = (@, s, . .. a,) uniformly
at random in Zq.

As a corollary of Theorem 4.2.1 we have that if the DDH-Assumption holds, then so
does the GDH-Assumption. In fact, we get that the DDH-Assumption implies the decisional
GDH-Assumption (this was also previously shown in [144]):

Corollary 4.2.6 If the DDH-Assumption (Assumption 3.1.1) holds, then for every proba-
bilistic polynomial-time oracle machine A, every constant o > 0 and all sufficiently large
n7
T T 1
Pr{A"a55(P,Q, g, hpqa(1") = 1] = Pr{A"ass(P,Q, g,9%) = 1] < -,
where the probabilities are taken over the random bits of A, the choice of (P, Q, g) according
to the distribution IG(1™), the choice of each of the values in @ = (ay, as, .. .a,) uniformly
at random in Zg and the choice of ¢ uniformly at random in Z.

Motivation to the construction

Construction 4.2.3 is motivated by the concept of pseudo-random synthesizers and by Con-
struction 4.1.1 of pseudo-random functions using pseudo-random synthesizers as building
blocks. To see the connection, let us recall some of the main ideas of Construction 4.1.1.
Informally, a pseudo-random synthesizer, S, is:
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An efficiently computable function of two arguments such that given polynomaially-
many, uniformly-chosen, inputs for each argument, {z;}™, and {y;}™,, the out-
put of S on all the combinations, (S(x;,y;))i—1, cannot be efficiently distin-

quished from uniform.

A natural generalization is a k-dimensional pseudo-random synthesizer. Informally, a k-
dimensional pseudo-random synthesizer, S, may be defined to be:

An efficiently computable function of k arguments such that given polynomaially-

Sy m k
many, uniformly-chosen, inputs for each argument, {{xf} 1}, v the output of S
1= j=

on all the combinations, M = (S(x}l,xi, . ,xf}))m ., cannot be efficiently
21,02y =

distinguished from uniform by an algorithm that can access M at points of its

choice.

Construction 4.1.1 can be viewed as first recursively applying a 2-dimensional synthesizer
to get an n-dimensional synthesizer, S, and then defining the pseudo-random function, f,
by:

def
f(a1,07a1,1,a2,0,a2,1,---an,0,an,1>(0-10-2 .- 'Un) = S(al,ﬂw A2,095+ > an,Un)'

However, using this construction, the depth of the n-dimensional synthesizer (and the pseudo-
random functions) is larger by a logarithmic factor than the depth of the 2-dimensional
synthesizer. Therefore, a natural problem is to come up with a direct construction of an
n-dimensional synthesizer.

In this section it is shown that under the GDH-Assumption the function, Spg 4., de-
fined by Spg.gr(ai,as,...,a,) def (gHzll ‘“) ® r, is an n-dimensional synthesizer. Construc-
tion 4.2.3 is then obtained as described above.

The Construction

We turn to the construction of pseudo-random functions:

Construction 4.2.3 We define the function ensemble F = {F,},en. For every n, a key
of a function in F,, is a tuple, (P,Q,g,d,r), where P is an n-bit prime, Q a prime divisor
of P—1, g an element of order Q in Z%, @ = (a10,011,020,021, - .- G0, An1) G Sequence of
2n elements of Zg and r an n-bit string. For any n-bit input, x = x129 - - T, the Binary-
function, fpggar, ts defined by:

def n .
fP,Q,g,d,r(x) - (gHi=1 al’mi) © r,

(where ® denotes the inner product mod 2). The distribution of functions in F,, is induced
by the following distribution on their keys: @ and v are uniform in their range and the

distribution of (P, Q, g) is IG(1").

Theorem 4.2.7 If the GDH-Assumption (Assumption 4.2.1) holds, then F' = {F,},en (as
in Construction 4.2.3) is an efficiently computable pseudo-random function ensemble.
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In order to prove Theorem 4.2.7 we need the following corollary of the Goldreich-Levin
hard-core-bit theorem [65] (more precisely, the setting of this corollary is somewhat different
than the one considered in [65] but their result still applies):

Corollary 4.2.8 If the GDH-Assumption (Assumption 4.2.1) holds, then for every proba-
bilistic polynomial-time oracle machine A, every constant « > 0 and all sufficiently large
n?

i i 1
Pr[A"P0a (P,Q,g,7, (hpga(1") ©1) = 1] = PrlA""ees (P,Q,g,7,0) = 1]| < o

where the probabilities are taken over the random bits of A, the choice of (P, Q, g) according
to the distribution IG(1™), the choice of each of the values in a = (a1, as, . .. a,) uniformly at
random in Zg, the choice of r uniformly at random in {0,1}" and the choice of o uniformly
at random in {0,1}.

Proof.(of Theorem 4.2.7) Let F' = {F, },en be as in Construction 4.2.3. It is clear that F' is
efficiently computable. Assume that F'is not pseudo-random, then there exists a probabilistic
polynomial-time oracle machine M and a constant o > 0 such that for infinitely many n,

‘Pr[MfP’Q’g’E’T (P7 Qa 9, T) = 1] - Pr[MRn (P7 Qa 9, T) = 1]‘ > %7
where in the first probability fpg,a, is distributed according to F,, and in the second
probability R, is uniformly distributed over the set of {0,1}" — {0,1} functions, (P, @, g)
is distributed according to IG(1™) and r is a uniformly chosen n bit string.

Let ¢(-) be a polynomial that bounds the running time of M. We define a probabilistic
polynomial-time oracle machine A such that for infinitely many n,

1

PriA7ss (P, Q. g.1. (hrgga(l") ©7) = 1] = Prid"sess (P.Qug.10) = 11| > s,

where the probabilities are as in Corollary 4.2.8. By Corollary 4.2.8 this would contradict
the GDH-Assumption and would complete the proof of the theorem.
Given access to hp g, and on input (P,Q,g,7,7) (where we expect ¢ to either be

a

uniformly chosen or to be ,(hP7Q7g,a(1n)) ©® 1), A executes the following algorithm:
1. Define ¢t = t(n) and sample J uniformly at random in [¢].
2. Sample each one of (b, bs,...,b,) uniformly at random in Z,.

3. Invoke M on input (P,Q, g,7) and answer its queries in the following way: Let the
queries asked by M be (z', 2%, ...2™) and assume without loss of generality that all
those queries are distinct.

e Answer each one of the first J — 1 queries with a uniformly chosen bit.

e Answer the J™* query with &.
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e Let 2% be the i query for i > J and define the n-bit string z = 2,2, ... 2, such
that 2z, is 1 if the k' bit of 2% and the k' bit of 2/ are equal and 0 otherwise.
Since 7' # 7 we have that z # 1™. Finally, answer the i"* query with

(( ;,Q,g,a(z))nzkzobk> .

4. Output whatever M outputs.

Denote a = (ay, as, . ..a,). From the definition of A we have that all its answers to queries
z' for i > J are fpggar(z') where @ = (ay9,a1,1,20,02.1,---Gno,an) depends on the J™
query 7 = x{zy] ...z as follows: For every 1 < k < nif z{ = 0 then ayo = ax and ay; = by,
and if xi = 1 then ax; = a, and aro = by. The first J — 1 queries are answered by A
uniformly at random. The only answer that depends on & is the J™ answer itself. This
answer is of course uniformly distributed in case ¢ is uniform. It is also not hard to verify
that the J™ answer is fp g g.a.(z”7) in case ¢ = (hpgga(1")) © 7. We can therefore conclude

that:
Pr[Ah;’Q’g’& (P7 Qa g,7, (hP,Q:g,ﬁ(]-n)) ® T) =1 | J = ]-] = Pr[MfP,Q,g,J’T (P7 Q’ 9 T) - 1]’

Pr[A"reo (P,Q,g,r,0) =1 | J =t(n)] = Pr[M™(P,Q, g,r) = 1],

and
Pr[Ahﬁ’aQ,g,& (P,Q,g,m0)=1|J=j]= Pr[Ahﬁ’aQ,g,& (P,Q,q,7, (hpgga(l™) ©r)=1|J=j+1],

where the probabilities are as above. Therefore, by the standard hybrid argument we get
from the assumption that for infinitely many n,

1

‘PI’[Ah;’Q’g’& (P, C?7 qg,r, (hP,Q,g,&(]-n)) ® T) = ]_] — PI’[Ah;’Q’g’& (P7 Qa g,7, U) = 1]‘ > m'

O

Remark 4.2.4 From the proof of Theorem 4.2.7 we get that F' is pseudo-random even if
the distinguisher (denoted by M in the proof) has access to P,Q, g and r.

Pseudo-Random Functions at Least as Secure as Factoring

The proof of Theorem 4.2.7 does not rely on the specific group for which the GDH-Assumption
is defined. Therefore, the corresponding assumption in any other group implies a correspond-
ing construction of pseudo-random functions. An especially interesting example is taking
the GDH-Assumption modulo a composite. Since breaking this assumption is at least as
hard as factoring (as shown in Section 3.2 and [139]), we obtain an attractive construction
of pseudo-random functions which is at least as secure as Factoring. This construction was
recently improved by Naor, Reingold and Rosen [105], where an efficient method is provided
for expanding the one bit output of our functions while paying only a small overhead in the
complexity of the evaluation (i.e. one modular multiplication for each additional output bit).
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In particular, this implies a length-preserving pseudo-random function that is at least as
secure as Factoring whose evaluation requires only a constant number of modular multipli-
cations per output bit. In this subsection, we repeat the definition of the GDH-Assumption
and the construction of pseudo-random functions with the group set to Zj, where N is a
Blum-integer (for better readability we also repeat some of the definitions from Section 3.2).
The proof of security is practically the same as the proof of Theorem 4.2.7 (and is therefore
omitted).

Similarly to the case of the DDH-Assumption, we keep our results general by letting the
composite N be generated by some polynomial-time algorithm FIG (where FIG stands for
factoring-instance-generator):

Definition 4.2.3 (FIG) The factoring-instance-generator, FIG, is a probabilistic polynomial-
time algorithm such that on wnput 1" of FIG its output, N, is distributed over 2n — bit
integers, where N = P - Q for two n — bit primes, P and @, such that P = (Q = 3 mod 4
(such an integer is known as a Blum-integer).

The GDH-Assumption Modulo a Composite:
Definition 4.2.4 Let N be any possible output of FIG(1™), let g be any quadratic-residue

in Z% and let a = (ay, as, . .. a,) be any sequence of n elements of [N|. Define the function
hyga with domain {0,1}" such that for any n-bit input, © = x129 - - - X,

hy g.a(T) def gH“’i=1 % mod N.

Define hly , ; to be the restriction of hy ga to inputs {0, 1} \ {1"}.

Assumption 4.2.2 (Generalized Diffie-Hellman in 7}) For every probabilistic polynomial-
time oracle machine A, every constant o > 0 and all sufficiently large n,

. 1
Pr[A"™oi (N, g) = hy 44(1")] < —
where the probability is taken over the random bits of A, the choice of N according to the
distribution FIG(1™), the choice of g uniformly at random in the set of quadratic-residues
in 7 and the choice of each of the values in a = (a1, as, . . . a,) uniformly at random in [N].

The Construction and its Security:

Construction 4.2.4 We define the function ensemble F' = {F,}nen. For every n, a key of
a function in F, is a tuple, (N, g,d,r), where N is a 2n-bit Blum-integer, g is a quadratic-
residue in Ly, @ = (a1, 1,1, @20, 02,1, - - - G0, Gn1) 1S @ sequence of 2n values in [N] and r is
a 2n-bit string. For any n-bit input, x = x129 - - - T, the Binary-function, fyga., 1s defined
by:

fN,g,d‘,r(x) dZEf (gH?=1 %2 mod N) oOr.

The distribution of functions in F, s induced by the following distribution on their keys: g,d
and r are uniform in their range and the distribution of N is FIG(1™).
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In the same way Theorem 4.2.7 is proven, we get that:

Theorem 4.2.9 If the GDH-Assumption in Z% (Assumption 4.2.1) holds, then F = {F, },exn
(as in Construction 4.2.4) is an efficiently computable pseudo-random function ensemble.

However, breaking the GDH-Assumption in Z% is at least as hard as factoring N (The-
orem 3.2.1). We can therefore deduce that:

Corollary 4.2.10 (of Theorem 4.2.9 and Theorem 3.2.1) Let F = {F,},en be as in Con-
struction 4.2.4 and assume that F' is not an efficiently computable pseudo-random function
ensemble. Then there exists a probabilistic polynomial-time algorithm A and a constant
a > 0 such that for infinitely many n:

PILA(P-Q) = (P,Q)] > -,

where the distribution of N = P - Q is FIG(1™).

4.2.3 Additional Properties of the Pseudo-Random Functions

The pseudo-random functions of Constructions 4.2.2 and 4.2.3 have a simple algebraic struc-
ture. We consider this to be an important advantage over all previous constructions, mainly
since several attractive features seem more likely to exist for a simple construction of pseudo-
random functions. An interesting example arises by the work of Bellare and Goldwasser [17].
They suggest a way to design a digital-signature scheme that is very attractive given efficient
pseudo-random functions and an efficient non-interactive zero-knowledge proof for claims of
the form y = f;(m) (when a commitment to a key, s, of a pseudo-random function, f, is
available as part of the public-key). Another very attractive scheme one may desire is a
function-sharing scheme for pseudo-random functions (in an analogous meaning to function-
sharing schemes for trapdoor one-way permutations as defined in [47]). Two examples for
applications of such schemes are efficient metering of web usage [99] and the distribution of
KDCs (key-distribution centers) [100].

In this section, we suggest preliminary designs for several protocols. Though there is
much room for improving these designs, they are still a significant improvement over the
protocols that are available for all previous constructions of pseudo-random functions (in-
cluding commonly used block-ciphers such as DES) and they serve as a demonstration to
the potential of our construction. The main purpose of this section is to stimulate further
research both in improving our designs and in suggesting designs for other protocols (as the
non-interactive zero-knowledge proof and the function-sharing scheme mentioned above).
We therefore do not insist on formal definitions and proofs for our protocols. In addition,
we focus on the construction of Section 4.2.1 (using similar designs for the construction of
Section 4.2.2 may be problematic due to the way this construction uses the Goldreich-Levin
hard-core bit).

A point worth noticing is that we describe our designs for the functions of Construc-
tion 4.2.1. That is, we ignore the pair-wise independent hashing introduced in Construc-
tion 4.2.2. However, as mentioned in Section 4.2.1, for many applications (as the undeniable
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signatures suggested below) the extra hashing in Construction 4.2.2 is unnecessary. In ad-
dition, recall Remark 4.2.2 that the pseudo-random functions of Construction 4.2.2 remain
pseudo-random even if the hash function is public. Therefore, the protocols we design here
for Construction 4.2.1 imply similar protocols for Construction 4.2.2. For example, when
distributing a pseudo-random function to a set of parties, we can distribute the function
obtained by ignoring the hash function and supply each party with the value of this hash
function.

Zero-Knowledge Proof for the Value of the Function

As mentioned above, a non-interactive zero-knowledge proof for claims of the form y =
fs(m) is required by the Bellare-Goldwasser digital-signature scheme. Similarly a simple
(interactive) zero-knowledge proof for claims of the form y = f(m) and y # f,(m) implies a
simple construction of undeniable signatures. Informally, undeniable signatures, which were
introduced by Chaum and Antwerpen [39], are public-key schemes that allow a party to
sign messages such that his participation is required in order to verify or deny a signature.
We can let the public key for an undeniable signature be a commitment to a key, s, of a
pseudo-random function, f,. A signature for a message m can simply be f,(m) (or f,(H(m))
for a collision-intractable hash function, H). Now the confirmation protocol for a message
m and a signature y is simply a zero-knowledge proof that y = f,(m) whereas the denial
protocol is a zero-knowledge proof that y # fs(m).

In this section we describe such zero-knowledge proofs for the values of the functions of
Construction 4.2.1. To be a bit more accurate, both the commitment for a function and
the zero-knowledge proofs do reveal some of the values of the function. Therefore, these
are zero-knowledge proofs for a restriction of the function to a subset of its inputs (those
with their last two bits set to 1), when the value of the function on the rest of the inputs is
publicly available (this can be formalized by allowing the zero-knowledge simulator access
to all other values of its choice).

The protocol for y = f,(z) is essentially several parallel applications of a zero-knowledge
proof for the result of the Diffie-Hellman protocol. These proofs are strongly related to
Schnorr’s identification protocol [135]. In order to make his proof into a zero-knowledge
proof we use a strong-receiver commitment scheme” in a rather standard way (using a strong-
sender commitment scheme gives perfect zero-knowledge arguments). We denote the commit
(resp. reveal) phase of this protocol by COMMIT (resp. REVEAL).

Definition 4.2.5 (a commitment for f;) Let F' = {F,}nhex be as in Construction 4.2.1 and

"Loosely speaking, a commitment scheme is a protocol between a sender and a receiver that has two
phases: The commit phase in which the sender “commits” to a value p, and the reveal phase in which
the sender opens this commitment. Such a protocol should have two properties: (1) It is binding: a com-
putationally bounded sender should not be able to open two distinct values p # p' in the reveal phase.
(2) It is (semantically) secure: for any p # p’, at the end of the commit phase the receiver should not
be able to distinguish a commitment to p from a commitment to p'. (See e.g. [98] for formal definitions
and constructions.) Two stronger variants of commitment schemes are strong-sender and strong-receiver.
In strong-sender commitments even a computationally unbounded sender should not be able to open two
distinct values p # p’. In strong-receiver commitments (also known as information-theoretic commitments),
the commit phase leaks no information on p in an information-theoretically sense.
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let fpg.ga be some function in F,,, where @ = (ag,ay,...a,). A commitment for fpgga is

(P,Q,g,g%, g, g, ..., g"").

Protocol 4.2.1 (ZK-Proof for y = fs(x))

The prover, P, knows the key s = (P,Q,g,d) and the verifier V knows the commitment
for fs. The common input is a pair (x,y), where © = x1x9-- -2, € {0,1}" satisfies that
Tn—1 = Tp, =1 and y is in the subgroup of Z} generated by g. Denote by g the value g* and
assume wlog that for some k, vy = ©9 = -++ = xp, = 0 whereas xpy1 = -+ =z, = 1. The
protocol for proving y = fs(x) is defined as follows:

1.V chooses a value e uniformly from Zg, and sends COMMIT(e) to P.

2. Foreachi € [(k+1)..n], P chooses r; uniformly from Z¢g, computes ¢; = ( ] aj) mod
Q and sends (y; = 3%, 3", (y;)") to V. Denote by y, 1 the value y.

3.V sends REVEAL(e) to P.
4. For eachi € [(k+1)..n], P sends d; =e€-a; +r; mod Q to V.

5.V accepts if the following conditions hold: (1) yry1 = g. (2) Vi € [(k +1)..n], (v;)" -
(yir1)® = ()" and (§%)° - §" = g*.
In addition to the ideas used by the protocol for y = f(x), the protocol for y # f.(z)

uses the randomized-reduction of Section 3.1.3 in order to prove that a value is not the result
of the Diffie-Hellman protocol.

Protocol 4.2.2 (ZK-Proof for y # fs(x))
Let the setting and notation be as in Protocol 4.2.1. The protocol for proving y # fs(x) is
defined as follows:

1.V chooses a value e uniformly from Zg, and a uniform subset, J, of [n]. V sends

COMMIT(e, J) to P.

2. Foreachi € [(k+1)..n], P chooses r; uniformly from Z¢g, computes ¢; = (H;;ll aj) mod
Q and sends (y; = g, g", (y;)™) to V.
Also, for every i € [n], P chooses u; and v; uniformly from Zg and sends ({; =
gui'a"Jrvi,f? — yui . gvl> to V

3.V sends REVEAL(e, J) to P.

4. Foreachi€ [(k+1)..(n—1)], P sends d; = e-a; + 1, mod Q to V.

Also, for every i € J, P sends u; and v; to V and for every i € [n]\ J, P sends
Uu; - ap + v; to V.

5.V accepts if the following conditions hold: (1) yry1 = §. (2) Vi € [(k+ 1)..(n — 1)],
()™ (Y1) = ()" and (§%)°- g7 = g*. (3)Vi € J, £} = (§*)"-§" and {7 = y"-§"
(i.e., P sent the correct values). (4) Vi € [n]\ J, we have that ¢} = g“ " (ie., P
sent the correct value) and (y,)% v # (2.
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Properties: As mentioned above, we do not give formal proofs for the properties of Pro-
tocols 4.2.1 and 4.2.2. Nevertheless, we now informally describe these properties:

1. Completeness: A prover that knows the key s can always convince the legal verifier of
the correct statement y = fs(x) or y # fs(x).

2. Soundness: No prover can convince the legal verifier of an incorrect statement y = f,(x)
or y # fs(x) with non-negligible probability. In case the commitment scheme is not a
strong-receiver commitment scheme, soundness only holds against a computationally
bounded (possibly cheating) prover.

3. Zero-Knowledge: The conversation of any (possibly cheating) V* with P (that is trying
to prove a correct statement y = f,(z) or y # fi(x)) can be efficiently simulated by an
oracle machine that has access to any value fs(z') where at least one of the bits z/_,
and z! is zero.

Function Sharing

For many applications (as the undeniable signature-scheme described above and the appli-
cations described in [99, 100]), one would like a simple function-sharing scheme for pseudo-
random functions. In recent years there has been considerable work on threshold public-key
cryptography and in particular on function-sharing schemes for trapdoor-permutations (see
[47, 48, 49] for some of the early works on this subject). However, threshold cryptography
is very desirable in the setting of private key as well. In particular, it is possible to define
function-sharing schemes for pseudo-random functions in an analogous way to definitions of
De-Santis et. al. [47]. Informally, given some (monotone) access structure for ¢ parties and
a key s of a pseudo-random function f,, we want a way to give party ¢ a function Sh; such
that the following two conditions hold: (1) For any value x and any authorized subset of
the parties J C [{], it is easy to compute fs(x) given {Sh;(z)};es. (2) Let J C [¢] be any
unauthorized subset of the parties and A any efficient algorithm that is given the shares
{Sh;};es as input. Then even after A adaptively queries all the shares {Sh;};z; at points
(x'...2™) of its choice, A cannot tell apart the restriction of f, to all other inputs (apart
of (z!...2™)) from a random function.

Unfortunately, we do not know of an efficient function-sharing scheme for the pseudo-
random functions that are constructed in this section (as well as for any other pseudo-
random function; see [100] and references therein for various approximations of function-
sharing scheme for a pseudo-random functions). We do however know how to distribute
these functions in a weaker sense. The main difference is that now an authorized subset of
the parties is required to engage in a protocol in order to compute fs(z). Such a scheme has
several disadvantages compared with a function-sharing scheme (see [47] for a discussion).
In particular, the definition of security is more delicate (since it should consider executions
of the protocol when an unauthorized subset is cheating). However, such a scheme might
still be useful.

Consider a function f; = fpgga € F,, where F' = {F, },en as in Construction 4.2.1,
d = (agp,ay,...a,). In order to distribute f; we can simply share its key s among the parties
(in fact, since P,@ and ¢ can be public, it is enough to share @). Whenever a legal subset
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wants to compute the function at a point x it can engage in a secure function evaluation
of fs(x). This idea works for every function f; using secret sharing schemes as in [136]
and universal techniques for secure function evaluation [21, 46, 66]. However, the specific
protocols that are possible in our case are much more efficient given the simplicity of our
functions. As an example, assume that the only authorized subset is [¢] itself: Party i gets
the key of the function Sh; = fpg ,a € F,, where @ = (a}, a},...a.) and the values {a@}icq
are uniformly chosen, subject to the condition that V0 < j < n, a; = [I;¢ aé- mod ). Now,
for every input z if Vi, Shi(z) = g% and f,(z) = g° then ¢ = [[;cjy ¢; mod Q. Therefore, the
computation of f,(x), can be done in n steps. At step 1 the first party publishes g*. At step
¢t party ¢ can compute and publish gH:=1 “ (and perhaps also prove this value). Additional
access structures for which we can distribute the function fpg ,z are (1) “¢ out of ¢’: the
authorized subsets are the ones with at least ¢ elements (2) Access structures that can be
described by a small monotone formula.

Oblivious Evaluation

We also suggest a new and attractive feature for a pseudo-random function — a protocol
for “oblivious evaluation” of its value: Assume that a party, A, knows a key, s, of a pseudo-
random function. Then A and a second party, B, can perform a protocol during which
B learns exactly one value f,(z) of its choice whereas A does not learn a thing (and, in
particular, does not learn x). One possible application of such a protocol is for ”blind-
authentication”. It is also interesting to compare with a protocol for oblivious-transfer,
during which B learns one of two possible values (whereas in oblivious evaluation B learns
one of exponential many possible values).

We now describe a preliminary design for oblivious-evaluation of the functions of Con-
struction 4.2.1. This is a rather inefficient protocol since it requires ©(n) rounds, still it is
much more efficient than what we can show for previous constructions of pseudo-random

functions. The main idea of the protocol is the following: Let u; = (g“O)H“’FLiSJ “ and

v; = (gaO)H“’i:‘“iSj “ The output of step j is (u;)" and (v;)" for two values r and 7', known
to B. Now B chooses t and ' uniformly at random, computes (u;)"* and (v;)"* and send
this pair to A in a uniformly chosen order (in fact, B also has to prove that he knows such
values t and ¢'). If z;,; = 1 B asks for ((u;)"")“*" and otherwise for ((vj)’”"t' R

We note that subsequently to our work, two rather efficient oblivious-evaluation schemes

were designed for our functions by Benny Pinkas and Ronald Cramer and by Benny Pinkas
and Moni Naor [119].

4.3 Further Research

In Sections 4.1.7-4.1.9 we discussed the existence of pseudo-random synthesizers in NC. Ad-
ditional work should be done in this area. The most obvious question is what are the general
assumptions (in cryptography or in other fields) that imply the existence of pseudo-random
synthesizers in NC. In particular, whether there exist parallel constructions of pseudo-
random synthesizers out of pseudo-random generators or directly from one-way functions.
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It is also of interest to find parallel constructions of pseudo-random synthesizers based
on other concrete intractability assumptions. A task of practical importance is to derive
more efficient concrete constructions of pseudo-random synthesizers in order to get efficient
constructions of pseudo-random functions. As described in Section 4.1.3, an important
contribution to the efficiency of the pseudo-random functions would be a direct construction
of synthesizers with linear output length.

An extensive research field deals with pseudo-random generators that “fool” algorithms
performing space-bounded computations. This kind of generators can be constructed without
any (unproven) assumptions; see [10, 107, 108, 110] for some definitions, constructions and
applications. It is possible that the concept of pseudo-random synthesizers and the idea
of our construction can be applied to the “world” of space-bounded computations. As a
motivation remark, note that the construction in [107] bares some resemblance to the GGM
construction.

In some sense we can think of the inner product function as a pseudo-random synthesizer
for space bounded computation. Let I P(x,y) be the inner product of z and y (mod 2) and
let X and Y be random length-m sequences of n-bit strings. For some constant 0 < o < 1
and s = an it can be shown that C;p(X,Y") is a pseudo-random generator for SPACE(s)
with parameter ¢ = 27%)m? (when C;p(X,Y) is given row by row). The only fact we use
is that approximating /P is “hard” in the communication complexity model (see [41, 148]).

One might also try to apply the concept of pseudo-random synthesizers for other classes
of algorithms. For example [2, 109] construct pseudo-random generators for polynomial-size
constant-depth circuits, and in general for any class for which hard problems are known.

Our primary motivation for introducing pseudo-random synthesizers is the parallel con-
struction of pseudo-random functions. The special characteristics of pseudo-random synthe-
sizers lead us to believe that other desired applications may exist. For instance, pseudo-
random synthesizers easily define a pseudo-random generator with large output length and
the ability to directly compute subsequences of the output. This and the properties dis-
cussed in Section 4.1.6 suggests that pseudo-random synthesizers may be useful for software
implementations of pseudo-random generators or functions. Another possible application of
the idea of Construction 4.1.1 that should be examined is to convert encryption methods
that are not immune to chosen plain-text attacks into ones that are immune.

Section 4.2 gives two very efficient constructions of pseudo-random functions. The first
construction is based on the decisional DH-Assumption (Assumption 3.1.1) and the second
construction is based on a generalization of the computational DH-Assumption (Assump-
tion 4.2.1). We study these assumptions in Chapter 3. A natural line for further research
is the additional study of the validity of these assumptions and the relations between these
assumptions and the standard computational DH-Assumption. Since our constructions can
be based on the corresponding assumptions for other groups (e.g., in elliptic-curve groups),
it is interesting to study the validity of these assumptions as well.

As discussed in Section 4.2.2, the pseudo-random functions constructed in Section 4.2 are
motivated by the constructions of Section 4.1. In fact, Section 4.2 can be described as direct
and efficient constructions of n-dimensional pseudo-random synthesizers (see Section 4.1.4).
An interesting problem is to construct efficient n-dimensional synthesizers based on different
intractability assumptions.
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Another interesting line for further research is improving the protocols described in Sec-
tion 4.2.3 and designing additional protocols (as a non-interactive zero-knowledge proof for
the value of a pseudo-random function and a function-sharing scheme in the sense of [47]).

An alternative direction for constructing parallel pseudo-random functions is to try and
generalize the philosophy behind the Data Encryption Standard (DES) while maintaining
its apparent efficiency. Some interesting ideas and results on the generalization of DES can
be found in Cleve’s work [43, 44].



Chapter 5

Constructions of Pseudo-Random
Permutations

The work described in this chapter is a study of the LR-Construction of pseudo-random
permutations from pseudo-random function (see the introduction for a discussion on pseudo-
random permutations and their applications as well as a description of the LR-Construction).
Our goal is to provide a better understanding of the LR-Construction and as a result improve
the construction in several respects. Our main observation is that the different rounds of the
LR-Construction serve significantly different roles. We show that the first and last rounds
can be replaced by pair-wise independent permutations and use this in order to :

1. Simplify the proof of security of the construction (especially in the case of strong
pseudo-random permutations) and provide a framework for proving the security of
similar constructions.

2. Derive generalizations of the construction that are of practical and theoretical interest.
The proof of security for each one of the constructions is practically “free of charge”
given the framework.

3. Achieve an improvement in the computational complexity of the pseudo-random per-
mutations — two applications of a pseudo-random function on n bits suffice for com-
puting the value of a pseudo-random permutation on 2n bits at a given point (vs.
four applications in the original LR-Construction). This implies that the reduction is
“optimal”.

As discussed in Section 5.4.2, the new construction is in fact a generalization of the
original LR-Construction. Thus, the proof of security (Theorem 5.2.2) also applies to the
original construction. The following is a brief and informal description of the main results
and the organization of this chapter:

Section 5.2 Presents the main construction and proves its security: pair-wise independent
permutations can replace the first and fourth rounds of the LR-Construction (see Fig-
ure 5.1 for an illustration).

91
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Section 5.3 Highlights the high-level structure of the proof of security which provides a
framework that enables us to relax and generalize the main construction.

Section 5.4 Shows how the main construction can be relaxed by:

5.4.1 Using a single pseudo-random function (instead of two) and

5.4.2 Using weaker and more efficient permutations (or functions) instead of the pair-
wise independent permutations.

Section 5.5 Provides a simple generalization of the main construction: using ¢ rounds
of (generalized) Feistel permutations (instead of two) the success probability of the
distinguisher is reduced from approximately 2’?—/22 to approximately %z(l’fﬁ, where the
permutation is on ¢ bits and the distinguisher makes at most m queries (see Figure 5.3
for an illustration).

Section 5.6 Provides a second generalization of the main construction. Instead of apply-
ing Feistel permutations on the entire outputs of the first and second rounds, Feistel
permutations can be separately applied on each one of their sub-blocks. This is a con-
struction of a strong pseudo-random permutation on many blocks using pseudo-random
functions on a single block (see Figure 5.4 for an illustration).

Section 5.7 Analyzes the different constructions of the chapter as constructions of k-wise
0-dependent permutations.

Section 5.8 Suggests directions for further research.

5.1 Notation

We use in this chapter notation and definitions given in Chapter 2 (in particular we use
definitions of pseudo-randomness and k-wise independence that appear there). Additional
notation that is used in this chapter include:

e [" denotes the set of all n-bit strings, {0,1}".

e [, denotes the set of all I™ — I™ functions and P, denotes the set of all such permu-
tations (P, C F,,). In this chapter we concentrate on pseudo-random functions in F,
and pseudo-random permutations in P,.

e For x € I*", denote by x|, the first (left) n bits of  and by x|, the last (right) n bits
of z.

Definition 5.1.1 (Feistel Permutations) * For any function f € F,,, let Dy € Py, be the
permutation defined by D¢(L, R) (R, L& f(R)), where |L| = |R| = n.

'D stands for DES-like, another common term for these permutations.
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Figure 5.1: Constructions of SPPE: (a) The original LR-Construction (b) The revised
Construction. In (a) and (b): Vi > 1, L; = R; y and R; = L; 1 & f;(R;_1). In (b):
(Lo, Ry) = hy(Input) and Output = hy'({Ly, Ry)).

Notice that Feistel permutations are as easy to invert as they are to compute (since the
inverse permutation satisfies D;'(L, R) = (R & f(L),L); that is, D;'(L,R) = poDjop
for p(L, R) ¥ (R, L)). Therefore, the LR-Construction (and its different variants which are
introduced in Sections 5.5 & 5.6) are easy to invert.

Recall that the Luby and Rackoff design of PPE (resp. SPPE) is Dy, o Dy, o Dy, (resp.
Dy, 0 Dy, 0 Dy, 0 Dy,) where all f;s are independent (length-preserving) pseudo-random
functions and Dy, as in Definition 5.1.1 (see Figure 5.1.a for an illustration).

5.2 Construction of PPE and SPPE

5.2.1 Intuition

As mentioned above, a principle observation of this work is that the different rounds of the
LR-Construction serve significantly different roles. To illustrate this point, consider two
rounds of the construction. Namely, £ = Dy, o Dy, where fi, f, € F), are two indepen-
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dently chosen pseudo-random functions. It is not hard to verify that E is computationally
indistinguishable from a random permutation to any efficient algorithm that has access to
pairs {(x;, E(x;))}™,, where the sequence {x;}™, is uniformly distributed. The intuition is
as follows: Note that it is enough to prove the pseudo-randomness of £ when f; and f; are
truly random functions (instead of pseudo-random). Let (L?, RY) = x; and (L%, R?) = E(x;),
by the definition of £ we get that L? = LY @ fi(R)) and R? = R) @ fo(L?). Since the
sequence {x;}™, is uniformly distributed, we have that with good probability (better than
(1 - 525)) RY # RO for all i # j. Conditioned on this event, the sequence {L2}, is
uniformly distributed and independent of the sequence {x;}™, (since f; is random). We
now have that with good probability L7 # L7 for all i # j. Conditioned on this event,
the sequence {R?}™ , is uniformly distributed and independent of both {L?}™, and {x;}™,.
Notice that this argument still works if the sequence {x;}!", is only pair-wise independent.

Nevertheless, as Luby and Rackoff showed, FE can be easily distinguished from a random
permutation by an algorithm that gets to see the value of E or E~! on inputs of its choice.
The reason is that for any values L;, L, and R such that L; # L, we have that E(L,, R), ®
E(Ly, R), = L1 ® Ly. In contrast, for a truly random permutation, the probability of this
event is 27". This is the reason that the LR-Construction includes three or four rounds.

If we think of the second and third rounds of the LR-Construction as the permutation F,
then the discussion above implies that the role of the first and fourth rounds is to prevent
the distinguisher from directly choosing the inputs of £ and E~!. We show that this goal
can also be achieved with “combinatorial” constructions (e.g., pair-wise independent per-
mutations), rather than “cryptographic” (i.e., pseudo-random functions). In particular, the
LR-Construction remains secure when the first and fourth rounds are replaced with pair-wise
independent permutations (see Figure 5.1 for an illustration).

5.2.2 Construction and Main Result
Definition 5.2.1 For any fi, fo € F,, and hy, hy € Py, define

def

W(hlaflan) = Df2 o Df1 o hl

and
S(ha, fiy farha) © byt o Dy, 0 Dy, o .

Theorem 5.2.1 Let hy,hy € Py, be pair-wise independent permutations (similarly to Re-
mark 2.2.1 this is an abbreviation for “distributed according to a pair-wise independent
permutation ensemble”) and let fi, fo € F, be pseudo-random functions; hy, hy, fi and
fo are independently chosen. Then W = W (hq, fi1, f2) is a pseudo-random permutation
and S = S(hy, f1, f2, ha) is a strong pseudo-random permutation (W and S as in Defini-
tion 5.2.1).

Furthermore, assume that no efficient oracle-machine that makes at most m = m(n)
queries, e-distinguishes between the pseudo-random functions and random functions for e =
e(n) (see Definition 2.2.2). Then no efficient oracle-machine that makes at most m queries
to W (resp. S and S™') &'-distinguishes W (resp. S) from a random permutation for
=2+ ’;—f + ;”T:
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Remark 5.2.1 The conditions of Theorem 5.2.1 are meant to simplify the exposition of the
theorem and of its proof. These conditions can be relazed, as discussed in Section 5.4. The
main points are the following:

1. A single pseudo-random function f can replace both fi and fs

2. hi and hy may obey weaker requirements than pair-wise independence. For example, it
18 enough that for every x # y:

Pr{hi(2)), = hi(¥),] £ 27" and Pr(hy(z), = hao(y),] <27

5.2.3 Proof of Security

We now prove the security of the SPPE-construction; the proof of security for the PPE-
construction is very similar (and, in fact, a bit simpler). As with the original LR-Construction,
the main task is to prove that the permutations are pseudo-random when f; and f5 are truly
random (instead of pseudo-random).

Theorem 5.2.2 Let hy, hy € Py, be pair-wise independent permutations and let fi, fo € F,
be random functions. Define S = S(hy, f1, f2, ha) (as in Definition 5.2.1) and let R € Ps,, be
a random permutation. Then for any oracle machine M (not necessarily an efficient one)
that makes at most m queries,
2 2
[Pr[arss7 (127) = 1] — Pr[MR T (12) = 1)) < ’;—n + 2’”7

Theorem 5.2.1 follows easily from Theorem 5.2.2 (see a proof-sketch in the sequel). In
order to prove Theorem 5.2.2, we introduce additional notation.

Let G denote the permutation that is accessible to the machine M (G is either S or R).
There are two types of queries M can make: either (4, z) which denotes the query “what is
G(x)?” or (—,y) which denotes the query “what is G=*(y)?”. For the i query M makes,
define the query-answer pair (z;,y;) € I*"xI*", where either M’s query was (+, z;) and the
answer it got was y; or M’s query was (—,y;) and the answer it got was x;. We assume that
M makes exactly m queries and refer to the sequence {(z1,¥1), ..., (Tm, Ym)} of all these pairs
as the transcript (of M’s computation).

Notice that no limitations were imposed on the computational power of M. Therefore,
M can be assumed to be deterministic (we can always fix the random tape that maxi-
mizes the advantage M achieves). This assumption implies that for every 1 < i < m the
it" query of M is fully determined by the first ¢ — 1 query-answer pairs. Thus, for every
i it can be determined from the transcript whether the i query was (+, ;) or (—, ;).
We also get that M’s output is a (deterministic) function of its transcript. Denote by
Cul{{z1, 1), ..., {xi_1, ;1) }] the i query of M as a function of the previous query-answer
pairs and denote by Cy[{(z1,v1), -, (Tm,Ym)}] the output of M as a function of its tran-
script.

Definition 5.2.2 Let o be a sequence {(x1,v1), .., (Tm, Ym)}, where for 1 < i < m we have
that (x;,y;) € I*"xI*". Then o is a possible M-transcript if for every 1 <i <m

Culf(zn, 1), o (mimn, gim) € {(22), (=, 90) }-
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Let us consider yet another distribution on the answers to M’s queries (which, in turn,
induces another distribution on the possible M-transcripts). Consider a random process R
that on the ith query of M answers as follows:

~~

+,z) and for some 1 < j < i the j™ query-answer pair is (z,y), then
for an arbitrary such query-answer pair, (z,y)).

L. If M’s query is
R’s answer is y

—,y) and for some 1 < j < i the j query-answer pair is (z,y), then
for an arbitrary such query-answer pair, (x,y)).

2. If M’s query is
R’s answer is x

3. If neither 1 nor 2 holds, then R’s answer is a uniformly chosen 2n-bit string.
It is possible that R provides answers that are not consistent with any permutation:

Definition 5.2.3 Let 0 = {(x1,%1), ..., (Tm, Ym)} be any possible M-transcript. o is incon-
sistent of for some 1 < j <1 < m the corresponding query-answer pairs satisfy xv; = x; and
Vi #Yj or y; = y; and x; # x;. Otherwise, o 1s consistent.

We first show (in Proposition 5.2.3) that the advantage M might have in distinguishing
between the process R and the random permutation R is small. The reason is that as long
as R answers consistently (which happens with good probability) it “behaves” exactly as a
random permutation. In order to formalize this, we consider the different distributions on
the transcript of M (induced by the different distributions on the answers it gets).

Definition 5.2.4 Let T, T and T be the random variables such that Ts is the transcript
of M when its queries are answered by S, Tg is the transcript of M when its queries are
answered by R and T}, is the transcript of M when its queries are answered by R.

Notice that by these definitions (and by our assumptions) M55 (12%) = Cy(Ts) (are
the same random variables) and M®E (12%) = Cy(Tk).

Proposition 5.2.3

2

Pr{Cyr(T5) = 1] = Pr{Cus (T) = 1]| < oy

Proof. For any possible and consistent M-transcript ¢ we have that

201
fl’%r[TR =] = @ ) = I;r[TR = o | Tj is consistent].

Therefore, the distribution of T conditioned on Tj being consistent is exactly the distribu-
tion of Tg. Furthermore, the probability that 77, is inconsistent is small: T is inconsistent
if for some 1 < j <7 < m the corresponding query-answer pairs satisfy z; = z; and y; # y;
or y; = y; and x; # x;. For a given ¢ and j this event happens with probability at most
272" Hence,

m2
92n+1"

m
Pr[T}j is inconsistent] < (2> 27 <
R
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The proposition follows:

PriCu(Tp) = 1] = Br[Car(Tr) = 1]

<

Pr[Cy(Ty) =1 | T is consistent] — Pl’{r[CM(TR) = 1]‘ - Pr[Ty is consistent]
R R

+

Pr[Cy(Ty) =1 | Ty is inconsistent] — I?{r[C’M(TR) = 1]‘ - Pr[T} is inconsistent]
R R

< Pr[T} is inconsistent]
R

m2

< 22n+1 ’

O

It remains to bound the advantage M might have in distinguishing between T and 7.
The intuition is that for every possible and consistent M-transcript o unless some “bad” and
“rare” event on the choice of hy and hy (as in the definition of S) happens, the probability
that Ts = o is exactly the same as the probability that T; = 0. We now formally define this
event (Definition 5.2.5) and bound its probability (Proposition 5.2.4).

Convention 5.2.1 For any possible M -transcript o = {{x1,41), .., (T, Ym) } we can assume
hereafter that if o is consistent then for i # j both x; # x; and y; # y; (this means that M
never asks a query if its answer is determined by a previous query-answer pair).

Definition 5.2.5 For every specific choice of pair-wise independent permutations hyi, hy €
Py, (in the definition of S) define BAD(hy, hy) to be the set of all possible and consistent

M-transcripts, 0 = {{x1,41), - -, (T, Ym) }, Satisfying:

31 <i < j <m such that hy(x;)), = hi(x5)), or ha(yi), = ha(y;)),-

Proposition 5.2.4 Let hy,hy € Py, be pair-wise independent permutations then for any
possible and consistent M-transcript o = {(x1,y1), ..., (Tm, Ym)} we have that:

2

Pr [0 € BAD(hi, hs)] < 7;1—”

hi,ha

Proof. By definition, ¢ € BAD(hy, hs) if there exist 1 < 7 < j < m such that either
hi(xi), = hi(x)|, or he(yi), = h2(y;)),- For any given ¢ and j both Pry, [h(2;), =
hi(z;),] and Prp,[ha(yi), = ha(y;)).] are smaller than 27" (since h; and hy are pair-wise
independent). Therefore,

2
Pr [0 € BAD(hy, hy)] < (7;) 297" < Z“—n

hi,h2

O

The key lemma for proving Theorem 5.2.2 is:
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Lemma 5.2.5 Let 0 = {{x1,y1), ..., (Tm, Ym)} be any possible and consistent M -transcript,
then
Pr{Ts = 0 | o ¢ BAD(hy, ha)] = Pr[T;, = o
R

Proof. Since o is a possible M-transcript we have that for all 1 <1 < m,

Cul{{z,11), 0 (@i, Y1)} € {(H,23), (=, 1) }

Therefore, T; = o iff for all 1 < i < m, the ith answer R gives is y; in the case that
Coul{{zy, 1), ooy (i1, 1)} = (+, ;) and otherwise its i answer is x;. Assume that R
answered “correctly” (i.e., y; or z; as above) for each one of the first i — 1 queries. Then,
by Convention 5.2.1 and the definition of R, its i*" answer is an independent and uniform
2n-bit string. Therefore,

Pr[T; = o] = 27"

R

Since o is a possible M-transcript we have that Ts = o iff for all 1 < i < m, y; = S(z;).
Consider any specific choice of permutations h; and hy (for which S = S(hy, f1, f2, he)) such
that ¢ € BAD(hy, hs). Let (LY, RY) = hy(z;) and (L%, R?) = hy(y;). By the definition of S,
we get that:

yi = S(;) = fi(R]) = L] ® L} and fo(L}) = R} ® R;.

For every 1 < i < j < m both R} # R} and L} # L? (otherwise ¢ € BAD(hy, hy)).
Therefore, since f; and f, are random, we have that for every choice of h; and hs such that
o & BAD(hy, hy) the probability that Ts = ¢ is exactly 272"™. We can conclude:

Pr[Ts =0 | o @ BAD(hi, hy)] = g~ 2nm
which complete the proof of the lemma. O

Proof. (of Theorem 5.2.2) Let I" be the set of all possible and consistent M-transcripts o
such that M (o) = 1.

BH{Co(Ts) = 1] = Pr{Cu (Ty) = 1]

< > <Pr[T5 =o] - Pr[T = O'])‘ + Pr[T} is inconsistent]
oel s R R

< > |Pr[Ts = olo & BAD(hy, hs)] — Pr[Tj; = a]‘ - Pr [0 € BAD(hq, hs)] (5.1)
cer | ? R h,he

+ (P;r[TS — olo € BAD(hy, )] ~ Pr(Ty, = a]>

oel
+ Pr[T} is inconsistent]. (5.3)
R

Pr [0 € BAD(hy, h2)]|(5.2)

hi,ha
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We already showed in the proof of Proposition 5.2.3 that the value of Expression (3) is
2 . .

smaller than ey, by Lemma 5.2.5 we get that the value of Expression (1) is 0. Therefore,

it remains to bound the value of Expression (2): Assume without loss of generality that

Z PI' T,S' =0 | o € BAD(hl, hg)] . hP£ [O’ € BAD(hl, hg)]

oel

< > PrT Pr [U € BAD(hy, hy)],

oel R

then using Proposition 5.2.4 we get that

> <F;r[T5 =0 | 0 € BAD(hy, hy)] — %T[TR ]) Pr [0 € BAD(hy, hs)]

el it
< Y Pr[T - Pr [0 € BAD(h, o))
oel R
<
< max h113]£2 o € BAD(hl, hs)]
< m*
2n

Thus, we can conclude that:

I:;I'[CM(Ts) == 1] PT[CM( - 1]‘ + 22:-1—1

Using Proposition 5.2.3 we complete the proof:
%r[MS,Sfl(]_Qn) — 1] o %r[MR,Rfl (1277,) — 1]‘

= [Pr[Ow(Ts) = 1] — Pr(Cus(Tr) = 1]‘

< [PrlCur(Ts) = 1] = Pr(Cui(Ty) = 11|+ |PrlCar(Ty) = 1) = BriCur(Tw) = 1
<L

O

Given Theorem 5.2.2, the proof of Theorem 5.2.1 is essentially the same as the corre-
sponding proof of the original LR-Construction (the proof of Theorem 1 of [90], given their
main Lemma). The proof-idea is the following: Define three distributions:

e S; = S(hy, f1, f2, ha), where hy, hy € P», are pair-wise independent and fi, fo € F), are
pseudo-random functions.

o Sy = S(h1, g1, f2, ha), where hy, hy € Py, are pair-wise independent, f, € F), a pseudo-
random function and ¢g; € F,, a random function.

o S3 = S(hi, 01,92, ha), where hy, hy € Py, are pair-wise independent and gy, g, € F,, are
random functions.
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It is enough to show that for every oracle machine, for all but finite number of n:

L |Pr{MSs (120) = 1] = Pr[MSS (17) = 1]| < £(n)
2. [Prfarses* (127) = 1] — Pr[MS:™ (127) = 1]| < =(n)

If (1) or (2) do not hold, then we can construct an efficient oracle-machine M’ that e-
distinguishes the pseudo-random functions from the random functions in contradiction to
the assumption. Assume for example that for infinitely many n:

-1

[Pr{ArS50 (12) = 1] — Pr[M®% (12) = 1]| > 2(n).

The oracle-machine M’ on input 1" and with access to a function O € F;, first samples
pair-wise independent permutations, hi, hy € P,,, and a pseudo-random function f, € F,,.
M’ then invokes M with input 12" and answers its queries with the values of S and S,
for S = S(hy, O, f5,hy). When M halts so does M', and M’ outputs whatever M outputs.
Notice that if O is a pseudo-random function then the distribution of S is S;, whereas if
O is a truly random function then the distribution of S is S;. This is the reason that M’
distinguishes a pseudo-random function from a random one with advantage greater than
£(n). Similar hybrid-arguments apply to all the other constructions of this chapter.

5.3 The Framework

As we shall see in Sections 5.4-5.6, the construction of Section 5.2 can be relaxed and
generalized in several ways. The different pseudo-random permutations obtained share a
similar structure and almost identical proof of security. In this section we examine the proof
of Theorem 5.2.2 in a more abstract manner. Our goal is to establish a framework for proving
(almost) all the constructions of this chapter and to suggest a way for designing and proving
additional constructions.

Our framework deals with constructions of a pseudo-random permutation S on /¢ bits
which is the composition of three permutations: S = hy' o E o hy. (see Figure 5.2 for an
illustration). In general, h; and hy' are “lightweight” and E is where most of the work is
done. F is constructed from pseudo-random functions and for the purpose of the analysis
we assume (as in Theorem 5.2.2) that these functions are truly random. In Section 5.2,
for example, ¢/ = 2n, h; and h, are chosen as pair-wise independent permutations and
E =Dy, o Dy, for random fy, f5 € F,,.

The framework starts with £ which may be easily distinguished from a truly random
permutation and transforms it via h; and hs into a pseudo-random permutation. The prop-
erty F should have is that for almost every sequence, {(z1,y1), ..., (Zm, Ym)}, the probability
that Vi, y; = E(x;) is “close” to what we have for a truly random permutation:

Definition 5.3.1 A sequence, {{(x1,91),. .., {(Tm,Ym)}, is E-Good if Prg[Vi, y; = E(x;)] =
2-tm,
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Input

©
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Figure 5.2: The high-level structure of the different constructions of SPPE.

We assume that apart from some “rare” sequences all others are E-Good. Loosely speaking,
the role of hy and hsy is to ensure that under any (adaptive chosen plaintext and cipher-
text) attack on S the inputs and outputs of F form an F-Good sequence with a very high
probability.

For the exact properties needed from the distributions on hq, ho and E, we shall try to
follow the statement and proof of Theorem 5.2.2. The goal is to show that S is indistin-
guishable from a truly random permutation R on ¢ bits. Specifically, that for some small ¢
(whose choice is explained hereafter), for any oracle machine M (not necessarily an efficient
one) that makes at most m queries,

2
—1 —1 m
[Pr{arSS7 (1) = 1] = Pr[MPR (1) = 1)| < e + T

Let the notions of query-answer pair, a transcript, the function C),, a possible M-transcript,
the random process R, a consistent transcript and the random variables Ty, Tr and Ty
be as in the proof of Theorem 5.2.2. Proposition 5.2.3 (saying that the distance between
Tr and T} is bounded by the probability that T'; is inconsistent and that this probability
is bounded by 2T—+21) still holds. The heart of applying the framework is in specifying the
“bad” M-transcripts for given h; and hs. This set BADg(hy, hy) replaces BAD(hq, hy) in
Definition 5.2.5 and in the rest of the proof. It contains possible and consistent M-transcripts
and should have the property that any {(x1,91),..., (Zm, Ym)} not in BADg(hy, hy) satisfies
that {(hi(z1), ha(v1))s- -, (h1(zm), ha(ym))} is E-Good. Note that Definition 5.2.5 is indeed
a special case of the above and also that, by this property,

Pr[Ts = o | o ¢ BADp(hy, ha)] = 2=,

This implies that Lemma 5.2.5 where BAD(hy, hs) is replaced with BADg(hy, hs) is true:
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Lemma 5.3.1 Let 0 = {{x1,y1), ..., (Tm, Ym)} be any possible and consistent M -transcript,
then
F;I"[TS =0 | ag € BADE(h,l, h,g)] = RI‘[TR = 0’]‘
R

For BADg(hy, hs) to be useful we must have that

hf’lgz[o € BADg(hy, he)] <€ (5.1)
and this substitutes Proposition 5.2.4. This is the only place in the proof where we use
the definition of ¢ and the definition of the distributions of h; and hy. As demonstrated in
Sections 5.4.2 & 5.6.1, there is actually a tradeoff between reducing the requirements from
hy and hy and having a somewhat larger value of . Applying (5.1) and Lemma 5.3.1 as in
the proof of Theorem 5.2.2 we conclude:

Theorem 5.3.2 Let hy, hy, E be distributed over permutations in Py, let S = hy' o E o hy
and let R € P, be a random permutation. Suppose that BADg(hy, hs) is as above and
satisfies (5.1). Then for any oracle machine M (not necessarily an efficient one) that makes
at most m queries,

2
—1 —1 m
[Pr{a557 (1) = 1] = PrMPR (1) = 1] < £ 4 T

To summarize, the major point in proving the security of the different constructions is
to define the set BADg(hy, hy) such that for any possible and consistent M-transcript, o,
both Prg[Ts = o | 0 € BADg(hi, he)] = 27%™ and Pry, p,[0c € BADg(hy, hy)] < e (for the
specific £ in the claim we are proving). This suggests that the critical step for designing a
pseudo-random permutation, using the framework described in this section, is to come up
with a permutation F such that the set of F-Good sequences is “large enough” and “nice
enough”. Note that to meet this end one can use different or more general definitions of an
E-Good sequence with only minor changes to the proof (as is the case for the permutation
S in Section 5.6).

5.4 Relaxing the Construction

5.4.1 PPE and SPPE with a Single Pseudo-Random Function

Since Luby and Rackoff introduced their construction a considerable amount of research
(112, 114, 115, 116, 118, 130, 131, 132, 134, 151] has focused on the following question:
Can we obtain a similar construction of PPE or SPPE such that every permutation will be
constructed from a single pseudo-random function?

Apparently, this line of research originated in the work of Schnorr [134]. Schnorr consid-
ered the LR-Construction, where the functions used are truly random, as a pseudo-random
generator that is secure if not too many bits are accessible. The security of Schnorr’s genera-
tor does not depend on any unproven assumption. This notion of local-randomness is further
treated in [92, 94]. Since the key of a random function is huge it makes sense to minimize
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the number of functions and, indeed, Schnorr suggested DyoD oDy as pseudo-random (the
suggested permutation was later shown to be distinguishable from random [130]).

Following is an informal description of some of these results. Let f € F,, be a random
function. Then:

e For all 7,5,k > 1 the permutation D o Dy o D+ is not pseudo-random [151].

For all 4, j, k,¢ > 1 the permutation D oDy oD sx oDy is not strongly pseudo-random
[131].

D2 0 D; oDy oDy is pseudo-random [118].

DfoD;oDys20DyoD;oDy: is strongly pseudo-random, where I € F), is the identity
function [132].

DyoeofoD oDy is pseudo-random and D yogo oD oD oDy is strongly pseudo-random,
where ¢ is, for example, a rotation of one bit [116].

A critique that has been voiced often is that using only one pseudo-random function
does not seem too significant: A pseudo-random function on n+ 2 bits can replace 4 pseudo-
random functions on n bits or, alternatively, a small key can be used to pseudo-randomly
generate a larger key. It should also be noticed that the new constructions require additional
invocations of the pseudo-random functions which imply an increase in the computation
time. Furthermore, these results involve detailed and non-trivial proofs (to a point, where
some papers claim to find inaccuracies in others).

The adjustment of the LR-Construction we suggest in Section 5.2 can easily be converted
into a construction of PPE and SPPE from a single pseudo-random function. Simply re-
place both (pseudo-random) functions, f; and fo, with a single (pseudo-random) function
f. This solution does not suffer from the drawbacks of the previous ones. The construction
and the proof remain as simple as before and the pseudo-random function is only invoked
twice at each computation of the permutation. The additional key-length for the pair-wise
independent functions (hy and hs) is not substantial (especially compared to the length of
a truly random function). Consider, for example, the construction of SPPE when we use a
truly random function f:

Theorem 5.4.1 Let hy, hy € Py, be pair-wise independent permutations and let f € F,, be
a random function. Define S = S(hq, f, f,h2) (as in Definition 5.2.1) and let R € Py, be
a random permutation. Then for any oracle machine M (not necessarily an efficient one)
that makes at most m queries,

2 2
Pr{MSS™ (12) = 1] - PR (1) = )| < S 4 2

The proof follows the framework described in Section 5.3. The set BAD(hq, hy) (Defini-
tion 5.2.5) is replaced with the set BAD;(hq, hy) defined to be:
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The set of all possible and consistent M -transcripts, o = {{x1, 1), -+, (Tm, Ym) },
satisfying that there exist 1 < i < j < m such that either hy(x;)|, = hi(z;), or
ho(yi), = ha(y;)), (as before), or there exist 1 < i,5 < m such that hy(x;)

hQ(yj)\L'

lr =

In order to apply Theorem 5.3.2, it is enough to note that by this definition we get that for
any possible and consistent M-transcripts, o, both Prg[Ts = o | ¢ & BAD;(hy, hy)| = 272"™
(hence, it is a proper definition according to the framework) and Pry, ,[0 € BAD;(hy, he)] <

2m?
PACHN

5.4.2 Relaxing the Pair-Wise Independence Requirement

One might interpret the construction of Section 5.2 in the following way: given the task
of constructing efficient pseudo-random permutations it is enough to concentrate on the
efficient construction of pseudo-random functions. The assumption that supports such a
claim is that the computation of pseudo-random functions is much more expensive than the
computation of pair-wise independent permutations. Therefore, computing the value of the
pseudo-random permutation (that is constructed in Section 5.2) on any input of 2n bits
is essentially equivalent to two invocations of a pseudo-random function with n-bit inputs.
In this section we show that we can use even weaker permutations instead of the pair-
wise independent ones — resulting in an even more efficient construction of pseudo-random
permutations.

As mentioned in Section 5.3, the only place in Section 5.2 we use the fact that h; and
hsy are pair-wise independent permutations is in the proof of Proposition 5.2.4. In fact, the
exact requirement on hy; and hy we use is that for every x # y:

Pr{hi (), = hi(y)ia] < 27" and Prlha(2)), = ha(y),] < 27"

Furthermore, we can replace 27" with any € > 27" and still get a construction of pseudo-
random permutations (with somewhat larger distinguishing probability). Consider, for ex-
ample, the revised statement of Theorem 5.2.2:

Theorem 5.4.2 Let H' and H? be distributions of permutations in P, such that for every
pair of 2n-bit strings x #£ y:

hlizl[hl(x)m = hl(y)\ﬁ] <eand hzl:e)}:ﬂ[hﬂx)h = hQ(y)|L] <e.

Let hy be distributed according to H', hy distributed according to H? and let fi, fo € F, be
random functions. Define S = S(hq, f1, f2, ha) (as in Definition 5.2.1) and let R € Py, be
a random permutation. Then for any oracle machine M (not necessarily an efficient one)
that makes at most m queries,

m2

-1 n -1 n
[PrMSS7 (1) = 1] = PrM™ T (17) = 1] <m? < 4
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The proof follows the framework described in Section 5.3. This time the definition of
BAD(hy, hy) stays unchanged and, in order to apply Theorem 5.3.2, we only need to note
that for any possible and consistent M-transcript o, Pry, s,[0c € BAD(hy, hy)] < m? - .

The conditions on H' and H? in Theorem 5.4.2 are somewhat nonstandard (since the
requirements are on half the bits of the output). Nevertheless, these conditions are satisfied
by more traditional requirements on function-families. In particular, one can use the concept
of e-AXU, functions:

Definition 5.4.1 A distribution on I"™ — I" functions (or permutations), H, is e-AXU, if
for every x #y and every z (z,y,z € I™),

Prlh() @ hy) = 2] <.

This concept was originally defined by Carter and Wegman [38]; We use the terminology of
Rogaway [128].
It is easy to verify that the conditions on H! and H? in Theorem 5.4.2 are satisfied if

both H! and H? are ((2" — 1)"!-¢£)-AXU,. Such a distribution of permutations over I*",

for e = (2" + 1)L, is he(z) € a - © where a is uniform in 72" \ {0} and the multiplication is

in GF(2*").

Another way to construct H' and H? is by using Feistel permutations with e-AXU,
functions. Let H be a distribution of e-AXU, functions on n bits strings, then we can define
H"' to be {Dy}ner and H? to be {D; *}rcm. The reason is that for every two distinct 2n-bit
strings z = (L', R') and y = (L?, R?) and every function h € F,, we have by definition that:

Dy(z), = Du(y), <= MR @ h(R*) =L"® L*.

If R' = R? then L' # L? and therefore Dy ()|, # Dy(y)
e-AXU, functions:

; otherwise, by the definition of

IR

Pr[Dy(x)), = Daly),] = Pr{b(R) @ h(R) = L' © L] <«
Thus, H' satisfies its requirement and similarly for H?2.

By using Feistel permutations to construct H! and H? we get the original LR-Construction
as a special case (since a random function is in particular 27"-AXU,). Thus, the proof of
security in Section 5.2 also holds for the original LR-Construction. The idea of using e-AXU,
functions instead of pseudo-random functions for the first round of the LR-Construction was
previously suggested by Lucks [91].

Another advantage of this approach is that it allows us to use many efficient constructions
of function families. An example of efficient 27"-AXU, functions are Vazirani’s “shift”-family
[147]. A key of such a function is a uniformly chosen string a € I?"~! and the j* bit of f,(z)
(1 <j <n)is defined to be 37 | x;a;1;—1 mod 2.

A substantial amount of research [38, 69, 84, 128, 145, 149] deals with the construction of
efficient hash functions. This line of work contains constructions that obey weaker definitions
on function families than pair-wise independence and in particular contains constructions of
e-AXU, functions. Unfortunately, these functions were designed to be especially efficient
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when their output is substantially smaller than their input (since, they were mainly brought
up in the context of authentication) which is not true in our case (but is relevant in Sec-
tion 5.6). An additional objective is to reduce the size of the family of hash functions (e.g.,
(67, 84]). In our setting the purpose of this is to reduce the key-length of the pseudo-random
permutations.

5.5 Reducing the Distinguishing Probability

There are various circumstances where it is desirable to have a pseudo-random permutation
on relatively few bits (say 128). This is especially true when we want to minimize the size
of the hardware-circuit that implements the permutation or the communication bandwidth
with the (hardware or software) component that computes the permutation.

Let F be a pseudo-random permutation on ¢ bits (note that n = ¢/2 in Section 5.2) con-
structed from truly random functions (on ¢/2 bits) using the LR-Construction. As shown by
Patarin [115], F' can be distinguished (with constant probability) from a random permuta-
tion using O(2%4) queries (which means that the analysis of the LR-Construction, where the
distinguishing probability for m queries is 0(2’?—/22), is tight). Therefore, the LR-Construction
on ¢ bits can only be used if 2¢/* is large enough to bound the number of queries in the
attack on the block cipher.

In this section, a simple generalization of the construction of Section 5.2 is presented.
Using this construction, the adversary’s probability of distinguishing between the pseudo-
random and random permutations can be reduced to roughly % . 2(1’,“% for every integer
2 <t </l (for t =2 we get the original construction). To achieve this security ¢ + 2
permutations are composed. The initial and final are pair-wise independent permutations,
the rest are (generalized) Feistel permutations defined by I0=1/9¢ — 1%t random (or pseudo-
random) functions (see Figure 5.3 for an illustration).

Patarin [117] shows that if we take six rounds of the LR-Construction (instead of three or
four), then the resulting permutation cannot be distinguished from a random permutation
with advantage better than 52%3 (improving [115]). This means that distinguishing the six-
round construction from a truly random permutation (with constant probability) requires at
least ©(2/3) queries. The bound we achieve in this section (Q(2(171/94/2)) is better (for any
t > 4). Note that our construction uses pseudo-random functions with larger input-length,
which might be a disadvantage for some applications.

In order to describe our generalized constructions we first extend Feistel permutations to
deal with the case where the underlying functions have arbitrary input and output lengths
(instead of length-preserving functions as in Definition 5.1.1). We note that using such
“unbalanced” Feistel permutations was previously suggested in [7, 91, 133].

Definition 5.5.1 (Generalized Feistel Permutations) For any two positive integers, s
and V', and any function f : I* — I° let { = 0' + s and let Dy € P, be the permutation

defined by Dy(L, R) L (R, L & f(R)), where |L| = s and |R| = ('

We can now define the revised construction and consider its security. These are simple
generalizations of the construction in Section 5.2 and of its proof of security.
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| Output |

Figure 5.3: Construction of strong pseudo-random permutations with reduced distinguishing
probability using ¢+2 rounds (here ¢ = 3). Recall, f; : [071/9¢ s [ (here f; : 17¢/3 s I%/3).
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Definition 5.5.2 (¢ + 2-Round Construction) For any integers 2 <t <, let s and r be
integers such that { = s-t+r (wherer <t). For any hy, hy € Py, f1, fo, ..., fr: [©757 1 [5H1
and foi1, ..., fr: 175 — I® define

W(hlaflan--- f)dEfotont 12 'ODf1oh1

and

S(hiy fis fos- ooy fsha) € hy' oDy, 0Dy, o...0Dy, o hy.
(We get the construction of Definition 5.2.1 by choosingt =2, s ={/2 and r =0.)

Theorem 5.5.1 Let W and S be as in Definition 5.5.2, where hy and ho are pair-wise
independent permutations and fi, fa, ..., fr are pseudo-random functions (t is allowed to be
a function of £); hy, hy and fi, fa, ..., fr are independently chosen. Then W is a pseudo-
random permutation and S a strong pseudo-random permutation.

Furthermore, assume that no efficient oracle-machine that makes at most m = m(¥)
queries, e-distinguishes between the pseudo-random functions and random functions for e =
6(n) Then no efficient oracle-machine that makes at most m queries to W (resp S and

S™!) e'-distinguishes W (resp. S) from a random permutation, for e’ =t-c+ % et 5

In case the middle functions are truly random this reduces to:

Theorem 5.5.2 Let S be as in Definition 5.5.2, where hy and hy are pair-wise independent
permutations and fi, fa, ..., fi are random functions and let R € P, be a random permuta-
tion. Then for any oracle machine M (not necessarily an efficient one) that makes at most
m queries,

t m? m?

S8 Loy RR1/q0\ _
[PrM®ST (1Y) = 1] = PrM™ (1) = 1| < 3 S+ or

The proof of Theorem 5.5.2 follows the framework described in Section 5.3. Assume
for simplicity that ¢ = s - t, the set BAD(hy, hy) (Definition 5.2.5) is replaced with the set
BADy(hy, hy) defined to be:

The set of all possible and consistent M -transcripts, o = {{x1, 1), -+, (Tm, Ym) }»
satisfying that there exist 1 <1< j <m and 1 <k <t such that

(FF L FL L L) = (FF L F LS, LS,

where (F', P, .. Ff) = In(x:) and (L, L, ... Lj) = ha(yi) (1F}| = |F?| =
= |F/| =Ll =|L}| = ... = |Li| = 5).

This guarantees that for any possible and consistent M-transcript o we have that Prg[Ts =
o | 0 & BADy(hy, hy)] = 27" (and hence, it is a proper definition according to the frame-
work). The reason is that, under the notation above,

Vi,yi = S(z;) <= V1<i<m, V1<k<t, fo FF7,... FLL,... . LFY)=FraoLk
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Therefore, given any specific choice of hy and hy (in the definition of S) such that o ¢
BADy(hy, hy) the event Tg = o is composed of m - t independent events each of which has
probability 27° to happen. In order to apply Theorem 5.3.2, it remains to note that for any
such o we have that

hi,h2

m —(e—Te/t t m?
Pr [o € BAD(hi, hy)] <t - <2> 2 <2 S

Remark 5.5.1 The construction of this section achieves a substantial improvement in se-
curity over the construction in Section 5.2 even for a small constant t > 2 (that is, with a
few additional applications of the pseudo-random functions). Nevertheless, it might be useful
for some applications to take a larger value of t. Choosing t = { reduces the advantage the
distinguisher may achieve to roughly EQ—’?Q

5.6 SPPE on Many Blocks Using PFE or PPE on a
Single Block

Consider the application of pseudo-random permutations to encryption, i.e., using f(M)
in order to encrypt a message M, where f is a pseudo-random permutation. Assume also
that we want to use DES for this purpose. We now have the following problem: while DES
works on fixed and relatively small length strings, we need a permutation on |M]|-bit long
strings, where the length of the message, |M|, may be large and may vary between different
messages.

This problem is not restricted to the usage of DES (though the fact that DES was de-
signed for hardware implementation contributes to it). Usually, a direct construction of
pseudo-random permutations or pseudo-random functions (if we want to employ the LR-
Construction) with large input-length is expensive. Therefore, we would like a way to
construct pseudo-random permutations (or functions) on many blocks from pseudo-random
permutations (or functions) on a single block.

Several such constructions were suggested in the context of DES (see e.g. [31] for the dif-
ferent modes of operation for DES). The simplest, known as the electronic codebook mode
(ECB-mode), is to divide the input into sub-blocks and to apply the pseudo-random permu-
tation on each sub-block separately. This solution suffers from the obvious drawback that
every sub-block of output solely depends on a single sub-block of input (and, in particular,
the permutation on the complete input is not pseudo-random). This may leak information
about the message being encrypted. See Section 5.6.2 for further discussion and additional
related work.

In this section we consider a generalization of the construction of Section 5.2 that uses
pseudo-random functions (or permutations) on a single block to construct strong pseudo-
random permutations on many blocks. The idea is as follows: apply a pair-wise independent
permutation on the entire input, divide the value you get into sub-blocks and apply two
rounds of Feistel-permutations (or one round of a pseudo-random permutation) on each sub-
block separately, finally, apply a second pair-wise independent permutation on the entire
value you get (see Figure 5.4 for an illustration).
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Figure 5.4: Construction of a strong pseudo-random permutation on many (six in this case)
blocks from a pseudo-random function on a single block.
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This solution resembles the ECB-mode, it is almost as simple and it is highly suitable for
parallel implementation. Contrary to the ECB-mode, this construction does give a pseudo-
random permutation on the entire message (though the security parameter is still relative
to the length of a sub-block).

For simplicity, we only describe the construction using truly random functions (or a truly
random permutation). The analysis of the construction when pseudo-random functions are
used follows easily. In addition, we restrict our attention to the construction of strong
pseudo-random permutations.

Definition 5.6.1 For any two integers b and s, for any function g € F, let ¢g** € Fy., be
the function defined by:
gXb(xl,xm ) = (9(21), 9(w2), -5 g(w8).

For any f1, fo € F,, and hy, hy € Py, define:
S(ha, f1, f2, he) o hyto D;f;’ o D;flb o hy.
For any p € Py, and hy, hy € Py, define:
S(h1,p, hs) o hy'op*Pohy.

Theorem 5.6.1 Let hy,hy € Py, be pair-wise independent permutations, let fi, fo € F,
be random functions and p € Py, a random permutation. Define S = S(hy, f1, f2, ha) and
S = 5’(h1,p, hy) (as in Definition 5.6.1) and let R € Psyy, be a random permutation. Then
for any oracle machine M (not necessarily an efficient one) that makes at most m queries,

2

m?2 -0 m?

[PrMSSTH ) = 1] = PAUM™T (1) = 1)) < —
and
$,671 1 2nb R,R~Y 12nb m? - b?
(P[5 (12 = 1] = Pr[M™R (1 ):1]‘§W'

The proof of Theorem 5.6.1 for S follows the framework described in Section 5.3. The
set BAD(hy, hy) (Definition 5.2.5) is replaced with the set BAD3(hq, hy) defined to be:

The set of all possible and consistent M -transcripts, 0 = {{x1,y1), - -, (Tm, Ym) }»
such that either there are two equal values in {Ffj}lSiSm, 1<j<b Or there are

two equal values in {L7 " }icicm, 1<j<p, where (F}, F2, ... F?*) = hy(z;) and
(Li, LE, .. L) = ho(y) (I1F}| = |FP| = ... = |[F*| = |Li| = |L}| = ... =
L% =n).

This guarantees that for any possible and consistent M-transcript o we have that

Pr(Ts = o | o & BAD3(ha, ha)] = g nbm
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(and hence, it is a proper definition according to the framework). The reason is that, under
the notation above,

Vi,yi = S(1;) <= V1 <i<m,V1<j<b, fi(F/)=F’"oL? "and fo(LY ") = F’®LY.

Therefore, given any specific choice of hy; and hy (in the definition of S) such that o ¢
BAD3(hy, hy) the event Ts = o is composed of 2m - b independent events each of which has
probability 27" to happen. In order to apply Theorem 5.3.2, it remains to note that for any
such o we have that

m? - b

2n

Pr [o€ BADs(h, hy)] < 2 <m2' b) 27 <

The proof of Theorem 5.6.1 for S slightly deviates from the framework described in
Section 5.3 (providing yet another evidence to the claim that “nobody is perfect”). The set
BAD(hy, hy) (Definition 5.2.5) is replaced with the set BADy(hy, hy) defined to be:

The set of all possible and consistent M -transcripts, o = {{x1,91), - -, (Tm, Ym) },

such that either there are two equal values in {Fi]hgz’gm, 1<j<b or there are two

equal values in { L]} <icm, 1<j<p, where (FL F2 ... F?) = hy(x;) and (LY, L3, ..., L) =
ha(ys) (1FH | = |F? = ... = |F| = |Li| = |L}| = ... = |L}| = 2n).

Now we have that for any possible and consistent M -transcript o,

2 12
hE,I;2[J c BAD4(h1, hz)] <2- <m2- b> .97 m22-nb
but now for any such o,
22|
I;r[Tg =0 | 0 & BADy(h1, hy)] = 22 —m-b)!

instead of 272%™ ag “required” by the framework. However, the difference in probabilities
is rather small which result in only a minor deviation from the proof of Theorem 5.2.2.

5.6.1 Relaxing the Construction

As in Section 5.4.2 we would like to reduce the requirements from h; and hy in Theorem 5.6.1.
Our main motivation in doing so is to decrease the key-length of the pseudo-random permu-
tations. We would like the key-length to be of order n — the length of the small sub-blocks
and not of order 2nb — the length of the complete input (in some cases we may allow a small
dependence on b).

We sketch a way to redefine the distributions on h; and hs in the definition of S (almost
the same ideas apply to the definition of S). The requirement these distributions have to obey
is that for any possible and consistent M-transcript o we have that Pry, p,[0c € BADy(hy, hs)]
is “small”. We use the following notation: For any 2n - b-bit string z = (21, 29, ..., 2) (such
that Vj, |2;| = 2n) and for all 1 < i < b, denote by z), the substring z; (the i substring of z).
The requirement, above can be achieved by sampling h; and hs according to a permutation
distribution H such that for some small ¢ > 272" we have that:
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1. For any 2n - b-bit string x, V1 <14 < j < b, Prpeg[h(2), = h(x),] < e and

2. For any 2n - b-bit strings x # 2/, V1 <4, < b, Prpeg[h(z), = h(2'),] < e

We start by defining a permutation distribution H' that almost achieves this: A permutation
h' = h,, ., sampled from H'is defined by two ¢-AXU, functions, u; : I — I”™ and u, :

T1o8b1 127 (see definition of e-AXU, functions in Section 5.4.2). For any z = (21, 2y, . . - , %)
(such that Vj, |z;| = 2n),

h;huz(z) o (21 @ ui(zp) B ua(l), 20 Dur(2) ®ua(2),. .., 2—1 B ur(2p) Dus(b—1), 2 S us(b)).
It is not hard to verify that:

1" For any 2n - b-bit string z, V1 < i < j < b, Pryem[h'(2)), = P'(z),] < <’ and
2" For any 2n - b-bit strings x # 2’ such that x|, # xfb and for all 1 < 4,57 < b,
Pryem [P (x), = h'(2"),] <€
In order to eliminate the additional requirement in (2') that x|, # xfb, we define the permu-
tation distribution H such that a permutation h sampled from H is defined to be h' oD (see
Definition 5.5.1), where A’ is sampled according to H' and g : I**(*=1) s %" is a £'-AXU,
function (see Figure 5.5 for an illustration). Using (1') and (2') and the fact that for any
2n - b-bit strings = # '
Pr[D, (x), = D, («'

we get that H satisfies (1) and (2) for ¢ = 2¢'.

Notice that the computation of a function h € H is essentially equivalent to one compu-
tation of an e-AXU, function, ¢ : I?*®~1 i " and a few additional XOR operations per
block. Using efficient constructions of e-AXU, functions [38, 69, 84, 128, 145, 149] we get an
efficient function h. Krawczyk [84] shows a construction of 22-AXU, functions from m bits
to ¢ bits with ¢ key-bits. Using these functions we can achieve the desired goal of reducing

the key-length of h to O(n) bits.

5.6.2 Related Work

The construction presented in this section is certainly not the only solution to the problem
at hand. We refer in brief to some additional solutions:

As mentioned above, DES modes of operation were suggested as a way of encrypting
long messages. However, none of these modes constitutes a construction of a pseudo-random
permutation®. Note that when the encryption of a message M is f(M), for a pseudo-random
permutation f, then the only information that is leaked on M is whether or not M is equal
to a previously encrypted message. This is not true for DES modes of operation. For
instance, when using the cipher block chaining mode (CBC-mode), the encryptions of two

2However, as shown by Bellare et. al. [18], the CBC-mode does define a construction of a pseudo-random
function with small output length. A somewhat related solution to this problem is the so called cascade
construction that is considered by Bellare et. al. [14].
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Figure 5.5: The Construction of h € H. Each v; denotes the string uy(7)

messages with identical prefix will also have an identical prefix. The ECB-mode leaks even
more information — the existence of two identical sub-blocks (in two different encrypted
messages or in a single message). The reason that the ECB-mode leaks so much information
is that every ciphertext-block solely depends on a single plaintext-block. Our construction
implies that only very little and “non-cryptographic” diffusion (the permutations h; and hy)
is required in order to overcome this flaw of the ECB-mode.

Bellare and Rogaway [20] show how to convert the CBC-mode in order to construct a
pseudo-random permutation with large input-length (this is the only place we are aware of
that explicitly refers to the problem). The amount of work in their construction is compa-
rable with two applications of the original CBC-mode (approximately twice the work of our
construction, assuming that hy and hy are relatively efficient). The security of this construc-
tion is of similar order to the security of our construction. In contrast to our construction,
[20] (as well as [14, 18]) is sequential in nature.

A different approach is to define a length-preserving pseudo-random function F on ¢ bits
using a length-preserving pseudo-random function F on ¢ bits (where £ < Z) and then to apply
our version of the LR-Construction using F in order to get a pseudo-random permutation on
2.0 bits. The function F can be defined to be Go Foh where, h is a pair-wise independent
hash function from ¢ bits to £ bits and G a pseudo-random (bit) generator from ¢ bits to
{ bits. This idea may be attributed in part to Carter and Wegman [149]. Anderson and
Biham [7] and Lucks [91] show how to directly apply similar ideas into the LR-Construction.
A comparison between this approach and our construction relies on the specific parameters



5.6. SPPE ON MANY BLOCKS USING PFE OR PPE ON A SINGLE BLOCK 115

of the different primitives that are used. In particular, the parameters of the pseudo-random
function F' vs. the pseudo-random generator GG. For instance, for this approach to be more
efficient than our construction we need that one application of G would be more efficient
than [£/¢] applications of F.

Reducing the Distinguishing Probability

All the constructions of a pseudo-random permutation on many blocks from a pseudo-random
function (or permutation) on a single block that are described in this subsection (including
ours) have the following weakness: If the length of a single block is too small (e.g., 64-bits),
then the pseudo-random permutation on many blocks is very weak even when the original
pseudo-random function (or permutation) is very secure (e.g., completely random). In the
following few paragraphs we discuss this problem and a way to overcome it.

Consider the permutation S = S(hy, f1, f2, h2) (as in Definition 5.6.1), where hy, hy € Py
are pair-wise independent permutations and f;, fo € F,, are random functions. Our analysis
of the security of S (Theorem 5.6.1) fails when the number of queries that the adversary
makes is Q(2%/2/b) (in fact this analysis is tight). Having 2"/?/b large enough forces a
significant restriction on n. Therefore, a natural question is whether we can improve the
security of the construction. A simple Information-Theoretic argument implies that all
such constructions can be distinguished from random using O(2"/b) queries. This follows
from the fact that with O(2"/b) queries the adversary gets much more bits than the length
of the permutation’s secret-key. Hence, the distribution of the answers to these queries is
statistically very different from uniform (which allows an all-powerful adversary to distinguish
the permutation from random).

In order to match this bound we first note that the somewhat high distinguishing prob-
ability of S is due to its vulnerability to a birthday-attack on the length of a single block.
An adversary that makes ©(2"/2/b) uniformly chosen queries to S will force a collision in the
inputs to f; (or fy) with a constant probability. Such a collision foils our analysis (and can
indeed be used to distinguish S from uniform). The solution lies in the following observation:
The problem of foiling birthday-attacks when constructing a pseudo-random permutation on
many blocks can be reduced to the problem of foiling birthday-attacks when constructing
a pseudo-random function (or permutation) on two blocks. We demonstrate this using the
Aiello and Venkatesan [1]| construction of pseudo-random functions.

Let fl and fz be two independent copies of the pseudo-random functions on 2n bits we get
when using truly random functions on n bits in the construction of Aiello and Venkatesan. By
[1] distinguishing each ﬁ from a truly random function (with constant probability) requires
Q(2") queries. Let hy and hy € Py, be pair-wise independent permutations and let the
permutation S = S(hy, f1, f2, hy) be as in Theorem 5.6.1 (for the parameters n’ = 2n and
b = b/2). We now get that distinguishing S from random (with constant probability)
requires O(2"/b) queries which is optimal.
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5.7 Constructions of k-Wise 6-Dependent Permutations

In this section, we summarize the connection between the various constructions of this
chapter and the task of obtaining k-wise d-dependent permutations. As mentioned in Sec-
tion 5.4.1, Schnorr [134] suggested using the LR-Construction with truly random functions
in order to get a pseudo-random generator that is secure as long as not too many bits of its
output are accessible to the adversary. This idea is further treated by Maurer and Massey
[94]. Maurer [92] suggested to replace the truly random functions with what he calls locally
random (or almost random) functions. In the terminology of k-wise independence these
ideas can be interpreted as a way of using the LR-Construction in order to obtain k-wise
6-dependent permutations from k-wise 6’-dependent functions (as long as & is not too large).
Theorem 1 in [92] implies that

when k-wise ¢'-dependent functions are used instead of pseudo-random functions
wn the LR-Construction the result is a k-uise 6-dependent permutations for 6 =

O(k?*/2" +¢").

Similar observations apply to the different constructions of this chapter as discussed in this
section.

Corollary 5.7.1 (to Theorem 5.2.2) Let hy, hy € Py, be pair-wise independent permutations
and let fi, fo € F, be k-wise ¢'-dependent functions. Then S = S(hy, fi, f2,ha) (as in
Definition 5.2.1) is a k-wise 6-dependent permutation for

o K2 K2
6d—f—+2ﬁ+25’

Proof. Let S1, Sy € Py, have the following distributions:

e S; = S(h1, g1, f2, h), where hy, hy € P, are pair-wise independent, f, € F,, a k-wise
¢'-dependent function and ¢; € F;, a truly random function.

o Sy = S(hi, 01,92, ha), where hy, hy € Py, are pair-wise independent and gy, g» € F,, are
truly random functions.

and let R € P, be a truly random permutation. It is enough to show that for every k strings
of 2n-bits, x1, xs, ..., s, we have:

L|| (S(z1), S(x2),...,S(zk)) — (Si(z1), S1(z2), ..., S (xk)) || < &
2. || <Sl(])1), Sl(]}g), Ceey Sl(l'k)> - <SQ(1‘1), SQ(.’L'Q), ey Sg(l'k)> || S 6’
3. || (Sal1), Soln). ... Solen)) — (R(wn), R(ws), ..., Ray)) || < & + 5

The reason (3) holds is that if we define an oracle machine M such that its i query is
always (+, ;) and such that

Cu({{x1,11), (X2, 92), - -y {(xp,uk) }) =1
= Pr[(Sy(z1), .., Sa(z)) = W1,y we)] < Prl(R(z1), ..., R(zx)) = (w1, -+, u)],
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we get by the definition of variation distance and from Theorem 5.2.2 that

| (S2(1), Sa(w2), - .-, Sa(wr)) — (R(z1), R(x2), - .., R(wx)) ||
= [Pr{Mm®%7 (12 = 1] - Pr[ MR (17) = 1|
PN
= on ]

(1) and (2) hold by the definition of k-wise ¢’-dependent functions. For example, if

| {(S(z1),S(w2), ..., S(xx)) — (S1(21), S1(w2), - .-, Si(ww)) || > &,

then we can fix hy,hy € P, and f, € F, in the definition of both S and S; such that
the inequality still holds. This defines k strings of n-bits, 21, 29, ..., 2k, (not necessarily all
different) and a function V' for which:

(S(w1), S(w2), ..., S(wx)) = V({fi(21), fi(22), - -+ fi1(2k))) and
(S1(w1), S1(w2), .., Si(wr)) = V({g1(21), 91(22), - - 91(2k))).

We get a contradiction since for any function V:

||V(<f1(2’1), fl(z2)7 SR f1(2’k)>) - V(<91(2’1), 91(2’2), cee 91(Zk)>)||

||<f1(21)a fl(z2)7 SR f1(2’k)> - <91(Z1),91(22), e 791(Zk)>||
5.

IA N

O

In a similar way we get the following two Corollaries from the constructions of Sec-
tions 5.5 & 5.6:

Corollary 5.7.2 (to Theorem 5.5.2) Let S be as in Definition 5.5.2, where hy and hs
are pair-wise independent permutations and fi, fa, ..., fi are k-wise §'-dependent functions.
Then S is a k-unse 6-dependent permutation for

6 dif t kz 2 t 6/
~ g oEmn T T
Corollary 5.7.3 (to Theorem 5.6.1) Let hy,hy € Py, be pair-wise independent permuta-
tions, let fi, fo € F, be b- k-wise §'-dependent functions and let p € Py, be a b - k-wise
6'-dependent permutation. Define S = S(hy, f1, fo, he) and S = S(hy,p, he) (as in Defini-
tion 5.6.1). Then S is a k-wise 6-dependent permutation for
def ]{32 . b2 k‘2

1€l !
6L ot g 26

and S is a k-wise 5—dependent permutation for

def k2 . b2
T 92n—1

5 16
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By taking ¢ = £ in Corollary 5.7.2 we get a simple construction of a k-wise 6-dependent
permutation on ¢ bits for 6 as close to (£+217l)-k2 as we wish. This construction requires /¢
applications of k-wise ¢'-dependent functions from ¢ — 1 bits to a single bit. An interesting
question is to find a simple construction of k-wise 6-dependent permutations for an arbitrarily
small 6 and an arbitrary k.

An “old” proposal by Moni Naor (see [129, page 17]) is to apply a card shuffling procedure
that requires only few rounds and is oblivious in the sense that the location of a card after
each round depends on a few random decisions. The specific card shuffling for which this
idea is described in [129] was suggested by Aldous and Diaconis [3]. Unfortunately, to the
best of our knowledge, this procedure was never proven to give (with few rounds) an almost
uniform ordering of the cards. Nevertheless, we briefly describe it in order to demonstrate
the concept of an oblivious card shuffling and the way that such a procedure can be used
to construct a k-wise 6-dependent permutation. Finally we describe the main idea in the
definition of another oblivious card shuffling for which we can prove that only few rounds
are needed.

Each round (shuffle) in a card shuffling procedure is a permutation on the locations of
the N cards of a deck (i.e., a permutation on the set [N] % {1,2,...,N}). In the case of
the Aldous and Diaconis [3]| card shuffling each such permutation is defined by a uniformly
chosen N/2-bit string, r = r173...7y/2. Denote this permutation by II, then:

V1 <i< N2, {Hr(z):2z—1&Hr(z+N/2):2z ifr,=1

I0,(i) =2 & I, (i+ N/2)=2i—1 otherwise

That is, the cards at locations ¢ and i+ N/2 move to locations 2i — 1 and 2¢ and their internal
order is uniformly-chosen independently of all other choices. Note that Vz, evaluating I, (z)
or II71(z) requires the knowledge of a single bit of r and therefore this card shuffling is
indeed oblivious.

Consider s rounds of the card shuffling described above, ITI° =1I,1 s def IIs0ll,s-10...0
1,1, where {r',... 7} are uniformly-distributed and independent of each other. If IT* is of
statistical distance at most ¢’ from a uniform permutation then we can construct a k-wise
§-dependent permutation, II*, for § = & + 6" as follows: simply take the permutation IT*
to be s rounds II,s o [T,s-1 o ... o Il,1 where the s- N/2 bits of {r!,... 7%} are the outputs
of a (k- s)-wise 6"-dependent Binary-function, f. Evaluating II° (or its inverse) at a given
point consists of s invocations of f. Therefore, an interesting problem is to show that I1° is
of exponentially-small statistical distance from a uniform permutation for a small value of s.
In [3] it is conjectured that this can be shown for s = O(log” N). While this conjecture is,
to the best of our knowledge, still open we can show a different card shuffling procedure for
which it can be proven that O((log” N) rounds are sufficient. This card shuffling is defined
in a recursive manner: Split the deck into two halves (locations {1,..., N/2} and locations
{N/2,...,N}), apply the card shuffling (recursively) on each half of the deck and merge the
two (now shuffled) halves in an almost uniform way. A permutation, M, on [N] is a merge
if for every i and j such that 1 < i < j < N/2or N/2+1 < i < j < N we have that
M(i) < M(j). An oblivious (in the same meaning as above) merging procedure can also be
defined recursively but since the construction is rather cumbersome we omit its description.
This direction may become attractive given an efficient and simple merging procedure.
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A different direction to solving the problem of constructing k-wise 6-dependent permu-
tations is to try and generalize the algebraic construction of pair-wise independent permu-
tations. Leonard Schulman (private communication) suggested such a generalization that
yields 3-wise independent permutations. His suggestion is to use sharply 3-transitive per-
mutation groups. A permutation group over the set [n] = {1,2,...,n} is a subgroup of
the symmetric group S,. A permutation group G over [n| is k-transitive if for every two
k-tuples {aj,...,ar} and {by,...,b;} of distinct elements of [n] there exist a permutation
m € G such that V1 < i < k, m(a;) = b;. A permutation group G over [n| is sharply k-
transitive if for every two such tuples there exists exactly one permutation m € GG such that
V1 <i <k, m(a;) = b;. A sharply k-transitive permutation group is in particular k-wise in-
dependent and indeed the algebraic construction of pair-wise independent permutations use
a sharply 2-transitive permutation group (containing all the linear permutations). Schulman
suggested to use the fact that there are known constructions of sharply 3-transitive permu-
tation groups. However, this approach cannot be generalized to larger values of k: from
the classification of finite simple groups it follows that for & > 6 there are no k-transitive
groups over [n] other than the symmetric group S,, and the alternating group A, and there
are only few such groups for k£ = 4 and k£ = 5 (see [33, 127]). One should be careful not
to interpret this as implying that for £ > 4 there are no efficient algebraic constructions of
k-wise independent permutations. It is however justified to deduce that for £ > 4 any small
family of k-wise independent permutations is not a permutation group (i.e. is not closed
under composition and inverse).

5.8 Conclusion and Further Work

The constructions described in Sections 5.2 & 5.6 are optimal in their cryptographic work in
the sense that the total number of bits on which the cryptographic functions are applied on
is exactly the number of bits in the input. Therefore, it seems that in order to achieve the
goal of constructing efficient block-ciphers it is sufficient to concentrate on the construction
of efficient pseudo-random functions. The depth of the constructions, on the other hand,
is twice the depth of the cryptographic functions. It is an interesting question whether
there can be a construction of similar depth. The goal of reducing the depth is even more
significant in the case of the ¢ + 2-round construction in Section 5.5. A different question is
finding a simple construction of k-wise d-dependent permutations for an arbitrarily small 6
and an arbitrary k. This question is discussed in Section 5.7.
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